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AHHOTAUWA

Hactosumin  nokyMeHT npeacTaBnser coboi pykoOBOACTBO OnepaTopa NpOrpaMMHOro cpepacrea  «LleHTp
cepTudumkaTos poctyna Aladdin Enterprise Certificate Authority Certified Edition KG».

HacTtosiumini  [OKYMEHT 4BNFeTCa  3KCMIYaTaUMOHHbIM - JOKYMEHTOM, COAEPXALLMM OMUCaHWe [eilCTBUiA
nonb3oBatens ¢ ponbto «Onepatop» (fanee no AokymeHTy - Onepatop) npu paboTe C NporpaMMHbIMU KOMMIEKCaMu
«LleHTp ceptudukaumn Aladdin Enterprise Certification Authority»? u «LeHTp peructpaumn Aladdin Enterprise
Registration Authority3», Bxoaawmmu B cocTa LleHTpa cepTudmMkaToB AocTyna.

HacTosumin LOKYMEHT COLepXXUT CBEAEHUS O HAa3HAaYeHMU NPOrPaMMHOrN0 CPefCTBa, YC/I0BUIX €ro MPUMEHEHUS,
nopsake peicreuii Onepatopa npu pabote c LieHTpom ceptudmkaumm Aladdin eCA un LeHtpom peructpauumn Aladdin
eCA, coobueHunsx, BblaaBaeMbix Onepatopy B npoLecce paboTbl.

Mepep s3kcnnyaTaumer NporpaMMbl pEKOMEHAYETCS BHUMATENIbHO 03HAKOMUTLCS C HAaCTOALWMM PYKOBOLCTBOM.

" Nlanee no fOKyMeHTy — LleHTp cepTudmKaTos A0CTyNa, NPOrpaMMHOE CPeacTBo
2Nlanee no AOKYMEHTbI — Nporpamma, LleHTp ceptndmkaumm Aladdin eCA

3 [lane no gokyMeHTy - nporpamma, LleHTp pernctpaumm Aladdin eCA
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1 HASBHAYEHWE MNMPOrPAMMBI

1.1 O6nacTb NpUMEHEHMA

LleHTp ceptudukatoB A[0CTyna MNpPUMEHNETCS KaK 3/eMeHT CUCTeM  3alMTbl  aBTOMAaTU3MPOBAHHbIX
(MHPOPMALIMOHHDBIX) CUCTEM, UCMONb3YETC COBMECTHO C APYrMMM CPefCcTBaMM 3aliMTbl MHPOpMauMu u obecrneunsaeT
MAEHTUOUKALMIO U CTPOTYIO ayTEHTUdMUKALMKM NPpU yNpaBieHun LocTynoM cybbekToB ' mocTyna k o6bekTam 2 foctyna B
aBTOMATU3NPOBAHHOM (MHOOPMALMOHHOM) CUCTEME.

LeHntp peructpaumm Aladdin eRA npepgHa3HaueH ons GopMMpoBaHMS M 06paboTKM 3a8BOK Ha BbIMYCK
cepTudmkaToB 6Ge3onacHocTU (UmMdpoBbIX cepTMdMKaToB) 3, BbinyckaeMbix LieHTpom cepTudukaumm Aladdin eCA u3
cocTaBa LleHTpa ceptudukatos goctyna Aladdin eCA CE.

1.2 CocTaB

LleHTp cepTUdUKATOB [OCTYNA BK/IOYAET:

e [IporpammHbit  komnnekc «LleHTp ceptudmkaumm Aladdin  Enterprise  Certification Authority»
33714370.03.01.003 (nanee no Tekcty — nporpamma unu LleHnTp ceptudmkaunm Aladdin eCA), cocTosiwmii M3 cnemyowmx
NPOrpaMMHbIX KOMMOHEHTOB:

- [NporpaMMHbIf koMnoHeHT «CepBepHas yacTb LleHTpa ceptudukaummn» 33714370.03.01.004.

[porpaMMHbIf KOMMNOHEHT peanusyeT QyHKLMM NPOrpaMMHOro CpeacTBa, ANS BbIMOAHEHUS KOTOPbIX OHO
npefHa3sHa4YeHo B 33[JaHHbIX YCNOBUAX MPUMEHEHUS, B 4YacTu GOPMUPOBAHUS MAEHTUDUKALMOHHOM
UHPOpMaL MK, HEeOBXOAMMOM ANs BbiMyCKa cepTMdMKATOB 6€30MacHOCTM UMPPOBbIX CepTUPUKATOB)
(nanee — cepTuduKaTbl), BbINYCKA M 06CNYXMBAHMS CepTUHMKATOB, MPUOCTAHOBKM MU/UNKM BO30OHOBNEHUS
nencTena ceptudumKaToB, NpeaocTaBieHns MHbopMaummn o cepTudumkaTax U Ux ctTaTycax.

— [NporpammHbIi koMnoHeHT «KnuenTckas yactb LlenTtpa ceptudmkaumm» 33714370.03.01.005.
[porpaMMHbIf  KOMMOHEHT  peanu3yeT uHTepdenc (Beb-uHTepdeic), C NOoMOLWb  KOTOPOro
obecneunBaeTcs B3aMMOLENCTBME MNONb30BAaTENS M MPOrpaMMHOro KomnoHeHTa «CepBepHas 4acTb
LeHTpa ceptudukaumnm» 33714370.03.01.004.

e [lporpammHbin kommnekc «LleHTp Banupaumm Aladdin Enterprise Validation Authority» 33714370.03.01.006
(nanee no Tekcty — LleHTp Banuzaumu Aladdin eVA), coctoawmii u3 cnepyomx NporpaMMHbIX KOMMNOHEHTOB:

- [NporpaMMHbI koMnoHeHT «CepBepHas YacTb LleHTpa Banupaumm» 33714370.03.01.007.

[porpaMMHbIf KOMMNOHEHT peanusyeT QyHKLUMUM NPOrpaMMHOro CPeacTBa, AN BbIMOAHEHUS KOTOPbIX OHO
npefHa3sHa4YeHO B 334aHHbIX YCAOBUSAX MNPUMEHEeHUs, B 4acTM NpeaocTaBieHus WHGopMauun o
cepTudmKaTax U UxX cTaTycax.

- [NporpammHbIi kKoMnoHeHT «KnuenTckas yactb LenTtpa Banupaumun» 33714370.03.01.008.
[porpaMMHbI  KOMMOHEHT  peanu3yeT uHTepdeic (Beb-uHTepdeic), C NOMOLWb  KOTOPOro
obecneunBaeTcs B3aMMOLENCTBME MNONb30BATENS M MPOrpaMMHOro KomnoHeHTa «CepBepHas 4acTb
LleHTpa Banuaaunn» 33714370.03.01.007.

' CybbekT mocTyna npeacrasnseT coboii 0fHy U3 CTOPOH MHPOPMALMOHHOIO B3aMMOAEICTBMS, KOTOPas MHULMMUPYET NOMYYeHME U NONydaeT
pnoctyn. CybbekTaMu [OCTyna MOTyT SBASITbCA KakK du3nyeckue nuua (nonb3oBaTtenu), Tak U CPeACTBA BblUMCIIUTENBHOM TEXHUKM (YCTPOMCTBA), @ TaKxKe
BbIYUC/IUTENbHbIE MPOLLECCHI, UHULMMPYIOLME MOMYYEHUE U MOMyYalolMe AOCTYN OT MMEHW MO/b30BaTesei, NporpamMM, CPeACTB BbIYUCIUTENbHOM
TEXHUKM U ApYrMX NPOrpaMMHO-anmnapaTHbIX YCTPOWCTB MHDOPMALMOHHO-TENEKOMMYHUKALMOHHON MHDPACTPYKTYpbI.

2 06beKkT [oCTyna NpeacTaBaseT coboi OfHY M3 CTOPOH MH(OPMALMOHHOrO B3aMMOAENCTBMS, NPeaocTaBAAllylo A0cTyn. O6bekTamu
[LOCTYNa MOTYT SIBASTbCS KaK CPEACTBA BbIUMC/IUTENBHOM TEXHUKM (YCTPOWCTBA), TaK M UX BbIYUCUTENBHBIE MPOLLECChI.

3 lanee no AOKYMeHTy — cepTduKaThl.

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
Cmp.6/133



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition KG 33714370.03.01.001 34 01

e [lporpammHbiit komnnekc «LleHTp permctpaumu Aladdin Enterprise Registration Authority» 33714370.03.01.009
(nanee no Tekcty — LleHTp pernctpaumnn Aladdin eRA), cocTosiLwmin M3 cneayoLmx NpOrpaMMHbIX KOMMOHEHTOB:

- [NporpaMMHbIii KOMNOHeHT «CepBepHas YacTb LleHTpa pernctpaunm» 33714370.03.01.010.

[porpaMMHbIii KOMNOHEHT peanu3yeT GYHKLMW NPOrpaMMHOr0 CPeACTBa, A1 BbIMONHEHMS KOTOPbIX OHO
NpegHasHa4YeHO B 33[aHHbIX YCIOBUSX MPUMEHEHUS, B 4acTM (GOPMMPOBAHUA UAEHTUPUKALMOHHOM
UHPOpMaL MK, He0BX0ANMOM 419 BbINYCKA CePTUHMKATOB, BbIMyCKa U 0BCYyXMBAHMUS CEPTU(DMKATOB.

— [lporpaMMHbIi KOMNOHEHT «KnueHTckas vyacTb LleHTpa pernctpaumm» 33714370.03.01.011.

[porpaMMHbIi  KOMMOHEHT  peanusyeT uHTepdeinc (Beb-uHTepdenc), C NOMOWb  KOTOPOro
obecneunBaeTcs B3aMMOAENCTBME MOMb30BATEN M MPOrpaMMHOro kKomnoHeHTa «CepBepHas 4vacTb
LeHTpa pernctpaumumn» 33714370.03.01.010.

e [IporpaMMHoOe CpeacTBo «YTUIMTa KOHTpons uenoctHoctm 2.0» 33714370.03.01.012.

I'IporpaMMHoe CpencTBo npeaHasHayeHa and KOHTponda uenoCTHOCTU UCNONHAEMbIX cbaﬁnos NpOrpaMMHbIX
KOMMNNEKCOB U3 COCTaBa LI,eHTpa CepTl/Id)l/IKaTOB aoctyna.

e [lporpammHoe cpenctBo «Kpuntorpaduueckmit mogynb Aladdin JCP» 33714370.03.10.001. MNporpammHoe
CpeacTBo MpefHasHavyeHo A8 CO34aHMS K4YeBbIX nap (OTKPbITbIM M 3aKPbITbIM KAKOYM) LEHTPOB cepTUdMKauum
MHGPACTPYKTYPbl OTKPbITbIX K/OYEW, MoAb30oBaTeNei U CpefcTB BblYUCAUTENbHOW TEXHUKM (YCTPOWCTB), reHepauuun u
nposepku LMGPOBOM NOANUCH.

1.3 OcHoBHble PYHKUMN

LleHTp cepTuduKaToB fOCTYNa peanusyeT cneayowme GYHKUMK, A1s BbINOJHEHWUS KOTOPbIX OH NpefHa3HayeH B
3a[laHHbIX YCIIOBUSIX NPUMEHEHUS:

e (MopMmupoBaHMe UAEHTUOUKALMOHHOM uHbOpMaumu, HeobxoOMMOM AN BbiMycka CepTUOUKATOB
6e3onacHocTv (UMbPOBbIX CEPTUOUKATOB) NONb30OBATENEN U CPEACTB BbIYMCIUTENBHOM TEXHWMKM (YCTPOMCTB) (Aanee no
TekcTy — CBT) Ha ocHOBe AaHHbIX, MOMYYeHHbIX NPY NEPBUYHON MAEHTUDUKALMM HENOCPeOCTBEHHO OT MO/b30BaTeNel u
CBT uepes 3asBKy Ha BbIMyCcK cepTUdUKATOB, MO0 NOMYYEHHbIX OT LOMEHHOW CYX6bl KaTanoroB MAM YNOMTHOMOYEHHbIX
nonb3oBarenei. NepBuyHas naeHTudukaums nonb3osarteneit u CBT B nporpaMMHOM cpefCcTBe 3aBepLUAEeTCs CO34aHNEM
AN HUX cyb6bekToB. MaeHTudUKaumoHHas nHdopmMaums, HeobxoanMas ans Bbinycka cepTuduKaToB, NpeacTaBnseT cobow
aTpubyTbl CybbekTa, 3HaYEHMS KOTOPbIX 3aMMCbIBAOTCA B MONS cCepTUHMKATOB, CO3AaBAEMbIX AN JAHHOrO cybbekTa.

e Bbinyck 1 obcnyxkuBaHue cepTuduKaToB 6GesonacHocTU (UMPPOBbIX CEPTUDUKATOB) MOMb30BaTENEN WU
CpeacTB BbIYUCAUTENBHON TEXHUKM (YCTPOMCTB), B TOM uuche:

- Co3paHue Knto4veBbix Nap (OTKPbITbIA M 3aKPbITbIM KNO4YM) nonb3osatenen n CBT.

Co3faHve KOYeBbIX Map AN MNonb3oBaTenel UM CPeacTB BbIYUCIUTENBbHOW TEXHUKU (YCTPOMCTB)
BbINOJIHAETCA NPU GOPMUPOBAHMM ANt HUX CEPTUDMKATOB C 3aKpbITbIM Ko4oM (PKCS#12) 1.
- ®opmupoBaHue cepTudUKaToB An9 nonb3osatenei u CBT.

B nporpaMMHOM cpefcTBe peanu3oBaHo GopMmUpoBaHUe cepTUdMKATOB Ans nonb3osatenen u CBT:
o C3akpbiTbiM KntouoMm (PKCS#12).
o Ha ocHoBaHuu 3anpoca PKCS#10 2.
- (MopmMupoBaHUe 3a5BOK Ha BbIMYCK CepTUPUKATOB A nonb3osatenein u CBT.
B nporpamMmHOM cpencTBe peannsoBaHo:
o Co3pgaHve 3asBOK MoOnb3oBaTeNnsiMM C ponsamu  «AgMuHuctpatop» u  «OnepaTtop» uvepes
NPOrpaMMHbIA  KOMMOHeHT «KnueHTckas 4actb LleHTpa peructpaumu» v nNporpamMmHbIi
UHTepdeic NporpaMMHOro KoMnoHeHTa «CepBepHas 4acTb LleHTpa pernctpaumm»

" B cootseTtcTBuMM c gokyMeHToM «RFC 7292. PKCS #12: Personal Information Exchange Syntax v1.1».

2 B cooTeeTcTBMM C foKyMeHTOM «RFC 2986. PKCS #10: Certification Request Syntax Specification Version 1.7».
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o Co3paHue 3a8BOK nonb3oBateneM c posiblo «llonyyatenb ceptudukaTa» Yepes NporpaMMHbIi
KOMMNOHEHT «KnueHTckasg 4Yactb LleHTpa pernctpaumm» UM NpOrpamMMHbIN - MHTepdenc
nporpaMMHoro komnoHeHta «CepBepHas u4acTb LleHTpa perucrpaummu», BKIKOYAs 339BKM,
co3faBaeMble 4epe3 MporpamMmHbil uHTepdenc no npotokony WS-Trust X.509v3 Token
Enrollment Extensions (WSTEP) .

o Co3paHre 3a9BOK 4epe3 NporpaMMHbIA MHTepdenc nporpaMMHOro KomnoHeHTa «CepBepHas
yactb LleHTpa peructpaumu» no npotokony Simple Certificate Enrollment Protocol (SCEP) 2.

o ABTOMaTMyeckoe co3gaHMe 3asBOK Ha OCHoBaHuu 3anpocoB PKCS#10 w3 nokanbHOro wmam
CeTeBOro Kartasora B COOTBETCTBMU C HacTporkamu Offline-Bbinycka.

Bbloava ceptmudmrkatoB Ang nx MCNOAb30BAHMS BlagenbLaMu.
Bbigaua ceptndumkatos ons X MCNONb30BaHUS BRadeNbLaMm AOCTYNHA:
o [lytem wux 3kcnopta 3a npegenbl NPOrpaMMHOrO CpeacTBa MOMb30BATeNIMU C  POASMMU
«AOMUHUCTpaTOp» Mnu «OnepaTop».
o [lytem ux 3kcnopTa 3a npepenbl MPOrpaMMHOIO CPeACTBa MHULMATOPOM 3asBKM HA BbIMYCK
cepTudmKaTa, eCv No LaHHOM 3asBKe YCMNeLHOo BbiMyLeH cepTUdUMKaT.

o [llyTeM Mx aBTOMATM4ECKOro 3KCMOPTa 3a Mpeaefibl NPOrpaMMHOr0 CpeacTBa B JIOKA/bHbIN UK
CeTeBOM KaTanor B COOTBETCTBUM C HacTpoikamu Offline-Bbinycka.

LleHTpann3oBaHHOE  aBTOMATMYECKOE  (aBTOMATU3MPOBAHHOE)  OTC/IEKMBAHME  AKTyasbHOCTM  (C
yBeAOM/IEHUEM BNALENbLEB O CPOKAX AENCTBUSA) CEPTUDMKATOB.

YBenoMneHue BNafeNblLeB O CPOKAX AEWCTBUA UX CEPTUGHUKATOB BbIMOIHAETCS MO 3NEKTPOHHOM MoyTe.
Mo yMonyaHMI0 NporpamMMHoOe CPeAcTBO YBEAOMISET BnajenbLa ceptnudmkaTa B C/iyyae, eCiu CpoK ero
LencTBua uctekaeT yepes 30 cyTok, yepe3 7 cyTok uau yepes 1 cyTku. B mporpaMMHOM cpencTse
LOCTYMHO (OopMMUpOBaHME LWABNOHOB PaccbiioK YBEAOMJSIEHUI BMALENbLEB O CPOKAxX AENCTBUS WX
ceptuduKaToB. [N Kaxaoro wabnoHa pacCbliKM LOCTYMHO YKa3aHWE BPEMEHM, OTC/IEXMBAEMOrO A0
OKOHYaHWs AEUCTBUS CEPTUPMKATA, A TAKXKE TEKCTA OTNPABASEMOrO YBEAOMIIEHUS.

e  Bbinyck 1 06CnyxuBaHMe CepTUOUKATOB LIEHTPOB CEPTUDMKALMM MHDPACTPYKTYPbl OTKPbITLIX KNKOUYEN, B TOM

yucne:

Co3paHue, 3KCMOPT, MMMNOPT M yAaNeHWe KI4YeBOM Mapbl (OTKPbITbIA M 3aKPbITbIM K/KOYM) LEeHTpa
cepTuduKaumm (KOpHEBOTO M/MAKN NOAYUHEHHOTO).

Co3paHne K4eBONM napbl LeHTpa cepTuduKkalumn (KOPHEBOTO /UMW NOAYUHEHHOTO) BbINOMHAETCS NpU
CO30aHUM CODCTBEHHOrO LIEHTpa cepTUdMKauMM B NPOrpaMMHOM CpeacTBe. B nmporpaMMHOM cpeactee
[OCTYNHO CO34aHMe LeHTpa cepTudMKaumm (KOPHEBOTO W/MAKM  MOAYMHEHHOr0) Ha OCHOBAaHWM
UMMOPTUPOBAHHOIO KOHTEMHEpPa 3aKkpbIToro kntova PKCS #12 ueHTpa cepTMdmKaL M, COOEPXKALLENO €ro
KnouyeBylo napy. [ns ueHTpa cepTMdUKALMM [OCTYNEeH 3KCMOpT KAKYEBOM Mapbl 3a npeaens
NpOrpaMMHOro CpeacTBa, €C/IM €ro K/KYeBas Napa yXXe He 3KCMNOPTUPOBaHa 3a nNpeaesbl NPOrpaMMHOro
CpencTBa, U A4S LaHHOW KKYEBOM Mapbl NpyU ee Co34aHUKM He Obll YCTaHOBNEH 3anpeT Ha 3KkcnopT. Mpu
3KCMopTe K/YeBas napa LeHTpa cepTUdUKaLuM yaangaeTcs U3 nporpaMmMHoro cpefcrsa. [nsg ueHTtpa
cepTMduKauMmM, K/YeBasi Mapa KOTOPOro 3KCMOPTMPOBAHAa 3a Mpefenbl NPOrpaMMHON0 CpeacTsa,
[LOCTYMHa BO3MOXHOCTb MMMNOPTa €ro K/4YeBOM Mapbl B NPOrpaMMHOE CPeacTBO. YaaneHue KI4eBol
napbl LEHTpa CepTUOMKALMUM BbINONHAETCA NpW  YOANEHWM [OAHHOTO LEeHTpa CcepTUdUKauun U3
NpOrpaMMHOro CpeacTBa, eC/IM €ro K/KYeBas Napa yXXe He 3KCMNOPTUPOBaHa 3a npeaesbl NPOrpaMMHOro
cpencTBa.

Co3faHve, MMNOpT, MPOCMOTP, 3KCMOPT W YyAaneHWe KOpHEeBOro (CaMomMoAnucaHHOro) ceptudukata
LueHTpa cepTudUKaLmm.

" B cooTBeTcTBMM C AoKyMeHTOM «OASIS WS-Trust 1.3. WS-Trust X.509 Token Profile (WSTEP)».

2 B cooTeeTcTBMM C AoKymMeHTOM «RFC 8894. Simple Certificate Enrolment Protocol».

0c0O0 "Anaddun KI™
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Co3gaHue KOpHEBOro (CaMOMOAMMCAHHOIO) cepTUdMKATA LEeHTpa CepTMdMKALMKM BbIMOMHAETCS MpU
CO34aHMM B MPOrpaMMHOM CpeAcTBe COBGCTBEHHOrO KOPHEBOrO LEHTpa cepTudukaumu. KMmnopt
KOPHEBOro (CaMomnoAnMCaHHOro) ceptudukaTa LEHTpa cepTUdUKaLMM BbIMOMHAETCS NPU CO34aHUMU B
NPOrpaMMHOM CpeACTBE KOPHEBOrO LIEHTpa cepTUdMKALMUM Ha OCHOBAHMM WMMMNOPTUPOBAHHOIO
KOHTerHepa 3akpbiToro kntoya PKCS #12 kopHeBoro ueHTpa ceptudukaumun. B nporpaMMHOM cpencTtse
OOCTyMeH nNpoCMOTP 3HAYeHWM none KOPHEBOro (CaMOMOAMMCAHHOrO) CcepTUdMKaTa LeHTpa
cepTudukaumm. [ns  Kaxnoro KOPHEBOr0 LEHTpa CepTUdMKauMM  OOCTYNeH MMMOpT  ero
CaMonoAnMUCaHHOro ceptudukata. YpaneHue KOPHEBOro (CaMOMOAMNUCAHHOrO) cepTudwmKaTa LEHTpa
cepTUdUKaLMK BbINOMHAETCS NPU yAaNEHUU LAHHOIO KOPHEBOIO LLeHTpa cepTUduKaLmu.

Co3paHue, MpoCMOTP, 3KCMNOPT WM YyAANeHMe 3anpoca Ha CepTMPUKAT LeHTpa cepTudukaumm B
BbILIECTOALLMI LEHTP CepTUdUKALMUM.

Co3paHue 3anpoca Ha cepTMdMKAT LeHTpa CcepTUdMKALMM B BbIWECTOAWMA LEHTP CepTUPUKALMM
BbINOHAETCS NPU CO34aHMM B NPOrpaMMHOM CPeAcTBe MOAYMHEHHOrO LeHTpa cepTuduKaumm. 3anpoc
Ha cepTMdUMKAT LeHTPa CepTUDMKALMMN B BbILIECTOSLWLMI LEHTP cepTUdUKaLmMM LOCTYMNEH A4S NpoCcMOTpa
CpencTBaMu U3 COCTaBa OMepaLMOHHON cucTeMbl (cpeabl GyHKUMOHMPOBaHKS) (aanee — OC). 3anpoc Ha
cepTMdUKaT LeHTpa cepTUdMKALMM B BbILECTOSALMIA LEHTP CePTUPMKALMM [OCTYNEH Ang 3KCnopTta 3a
npegensl MPOrpaMMHOr0 CpeacTea. YganeHue 3anpoca Ha ceptTUdMKaT UeHTpa cepTuduMKaumm B
BbILIECTOSLLMIA LEeHTp cepTudUKaLM BbINONHAETCS NPW YAaNeHWM B NPOrpaMMHOM CpeacTBe LaHHOro
NOAYMHEHHOTO LeHTpa cepTudUKaLmu.

Co3paHue Ha OCHOBAHWM 3anpoca, MMMOPT, NPOCMOTP, 3KCMOPT, YAaNeHUe U OT3bIB cepTudukaTa ans
NOAYMHEHHOTO LleHTpa cepTudUKaLmu.

Co3paHue cepTudmKaTa o1 NOAYMHEHHOIO LEHTPA cepTUdUKALLMM HA OCHOBAHMM 3anpoca BbIMOMHSETCS
B BbIWECTOALWEM LEHTPE CEPTUGMKALMM MNpU  NOANMCAHMM 3anpoca Ha cepTudUKaT [LAHHOro
MOAYMHEHHOTO LeHTpa cepTudmkauun. MMnopT cepTudukata Ans NOAYMHEHHOTO LEHTPA cepTUdUKALMM
BbIMOSHAETCS MpPU CO30aHUM B MPOrPAaMMHOM CpeacTBe MOAYMHEHHOrO LEHTpa CepTUdMKaLMM Ha
OCHOBaHWM MMMOPTMPOBAHHOIO KOHTeMHepa 3akpbiToro knouya PKCS #12 noauuMHeHHOro LeHTpa
ceptudukaumMn. B nporpaMMHOM CpencTBe AOCTYMEeH MNPOCMOTP 3HAYeHW Mnonei CO34aHHOMo
ceptuduKaTa LS MOAUYMHEHHOrO UeHTpa ceptudukauun. CepTMdMKAT LS MOLUYMHEHHOTO LEHTpa
cepTMdUKaLMM [OCTYNEH Afis 3KCMOPTa 3a Mpeaenbl NporpaMMHOr0 CpPeacTBa Kak OTAENbHO, Tak U B
COCTaBe €ero Lenoyku ceptudukaToB. YoaneHue ceptmdukata NOAYMHEHHOrO LEHTpa cepTUdUKaLMm
BbIMOSHAETC NPU  YOANEHUM [AHHOMO LEHTpa ceptuduKkauum M3 NporpaMMHOro cpenctea. B
BbILIECTOSILLEM LEHTPE CEpTUdMKALMM, MOLMNMCABLUEM 3aMpoOC Ha CepTUhMUKAT NOAYMHEHHOMO LEHTpPa
cepTUdUKaLMK, LOCTYMNEH OT3bIB CEPTUDMKATA AAHHOMO NOAYUHEHHOTO LLEHTPA CEPTUDMKALUMN.

e [IpuocTaHoBKa WU/Mnn B0O306HOBNEHME AeiCTBKS Nonb3oBaTenei n CBT, B ToM yncne:

0c0O0 "Anaddun KI™

BbnoknpoBaHue, BO306HOBNEHME AEMCTBMS, OT3bIB M NEPEBbINYCK CEPTUDMUKATOB.

BbnokupoBaHue, BO30OHOBNEHWE [ENCTBUS U OT3bIB CEPTU(MUKATOB BbINOAHAETCS NyTeM GOPMUPOBAHMS
CNUCKa (OCHOBHOMO M Pa3HOCTHOMO) OTO3BaHHbIX CepTUdMKaTOB. B AaHHbLIM CAMCOK NPOrpamMMHbIM
CpeacTBOM 3aHOCATCS 3abNOKMPOBaHHble M OTO3BaHHble cepTUduKaTbl. Onepauus OGAOKMPOBAHUS
ceptudmkata obpatrMa nyTeM BO30OHOBNEHUS AEWCTBUS [aHHOro cepTudukata. Onepaums oT3bIBa
ceptudmkaTa Heobpatuma. B nporpaMMHOM cpencTBe AOCTyrMeH MOBTOPHbLIA BbIMYCK CEPTUOUKATOB
nonb3oBareneit u CBT Ha OCHOBaHMU paHee UCNONb30BAHHON UAEHTUDUKALMOHHON MHDOPMaLUK.
@opMUpoBaHMe, IKCMOPT U NYBMKALMS CUCKA O0TO3BAHHbIX CEPTU(DUKATOB.
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@QopMUpOBaHME CMUCKA OTO3BaHHbIX CEPTUMMKATOB BLIMOMHAETCS aABTOMATMYECKM C 33[laBaeMoM
nosib30BaTeNieM C ponblo «ALMUHUCTPATOP®» MEPUOLUYHOCTBIO WM/UAU Mpu NOHOM U3MEHEeHUM CTaTyca
cepTudukarta. B nporpaMMHOM cpenctBe AOCTYMeH 3KCMOPT CAMCKA OTO3BaHHbIX cepTudmkatos. [pu
KaXZOM (OpPMMPOBAHMM  CMMUCKA OTO3BAHHbIX CepTUdMKATOB 6€30MacHOCTM  BbIMOMHSETCS  ero
nybiMKaumMs B 3aperMcTpMpoBaHHble TOYKM pacnpocTpaHeHus. B nporpaMMHOM cpefcTBe [[OCTYMHa
nybanKaumMsa Cnucka OTO3BAHHbIX CEPTUOMKATOB M CepTUHMKATOB LEHTPOB CepTUOMKALMM B TOUKM
pacnpocTpaHeHMs LUEHTPOB BanuAaumu, co3gaBaembix B LleHTpe Banupaumun Aladdin eVA, u Touku
pacnpocTpaHeHUs LOMEeHHOW CyXKbbl KaTanoros.

e [lpepoctaBneHue MHpoOpMaLuM 0 cepTUdUKaTax LLEHTPOB cepTudukalmu, nonb3osatenein u CBT, a Takke

MHq}OpMaLLl/IVI 06 mnx CTaTtyCax, B TOM yucne:

dopMmnpoBaHME M IKCNOPT peectpa cepTUDMKATOB.

B nporpaMMHOM cpefcTBe peann3oBaHO QOPMUPOBaHWE peecTpa CepTU(OUKATOB, COAEPXKALLEro
3HaueHMs nonen BCEX CO3AaHHbIX cepTudukaToB. lNpu akcrnopTe peectpa cepTUHUKATOB AOCTYNeH
BbIOOp KpUTEpPUEB, KOTOPbLIM AO/MKHBI COOTBETCTBOBATH CEPTUPUKATLI B IKCMOPTUPYEMOM peecTpe.
lpoBepka cTaTycoB cepTU(HUKATOB HA OCHOBAHWM AaHHbIX, ONYBAMKOBAHHbIX B TOUKE PACNPOCTPAHEHUS.
lporpamMMHoe  CpencCTBO  MO3BOASET  3KCMOPTUPOBATb  OMYGNMKOBAHHbIE  CMUCKM  OTO3BAHHbIX
cepTMdUKATOB U CEpPTUPUKATbI LEHTPOB CepTUPUKALMM U3 TOYEK PACNpPOCTPAHEHUS, PeaNU30BaAHHbIX
NPOrpaMMHbIM CPEACTBOM.

MpoBepKa CTaTycoB CEPTUPMKATOB B PEXMME pEanbHOIrO BPEMEHM.

lporpaMMHoe cpencTBO NO3BOASET BbINOAHATL NPOBEPKY CTAaTYCOB CepTUHUKATOB B PEXMME PEasibHOro
BpeMeHu no npotokony Online Certificate Status Protocol (OCSP) ™.

LleHTp cepTndmkaToB AOCTYNa BbIMYCKAET CepTMdMKaTbl B Cieayowmnx GopMartax:

e  (DopMart cepTUdmMKaTa OTKpbITOro Katoda X.509v3 2,

Ceptudukar BkaovaeT B cebs cnepyrowime faHHbIe:

Bepcusa ceptudmkara.
CepwuiitHbln HOMep cepTudmKaTa.
MpeHtnudukatop anroputMa nognucu ceptudumkaTa.
OTtnnuutensHoe nMs usnatens ceptudukara.
MNepuop poencTeus ceptTndukara.
OTtnnuutenbHoe nMs cybbekTa.
MHbopmaums 06 OTKPbITOM KJIKOUe, BK/IYAKOLLAS aNropuTM OTKPBITOrO K/KUYa U CaM OTKPbITbIN K.
Pacwwupenuns ceptudumkaTa, BKAOYas cneayowmne BOSMOXHbIE NONS:
o WpenTtudukaTop knwoya usgatens ceptudumkarta.
o MWpeHTudukaTop kn4va cybbekTa.
o WpeHTudukaTopbl MCNOIb30BAHMS KITHOYA.
o [Monutuku ceptndukara.
o AnbTepHaTMBHOE UMS CyObeKTa.
o AnbTepHaTMBHOE UM$ uspatens ceptudumkara.
o ba3oBble orpaHuyeHus.

o Touku pPacnpoCTpaHEHNA CMNUCKOB OT3blBa.

B cootsetcTBuM ¢ okymenToM «RFC 6960. X.509 Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP».

2 dopmat onpenensetca aokymeHtom «ITU-T Recommendation X.509 (10/2019). Information technology - Open Systems Interconnection - The

Directory: Public-key and attribute certificate frameworks».

0c0O0 "Anaddun KI™
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o [Hoctyn K MHPOpMaumm 0 LeHTpax cepTudUKaLmn.
o WpeHTudwmkaTopbl pacluMpEeHHOro UCNOAb30BAHMS KNHOYA.

Moanucek ceptudmkara.

e (DopMart cnucka oTo3BaHHbIX cepTudMKaToB 6esonacHocTn (CRL) .

Cnu1coK 0TO3BaHHbIX CePTUPUKATOB BKIKOYAET B ceba cnepyolime AaHHble:

Bepcusa CRL.

OtnuuutensHoe nms usnatens CRL.

[ata u Bpemsa nspganms tekywero CRL.

[ata v Bpema uspauunsa cnepytouwero CRL.

Pacwwmpenunsa CRL, Bkntovas cnepyrowime BO3MOXHbIE NONS:
o Wpentudukatop knwoya nspatens CRL.
o Homep CRL.

I'Iepequb OTO3BaHHbIX CepTMd)MKaTOB, roe onsa KaxXgoro CepTVId)MKaTa YKa3aHbl:

o CepuiHbIf HOMep.

o [Hata v Bpems oT3bIBa.

o [lpuunHa oT3bIBa (MOXET OTCYTCTBOBATb).
Anroput™m nognumcu CRL.
Moanucs CRL.

e  (opMart KoHTelHepa 3aKpbIToro kntodya PKCS #12 2,

KOHTeVIHepr 3aKpbITOro K/o4a BKNKYaKT B cebs aienywuime naHHble:

Llenoyka ceptudmKaToB BnasenbLa 3aKpbITOro Kawya.

3aKpbITbIA KoY.,

33714370.03.01.001 34 01

LlEHTp CepTMd)MKaTOB A0CTyna peann3oBbIiBaET Cieaywme KpmnTorpanquCKme ANrOpUTMbI:

e  ANropuTMbl reHepaumm KnHo4eBOM napsbl:

RSA c pnnHamu kntoyeit 1024, 1536, 2048, 3072, 4096, 6144 1 8192 6wuT.
ECDSA c nnnHamu kntodeint 256, 384 u 521 our.
[OCT P 34.10-2012 c knto4yoM 256 mnu 512 6uT.

e ANroputMbl reHepaumm LndpoBOI NMOAMUCH:

RSA PKCS#1 Ver 1.5 (mnuHbl kntoveni: 1024, 1536, 2048, 3072, 4096, 6144 v 8192 6mT; X3W-anroputMbl;

SHA256, SHA384, SHA512).

ECDSA (onivHbl kntoven: 256, 384, 521 6uT; xaw-anroputmel: SHA256, SHA384, SHA512).
FOCT P 34.10-2012 c kntouom 256 mnun 512 6ut (xaw-anroputm: FTOCT P 34.11-2012 ¢ gnuHoli xaw-koaa

256 unu 512 6ur).

" opmar onpegensietca gokymeHToM «ITU-T Recommendation X.509 (10/2019). Information technology - Open Systems Interconnection - The

Directory: Public-key and attribute certificate frameworks».

2 bopMart onpepensetcs AokymeHToM «RFC 7292, PKCS #12: Personal Information Exchange Syntax v1.1»

0c0O0 "Anaddun KI™
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1.4 NonHoMo4unA onepartopa

33714370.03.01.001 34 01

HoctynHele pericteus ana Onepatopa LleHTpa ceptudukaumm Aladdin eCA npepcraBneHbl B Tabnuue HUXe.

Tabnuua 1 - MonHoMouna Onepatopa LleHTpa ceptudmkaumm Aladdin eCA

Tun pencrsus, ocylecTB/iIseMoro nojib3opartesieM, Hag 06bekTOM nporpamMmmbl

Onepartop

Co3paHue cepTMdMKaTOB AOCTYNA 419 OrpaHUYEHHOro Habopa CybbeKTOB pecypCHbIX CUCTEM

+

MpocMoTp cnucka cepTudMKaToB AOCTYNA ANsl OrPaHUYEHHOTO Habopa CyGbEKTOB PECYPCHBIX CUCTEM

+

JKCNOPT CMMCKA BbINYLLEHHbIX CEPTUDMKATOB 419 OrPaHNUYEHHOro Habopa CybbekTOB peCypCHbIX
CUCTEM

CkaunBaHume ceptuduKaTa LOCTYNA 419 OrpaHMYeHHOro Habopa AOCTYMHbIX CYyObeKTOB peCypCHbIX
CUCTEM

M3roToBneHme 1 3KCNOPT AOKYMEHTA, COAEPXKALLEro 3HaYeHus nonei ceptudukara, (cepTudukar Ha
6yMaXKHOM HOCUTeNe) 4S9 OrpaHUYeHHOro Habopa AOCTYMHbIX CYyObEKTOB PeCypPCHbIX CUCTEM

CkaumBaHue cepTudMKaTa [OCTyNa cyobekTa B KOHTeiHepe #pkcs12 ans orpaHuMyeHHoro Habopa
CYyOBLEKTOB pecypCHbIX CUCTEM

CkaunBaHMWe Lenoyku cepTMUKATOB A1l OTrpaHUYEHHOro Habopa CyGbeKTOB PeCypCHbIX CUCTEM

YnpaBneHue CTaTycoM cepTUduKaTa LOCTyna cybbekTa a1 orpaHMYeHHoro Habopa cybbekToB
PECYPCHBIX CUCTEM

MpOCMOTp OrpaHUYEHHOTO CMUCKA CYBLEKTOB PECYPCHBIX CUCTEM

MpocMoTp cnucka orpaHUYeHHOro Habopa 3aperucTpUpPOBaHHbIX PECYPCHBIX CUCTEM

O6HoBNEHME OrpaHM4eHHOro Habopa CyGbeKTOB pecypCHbIX CUCTEM

MpocMOoTp orpaHnyYeHHOro Habopa MAeHTUPUKATOPOB PaCLUMPEHHOIO MCMOIb30BAHMS KIIOYa

npOCMOTp OrpaHN4YeHHOro KonnyecTea WwabnoHoB

Onepatopy LleHtpa ceptudpukauumn Aladdin eCA pocTynHbl cy6bekTbl (B TOM 4YMCNe M BbIMyLLEHHbIE AN HUX

CepTVIq)MKaTbI) n LIJa6}'IOHbI, Ha KOTOpble €My npenocrtaBlieHbl NOJHOMOYMA B COOTBETCTBMUM C HA3HaAY€HHbIMU

YyNONHOMO4Y€EHHBIM Nonb3oBaTtenem LleHTpa ceptudukaummu Aladdin eCA npaBunamu goctyna.

HoctynHele aencteus ans Onepatopa LleHTpa peructpaumm Aladdin eRA npeactaBneHbl B Tabnuue Huxe.

Tabnuua 2 - MNonHoMoums OnepaTopa LleHTpa pernctpaumm Aladdin eRA

Twun pencTBuS, OCyLLECTBASEMOrO NONb30BaTeNeM, Haa 06LEeKTOM NporpaMMbl Onepartop
MpocmoTp nHbOPMaLMKM O CBOMX 3asiBKaX Ha BbIMYCK cepTUdMKATOB +
MpocmoTp nHdopmMaummn 06 orpaHMYeHHOM Habope YyKKUX 3asIBOK Ha BbIMYCK CepTUdUKATOB +
Co3paHue 3a9BOK Ha BbIMYCK CepTU(UKATOB AN1g CyObeKTa CBOEl YYETHOW 3anucu +
Co3paHue 3a8BOK Ha BbINyCK cepTUPUKATOB AN cybbekTa Ntoboi y4ETHOM 3anucu +
CkaunBaHue danna 3anpoca Ha cepTUdMKAT AN CBOMX 3a5BOK Ha BbIMYCK cepTudumKaTta no 3anpocy +
CkaumBaHue (aiina 3anpoca Ha cepTUdUKaT 415 OrpaHUUYeHHOro Habopa YyXmMx 3asBOK Ha BbIMYCK +
ceptudumkaTa no 3anpocy
CkaumBaHue cepTUdUKaTa AN CBOMX 3aBOK +
CkauvBaHue cepTUdUKaTa A4S OrpaHUYEHHOro Habopa YyXMX 3a5BOK +
OT3bIB CepTMHMKATOB AN CBOMX 3a5BOK +
OT3bIB CEPTUPUKATOB A1 OFPAHUYEHHOr0 Habopa YyXMX 3asiBOK +
CkaunBaHuMe Lenovku cepTUPUKaATOB A1 CBOMX 3asIBOK +
CkaumBaHuWe LenoYkm cepTMPUKATOB AJ1 OFPAaHUYEHHOr0 Habopa YyXKKUX 3asIBOK +
+

CkaumBaHuWe KOHTeMHepa 3akpbiToro knoya PKCS#12 ans cBomx 3asBOK

0c0O0 "Anaddun KI™
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Tun peincTBUSA, OCYLLECTBNSIEMOTO NOJIb30BaTENEM, Haf, 06LEKTOM NporpaMMmbl Onepatop
CkaumBaHuWe KOHTeMHepa 3akpbiToro knoya PKCS#12 ans orpaHMYeHHOro Habopa Yyxux 3asiBok +
MMnopT ceptUdUKaTa Ha KNHOYEBOW HOCUTENb ANS CBOMX 3a5BOK +
MMnopT cepTudukaTa Ha KNOYEBOW HOCUTEND AN OFPaHNMYEHHOro Habopa YyXMX 3asBOK +
CkaunBaHuMe Lenoykn cepTUPUKATOB M34aTeNs A8 CBOMX 3asiBOK +
CkaumBaHMe Lienoykn cepTMPUKATOB M3LaTeNS A1 OrpaHUYEHHOTrO Habopa YyXKUX 3asBOK +
CkaumBaHMWe CNUCKa 0TO3BaHHbIX CepTUdUKATOB +
OTMeHa cBomx 3asBOK +
O6paboTka orpaHuyeHHoro Habopa 3asBoK +
[IpOCMOTp OrpaHMYEHHOr0 KOIMYECTBA 3anmncen XXypHana cobbiTuit +
IKCNopT OrpaHUYEHHOrO KOMMYECTBa 3anucel xypHana cobblTuii +

Onepatopy LleHTpa perunctpaummn Aladdin eCA poctynHbl cy6bekTbl (B TOM UYMC/IE U BbiMyLLEHHbIE A/ HWUX NO
3a8BKaM cepTuduKaTbl), Ha KOTOpble eMy MnpefoCTaBNeHbl MNOSIHOMOYMS B COOTBETCTBMM C  HA3HAYEHHbLIMM
YyNONHOMOYEHHBIM nonb3oBateneM LleHTpa cepTudumkaumm Aladdin eCA npasunamu poctyna. CosfaHue 3asBOK Ha
BbINYCK CEPTUDMUKATOB AN CYOBEKTOB PECYPCHBIX CUCTEM MOXET ObITb BbIMOAHEHA TONLKO NO WAbN0HaM, Ha3HaYEeHHbIM
[laHHbIM CyObeKkTaM Ha OCHOBE MpaBWA BbIMyCKa.

1.5 YpoBeHb rnoaroToBKKU onepaTopa

OnepaTtopbl LleHTpa ceptudumkaumm Aladdin eCA u UeHTta pernctpaumm Aladdin eRA ponxHbl MMETb HaBbIKM B
paboTte C NpMMEHEHMEM TeXHUYECKMX CPEACTB YPOBHS CEMeWCTBAa onepaumoHHbix cuctem Windows u cemenicTBa
onepauMoHHbIX cncteM Linux.

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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2 YCJ10BWA BbIMNOJIHEHNA NMPOIrPAMMBI

2.1 NMogpeprmsaemble bpay3epbl

Pabota c LleHTpom cepTudmkaumm Aladdin eCA u LleHTpom pernctpaummn Aladdin eRA nopnepxuBaetcs yepes
Beb-6pay3epbl onepaumoHHbix cuctem PEL OC, Astra Linux Special Edition, AnbT Cepep 1 OC «Platform V SberLinux
OS Server».

2.2 MNopgneprmsaemMble KNoyesble HOCUTeNn

MNoanepxxmMBaeMble MOAENN INEKTPOHHbIX KNtOUen (KNtoueBbIX HOCUTENEN):
e JaCarta:

- JaCarta PKI.

— JaCarta PRO.

— JaCarta-2 PKI/FOCT.
— JaCarta-2 IOCT.

- JaCarta-3.

e  PytokeH':

- Pytoken 3UM 3.0.
- Pytoken 3U1 2.0.
- Pytoken 2U0M 2.0 Flash.
- Pytoken 23U PKI.

IOnsa pabotbl ¢ knoyeBbiMM HocuTenamu JaCarta wucnonblyetcs npunoxenue JC-WebClient. Pekomenayetcs
MCNONb30BaTb NPWUIOXEHWE NocnefHel Bepcumn ans 64-6UTHbIX CUCTEM.

Insa paboTbl c KknwouyeBbiMM HocuTensmMu PytokeH ucnonb3yetcs MO «PytokeH [lnaruH» u ero 6paysepHoe
pacwupeHue «Anantep PyTokeH Mnaruuy».

Mopspok yctaHoBku JC-WebClient u M0 «PytokeH lMnaruH» npueeneH B MNpunoxeHuu 3.

2.3 PenM pYHKUMOHMPOBAHMA NPOrpamMbl

LleHtp ceptudmkaumm Aladdin eCA n LleHTp pernctpaumum Aladdin eRA QyHKUMOHMPYIOT B CNEAYIOWNX PEXMUMAX:

o llTaTHbIM pexum, npu KOTOPOM MporpaMMa [AO/MKHA MCNPaBHO QYHKLMOHWpPOBaTb, oObecneuunsas
BO3MOXHOCTb KPYI/IOCYTOYHOrO BbIMO/HEHWE 33434 M QYHKLMI B MONHOM 06bEMe.

o  CepBuWCHbIN pexuMm, HeobXoaMMbIV AN NpoBeaeHUs 06CnyXuBaHMS (OOHOBNEHUS NPOrpaMMbl).

OCHOBHbIM pexXMMoM (PYHKUMOHMpPOBaHUS LeHTpa ceptndmkaumm Aladdin eCA u LenTtpa peructpaumm Aladdin
eRA aBnsgetcs WTaTHbIA peXUM.

ABapuiiHbI pexuM paboTbl, Npu 0TKas3ax/cbosx cepBepHOro 06LWEeCUCTEMHOMO M CNeLManbHOro NporpaMMHOro
obecneyeHuns n 06opyLoBaHUS, He NpeaycMaTpMBaETCs.

1 BO3MOXHOCTb MCMOMb30BaHMA KIOYEBbIX HOCUTENENH PYTOKEH MOXET BbITb OrpaHUUYEHa NNLIEH3MEN.
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2.4 flocTtyn K nporpaMmme

IOna nonyyenus poctyna Kk Uentpy ceptudukaumm Aladdin eCA wu LleHtpy peructpaummn Aladdin eRA
HeobxoAMMO 06paTUTLCS K YNONHOMOYEHHOMY ML, UCNONHSLWEMY 0093aHHOCTU alMUHUCTPATOpa ANg:

o (Co3paHus HOBOW y4é€THOM 3anucu OnepaTtopa M Bbinycka cepTudukaTa B KOHTeiHepe pl2 ang co3faHHOwM
YYETHOW 3anucu.

o T[lepenaun ceptudumkaTta nuuy, UcnonHsawwemy obssaHHocTM Onepatopa, B KOHTeliHepe pl2 c aTpubyTom
6e3onacHoCcTU (NaponeM OT KOHTeMHepa) ANng AanbHellen ayTeHTuduKaumm Ha Beb-cepeepax LleHTpa cepTudumkaumm
Aladdin eCA u LleHTpa pernctpauum Aladdin eRA.

2.5 MpuHUunbl 6e3onacHon paboTbl NporpamMmbl

K OCHOBHbIM mpuHuMnam 6e3onacHoi pabotbl LeHTpa ceptudmkaummn Aladdin eCA u LeHTtpa perncrpaumm
Aladdin eRA oTHOCATCS:

e BbinonHeHve orpaHuyeHwWit Mo 3KCnayaTauuuM MNPOrpaMMHOrO CpenacTBa, MpuMBEAEHHbIX B pasgene 2
«YCNOBUS BbINOMHEHUS NPOrpaMMbl» HACTOSLLErO JOKYMEHTA.

e KoHTponb ®U3MYeCKOM COXPAHHOCTU CPELCTB BbIMMCIUTENBHOM TEXHUKWM C YCTaHOBAEHHbIM CpeacTBOM
OBYX(PaKTOPHOM ayTEHTUPUKALMM.

o CoxpaHeHue B cekpeTe napons (PIN-koga) nonb3oBarens.

e  McknoyeHne LOCTYNa NOCTOPOHHMX UL, K NEPCOHANbHOMY MAEHTUDUKATOPY.
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3 BbINOJIHEHWE NMPOIrPAMMbI

3.1 3anycK nporpammbl

3anyck cnyx6 cepeepoB LleHTpa cepTudumkaumm Aladdin eCA u LleHTpa pernctpaumu Aladdin eRA ocywecTensier
aAMUHUCTPATOp Ha cepBepe, rae pa3BEPHYT COOTBETCTBYHLLMIA KOMMOHEHT.

OnepaTtopy npenocTaBnsercs AOCTYM K KIMEHTCKMM 4acTsM NocpenctBoM Beb-uHTepdenica. [na 3anycka
KNMeHTCKoM Yactu LleHTpa ceptudumkaumm Aladdin eCA unum LleHTtpa pernctpaumm Aladdin eRA:

e 3anyctute Beb-6paysep.

e B appecHoi cTpoke Beb-bpay3epa BBeaute IP-aspec unv nonHoe [OMEHHOE UMS CepBepa, Ha KOTOPOM
COOTBETCTBEHHO YycTaHoBneH LleHTpa ceptudukaummn Aladdin eCA unu UenTpa peructpaummn Aladdin eRA (Hanpumep:
https://172.22.5.21).

e Bbibepute ceptndumKat goCTyNa ayTeHTUHULMPYHOLLEroCsa NONb30BaTeNs.

3.2 MogxntodeHne K Beb-uHTepdency

Beb-uHTepdeiic npepctaBnseTcs coboi rpaduyeckuii MHTepdenc B BMAE COBOKYMHOCTM AUHAMMYECKUX
Be6-cTpaHuL, oTobpaxaeMbix B Beb-6paysepe. Beb-uHTepdelicbl peann3oBaHbl KIMEHTCKUMM KOMMOHeHTaMu LleHTpa
ceptudpmkaummn Aladdin eCA u UeHtpa peructpaumu Aladdin eRA v npefHasHayeHbl Ang ynpaBneHWs CepBepHbIMU
KoMmnoHeHTaMu LleHTpa ceptndmkaumm Aladdin eCA u LeHtpa peructpaummn Aladdin eRA (BbINONHEHWMS AOCTYMHbIX
Nnonb30BaTeNo B paMKax ero NosHOMOYUIA AeNCTBUMN).

MopokntoyeHne Kk Beb-uHTepdeiicy LleHTpa ceptudukauum Aladdin u Lentpa peructpaummn Aladdin eRA
BbINOHAETCS U3 Be6-Opay3epa yaaneHHO No ceTu nepefayu AaHHbIX C BblAENEHHOro KOMMbKTEpa.

KaHan ynpaBneHus sBnseTcs 3allMLLEHHbIM — oOpraHu3oBaH no npotokony HTTPS/TLS ¢ ABycTOpOHHeM
ayTeHTUPUKaLuMen u wndpoBaHMEM nMepefaBaeMblX [JaHHbIX. MoeHTudukauus wu  ayteHTUdukauma OnepaTopos
BbINOJHAETCS NO NpeabsBleHHOMY CepTUPUKaTy, KOTOpbIA AOMKEH ObiTb NpefBapuTENbHO YCTAHOB/EH B XpPaHUMLLE
Be6-6paysepa nnu xpaHunuwe ceptudukaTos ncnonbsyemon OC.

3.2.1 YcTaHoBKa cepTuduKaTa onepartopa

MonyyeHHbin OnepatopoM KOHTeMHep cepTudumKaTa [0CTyna Ana ayreHTMdukaumm Ha Beb-cepsepe LleHTpa
ceptudukaumm Aladdin eCA nnun LleHtpa permnctpaumm Aladdin eRA Heobxoanmo nepeHectu ntobbiM yaobHbIM CNOCO60M
Ha XECTKMM AMCK KOMMbKOTEpa, C KOTOPOro BbIMOMHAETCS MNOAKYeHWe K Beb-uHTepdency, ans ero panbHenwen
YCTaHOBKM B XpaHunuiLe ceptudumkaTtoB bpaysepa ans coXxpaHeHMs MHPOpMaLMM O LOBEPEHHbIX CEPTUPUKATAX C LESIbH
YCNewWwHoro NoaKIYeHns K CepBepy Ha KIIMEHTCKOM CTOPOHe.

Mpouecc ycTaHOBKKU cepTudMKaTa NpeacTaBnieH Ha npuMepe Beb-b6paysepa Firefox:

e Otkponte 6paysep Firefox -> Hactpoitku -> MpuatHocTb 1 3awmra -> Ceptudmkarbl  (cM. PucyHok 1).
Haxmute kHonky <lMpocmoTp ceptudukaTos>.

&« C @ Firefox  about:preferences#privacy
(@ Baw 6paysep ynpasasetcn Bawed Opranu3aLmed
@ OcHosHble
3awmrta
(@) Hosano
MOAAGABHOE COAEPXMUMOE U 3ALUMTA OT BP@AOHOCHBIX NPOrpaMMm
Q Mownck BAOKMPOBATL ONACHOE M 0BMAHbIBAIOWEE CoAePXUMOe TMoapobHee
8 MpuBATHOCTL N B/\OEMDOBOYb ONACHbIe 3arpy3ku

uuta

Q CUHXPOHM3aUMS

Ceptudpukars!

3anpawwsar, y OCSP-cepsepos NOATBEPKASHUE TEKYLLErO MPOCMOTP CepTUGUKATOB. .

craryca ceptmeukaros
YCTpOUCTBQ 3ALUTBI. ..

PucyHok 1 - OkHo HacTpoek 6pay3epa
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o [leperigute Ha BKnagky «Bawu ceptudwmkatbl», B  OTKPbIBWIENCS BKNAAKE HAXKMUTE  KHOMKY

<MmnopTtupoBatb> (CM. PucyHok 2).

YnpasaeHue ceprupukaramm b4

Bawm ceptmomkars Pewenus no ayreHtudmMKaumm Noan Cepeepsbl LleHtpel ceprupuxkaumm

Y BAC XPAHATCS CEPTUPMKATLI OT CAGAYIOLLMX OPFaHU3ALIMIA, CAYXALUME AAS BOLLEV MASHTUDMKALAN

a

Wma cepudmkara YCTpOMCTBO 3aWmTL CepuitHsiih Homep AeWcTButeneH no

MmnopTMpoears. ..

PucyHok 2 - OkHO ynpaBneHus ceptudmkatamu
o Bbibepute npenBapuTenbHO MOArOTOBAEHHbIM dann cepTUdMKaTa, NOANMCAHHbIM LleHTpoM cepTudumkauum
Aladdin eCA, koTopebiit 6ypeT npuHuMaTtb 06paboTaHHble LeHTpoM ceptudmkaummn Aladdin eCA nnm LleHTtpa pernctpaumm
Aladdin eRA 3anpocbl Ha cepTudumKaTbl 4OCTYNA M HAXOOAWMMCA B CNUCKE pa3peléHHbiX M3patenen. Haxmute KHONKy

<OTKpbITb> (CM. PucyHok 3).

WmnopTupyemeiid daitn ceptudukara — Moptan = R
Nanka: | £ KomneioTep > OomawHas D v © < + [y v

WNzBpanHoe * Bugeo f adminral.p12

B nokymenTol 8 [okyMenThl T web.p1z

E Mz06paxenus + 3arpyaku T webl.p12

42 Mys3bika ™ MzobpaxeHna

Bugeo A Myzbika

by 3arpysrm m 06ulenocTynHbE

MecTa PaBo4yue cTonbl

B PaBouwit cTon 1

= Pabo4ui cTon 1 & CucTeMHbie oboun

il KopzuHa B9 WabnoHs

B waitnoean cucTema . adminra.p12

Hakonutenu

e i am e e o
MyTh: adminra.p12 OTkpbITE |
DUALTP MMeH: | @aitne PKCS12 (*.p12 *.pfx) ~ || OTMeHa

PucyHok 3 - OkHo Bbibopa uMnoptupyemoro davina ceptudpukara

o Beepwute PIN-koa ceptudmkaTa BOCTYNa B OTKPbIBLLUEMCS OKHE M HakMuUTe KHOMKY <OK> (cM. PucyHok 4).

YnpasaeHue ceprudpukaramm X

Bawwm ceprudpumkars PelweHun no ayreHTudukaumm Aoan Cepseps! LleHTpbl ceptudukaumm

Y sac xpaHaTCs,

Password Required - Mozilla Firefox
DM

BseAuTe NAPOAL, UCNIOAL3YEMBIA AAS LIMGPOBAHUS PE3EPBHOM KONMUK CepTudukara:

OmverHa

CoxpaHuTs BCe... VIMNopTMpoeaTs. ..

OK

PucyHok 4 - OkHo BBoga PIN-kopa ceptudmkara
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BHumaHue! PIN-kog cepTtudukata yctaHaBnuBaeTcs agMuHuUcTpaTtopom LleHTpa ceptudukauum
Aladdin eCA npu Bbinycke ceptudmkarta gocryna.

e B 1abnuue okHa «YnpaBneHue cepTuduKaTaMu» MNOSBUTCA 3anucb 06 MMMNOPTUPOBAHHOM cepTuduMKaTe

(cM. PucyHok 5). Haxatb KHonky <OK>.

YnpaeneHwe cepTuduraTamm x

duKaTh PeLLeHA MO ayTeHTUKKaLM Mg Cepeepel LIEHTPbI CEPTUGUKALIU

Baium cep

¥ Bac XpaHATCR CEPTUGUKATI OT CeAyOLMX OPraHU3aLmiit, cyXalime ANA Balei naeHTNUKaLmn

Wms cepTudukata | YCTROACTBO 3aLinThI | CepuiAHbIiA Homep \ JeiicTBUTENeH NO =
w PetrovAD
PetrovAD Moaynb 3alnThl 3C40:8%:4D:11:3B:7C:9A:85:B4... 14 AHBapA 2026 T.
CoXpaHWTB BCe... WMNopTMPOBaTE...

PucyHok 5 - OkHO «YnpaBneHue cepTudumkaTamm»

3.2.2 MNoaknioyeHne K Beb-uHTepdency

Mopsaok noakntoueHus K Beb-uHTepdeiicy:

e 3anyctute Beb6-Opay3ep M B appecHoM CTpoke BBeauTe IP-agpec munu fOMeHHOe MMS KOMMbKOTEpa, Ha
KOTOPOM YCTaHOBNEH COOTBETCTBEHHO LleHTp cepTudmkaumm Aladdin eCA wunu Uentp peructpaumm Aladdin eRA
(Hanpumep, https://172.22.5.21 wan https://sub02.presale.aeca).

e [lng 6e30nacHOro LOBEPEHHOr0 coeavHeHus npu obpalieHun K cepsepy LleHTpa ceptudmkaumm Aladdin
eCA nnmn UeHtpa pernctpaummn Aladdin eRA wcnonb3yiiTe goOMeHHOe MMS, yKa3aHHoe B aTpubyTte cepTtudukaTa Beb-
cepsepa Subject alternative name (SAN) M COOTBETCTBEHHO YyKa3aHHOe B KOHMUIypauMOHHOM daine /etc/hosts/
cepsepa.

o B otkpbiBweMCcsa okHe Bbibepute cepTudukaT ana ayteHTudumkaummn B LeHtpe ceptudmkaummn Aladdin eCA
unu LleHTp pernctpaumn Aladdin eRA (cM.). HaxmuTe kHonky <OK>,

e [lanee Ha OTKpbIBLIEWCS CTpaHMUe C npefynpexaeHueM cucteMbl 6e30nacHOCTM HaXMUTE  KHOMKY

<[lONONHUTENBLHO>, npuMnUTE PUCK U NPOOO/DKUTE NOAKIKYEHUE.

3anpoc Maewrmbukauuu nonbsosarvens

CaiTy HeOEXOAUMO ONPEAGAUTD, C KOKMM CePTUPUKATOM BAC ACCOUMMPOBATD:
sub02.presale.aeca:443
Opraxuaaumn: «»

BLIAQHO: @

BoiGepure ceptud AAR MAGH
sublocal (2C:15:60:85:4B:44:C4:6D:F7:62:7F:D4:35:0B:51:5A:05:8B:15:62)

sublocal (2C:15:60:85:4B:44:C4:6D:F7:62:7F:D4:35:08:51:5A:05:8B:15:62)
PetrovAD (4F:80:24:9D:B0:49:74:36:9D:EC:2A:E0:A4:3D:30:8F:AE:49:FA:99)
CepuiHbii HOMEP: 2L 1 15:0U:B5:4B:44:C4:0D:F 7:02: /F:DE:35:UB:D 'DAUSBB: 15:02
AenctsuteaeH ¢ 29 aer. 2025r., 11:19:04 GMT+3 no 28 aer. 2028 r., 11:19:04 GMT+3
Ucnoas3sosanmn karoua: Digital Signature,Non-Repudiation Key Encipherment
Aapeca 3. noyte: Sublocal@test
Kem eoaaH: CN=OmskKvantSub
MecTo xpaHeHua: MOAYAb 30LWMTH

v 3QnNOMHUTL 3TO peleHue

Omena OK

PucyHok 6 — OkHo Bbibopa cepTudmKaTa Afig ayTeHTUDUKALMM
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<« c o £ He sauiero 17222521 &

MpeaynpexaeHue: BepostHas yrposa
©6e30MacHOCTH

FIreToX OBHOPYXWA BEPOSTHYIO YOSy GEIONACHOCTH 1 HE CTOA OTKDHEAT 172.22.5.21. ECAU Bbi MIOCETHTE STOT CaiT,
SAOYMBILLAGHHUKIA MOTYT NOMBITGTLCS MOXATUTE BALLYY MHGOPMALMIO, TaKYIO KOK MAPOAM, GAPECA SAEKTPOHHOM NOMTE!
VAU AQHHbIE GQHKOBCKMX KOPT.

Kaik 8ki MOX@Te 316 HENPaBUTL?

CKOpee BCer0, 310 MDOBASMA CRFI3CHA C COMUM BEG-CORTOM, 1 Bl HUKETO HE CMOXETE C STUM CAACTS

ECAM Bbl HOXOAWTECH B KOPIIOPATMBHOM CETU MAI MCTIOABIYETE GHTUBMDYCHYIO MPOTPAMMY, Bsl MOXETE CBII3ATECS CO
CAYKEO# MOAASPIKKN A TIOAYHEHMS! MTOMOLLA. Bbl TQIOKE MOXETE COOBLLITS GAMUHMCTPATOPY BEG-CAITa 06 SToM

npoBaeme.

rMoapoGree.

BepHyThCa HA3OA (PeKOMeHAyeTCs) AOTOAHUTEABHO.....

PVICYHOK 7 - CTpaHmu,a C npepynpexngeHnem CUCTeMbl 6e30nacHoOCTH

B pesynbtaTte Bbl NOAKMOUYMTECH COOTBETCTBEHHO K BeO-mHTepdency LleHTpa ceptndmkaumm Aladdin eCA wnum
LleHTpa pernctpauun Aladdin eRA.

Mpu nopkntoveHun k Beb-nHtepdeincy Llentpa ceptudmkaummn Aladdin eCA ayteHTMdMKaums no ceptudmkarty
BbIMOSTHAETCS aBTOMATUYECKM.

Mpu nopxntoyeHnn Kk Beb-uHTepdericy LleHTpa pernctpauuu Aladdin eRA nponaute ayTeHTUPUKALMIO, HAXKaB B
OKHe aBTopu3aumMu KHomnky <CepTudukar>.

LleHTp peructpayum
Aladdin Enterprise CA

Wma nonb3oBarensa AoMeHa

Maponb

PucyHok 8 - OkHO aBTOpU3aLMM

B cnyvae oTkasa B poctyne k Beb-uHTepdericy Onepatop Oyner yBenomseH coobuieHvem 06 owwmbke.
Bo3MOXHble NpUYMHbBI OTKa3a:

e cepTudMKaT AOCTYNa NOAb30BATENS HE UMMOPTUPOBAH B AOBEPEHHOE XpaHuauLLe Bpay3epa;

e  OTCYTCTBME u3paTens ceptudukarta LOCTyNa, MMMNOPTUPOBAHHOIO B AOBEPEHHOe xpaHunuuwe bpaysepa, B
CNUCKe pa3peLléHHbIX u3partenen seb-cepeepa;

e HEBO3MOXHO BbINOMHUTL aBTOPM3aLMIO C WCMONb30BaHMEM cepTudukata. CepTuduKaT He npuBsA3aH K
nosib30BaTeNto;

e OCTaHoOBKa paboTbl cyxb Ha Beb-cepBepe;

®  CpOK AencTBMS cepTUdMKATa AOCTYNaA UCTEK;

e nencteus ceptudmkata 6bin10 NPUOCTAHOBIEHO MU CepTUPMKAT OTO3BAH;

®  aKKayHT 3abJIOKMPOBaAH;

e  [LOCTUTHYTO NpeLenbHOe YMCI0 CEeCCUMI aKKayHTa.

B cnyuae otkasa B poctyne o6patntech COOTBETCTBEHHO K agMuHUCTpaTopy LeHTpa ceptudmkaumm Aladdin eCA
unu LleHTpa pernctpaummn Aladdin eRA.

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
Cmp. 19/133



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition KG 33714370.03.01.001 34 01

3.2.3 AyTeHTMd)MHaLI,MH C UCNO/b30BaHUEM CepTUDUNKATA Ha KIKYEBOM HocuTene

3.2.3.1 NepBnyHana HacTporka CBT gnAa gByxdaKkTopHOM ayTeHTUUKaLMM onepaTopa No ceptTuduKaTy
Ha KNI0YEBOM HoCUTeNe

[na HacTporkM cHayvana BbinosHMTE ycTaHoBKy EamHoro Knuenrta JaCarta (cM. nogpasgen 3.2.3.2), a 3aTeMm
BbIMNOMHMTE HACTpoMKy Bpaysepa (HacTporky Firefox cm. B nogpaszpene 3.2.3.3, HacTporiky Chromium B 3aBMCMMOCTH OT
OC c™m. B nogpasgenax 3.2.3.4 u 3.2.3.5).

3.2.3.2 YcTaHoBKa EguHoro KnueHta JaCarta

e [lng noanepXKu KoUeBbIX HOCUTENEN NpousseauTe ycTaHoBKy EanHoro KnuenTa JaCarta, ons atoro:
- CkonupyiTe Ha KOMMNbIOTEP B OAHY Nanky @annbl n3 gucTpmbyTmea 4sg JanbHENLWEN UHCTANNALUK:

install.sh;

jacartauc_*_ro_x64.rpm;
jcpkesl1-2 * x64.rpm;

jcsecurbio_* x64.rpm;
RPM-GPG-KEY-ALADDIN_KG-AO.public.

- [opg nonb3oBatenem c npaBaMn aAMMHUCTPATOPA 3anyCTUTE 3MYNIATOP TEPMUHANA.

o O O O O

- B amynsaTope TepMuHana npengute B nanky ¢ AUCTPUOYTUBAMMU, BbINOAHUB KOMaHAY:
cd ../../..
- YcraHosuTe EnmHbint KnueHTt JaCarta, BbINONHUB KOMaHAY:
bash install.sh
MoapobHoe onucaHue npouenypbl yctaHoBku EpmHoro Knuewta JaCarta npusepeHo B paspene 4 «EnuHbin
KnuenT JaCarta. PykoBoacTea agMUMHUCTPATOpa».

Tonbko pna OC Astra Linux Special Edition npoussenmte nogrotoBky OC, yCTaHOBWMB OOMOAHWUTENbHYHO
6ubnmoTeky cnyxbbl ceTeBon 6€30MaCHOCTH, BbIMOJHMB KOMAHAY OT UMEHM TeKYLLEro noab3oBaTens:

apt install libnss3-tools

BHumaHue! TekywMin nokanbHbIM NONb3oBaTeNb AOMMKEH MMeTb npaBa Ha aunbl B nanke
~[.pki/nssdb/.

PekomeHayeTcs ounMCTUTb K3W Bpay3epa u paHee NpUMEHEHHbIe pelleHuns o ayTeHTudurKkauum B bpaysepe (ans
6paysepa Firefox: Hactpoiiku -> lNpuBatHOoCTb M 3awmTa -> Ceptudukartbl -> NMpocMoTp ceptuduUKaToBs).

3.2.3.3 Hactpoiika Beb-6pay3epa Firefox

BbinonHuTe HacTpoliky 6pay3epa Firefox B cnepytouiem nopsake:

e oTtkpovite HacTpoiiku -> NpuBaTHOCTb 1 3awmTa -> CepTUduKathbl -> YCTPOUCTBA 3aLUMTDI;

e B /MANIOrOBOM OKHE HAaXMUTE KHOMKY <3arpy3suTb>;

e B OKHe 3arpysku aparBepa HaxmuTe kHonky <0630p> 1 Bbibepute daiin moayna /1ib64/1ibjcPKCS11-
2.so (cM. PucyHok 9) n nonTBepauTe 3arpy3ky Moayns, Haxas KHonky <OK>;
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Ynpasnenue ycrpoiicTaamia

Mozyni 1 ycTpoiicTaa 3aiuuTsl Nogpo6HocTy | 3nauenme

HauaTh ceanc

~ NSS Internal PKCS #11 Module

3arpysuTh apaiiBepycTpolictBaPKCS#11 - » B3 3aKOHUWTD CEaHC

06w, kpunTocTyx6et
BeeguTe MHGOPMaLWI0 © MOAYNe, KOTOPLIA BLl X0TUTe J0BaBnTe.
Moaynb 3aumTsl CMEHUTL NAPONL
© piiKit-proxy VmAa Mogyns  HoBeli Moayns PKCS#11
~ Moynb BCTPOEHHbIX KOPHEeBLIX Cef  Vma daiina moayna  /usr/lib64/libjcPKCST1-2.50 0bzop... 3arpysuTh

Jete/pki/ca-trust/source
BbirpysuTe
Jusr/share/pkifca-trust-source OTMeHa

~ 06 Client Cert Module Wcnonb3oBaThb FIPS

PucyHok 9 - Hactpotiika 6pay3epa Firefox
- nepesanyctute Beb6-6paysep.
3.2.3.4 Hactpowika Beb-6pay3epa Chromium gna PE OC, SberLinux OS Server, n Anbt CepBep

BbinonHuTe HacTpoliky 6pay3epa Chromium B cnepytollem nopsake:
e  yAanuTe KaTanor J0KanbHow 6MbAnoTekn cepTUPUKATOB, BbIMOIHUB KOMAHAY:

rm -rf ~/.pki
|

e (CO3paMTe  KaTanor JIOKanbHOM  6MBIMOTEKM  CepTUMHMKATOB, BbIMOMHMB KOMAHAY MOA4  TEKYLMM
nosib3oBaTenem:

mkdir ~/.pki/nssdb

. l/IHMLI,VIaJ'IVIBMDyﬁTe JTOKaNbHYHO 6VI6J’IVIOTEKy CepTMd)MKaTOB, BbINO/IHMB ~ KOMaH4y nog  TEKywum
nonb3oBaTenem:

certutil --empty-password -d ~/.pki/nssdb -N

®  OAK/IYMTE MOAY/Nb K NOKanbHOW 6ubnmoteke ceptMduKatoB nssdb, BbINOJHMB KOMaHAY NOA TEKYLMUM
nosib3oBaTenem:

modutil -dbdir sqgl:.pki/nssdb/ -add “JaCarta” -libfile /usr/1ib64/1ibjcPKCS11-2.so

e nepesanyctute 6paysep.

3.2.3.5 Hactpowika Beb-6pay3epa Chromium gna Astra Linux Special Edition

BbinonHuTe HacTpoiiky 6pay3epa Chromium B cnepytowem nopsake:
e noAkYuTe Moaynb nssdb Ang paboTbl ¢ cepTUdUKATaMU, BbINMONHMB KOMaHAY:

modutil -dbdir sqgl:.pki/nssdb/ -add “JaCarta” -libfile /l1lib/libjcPKCS11-2.so

L] nepesanyctmre 6pay3ep.

3.2.3.6 [IByx¢daKkTopHanA ayTeHTUGMKaUMmM onepaTopa rno cepTMPMKaTy Ha KNOYEBOM HOCUTENE

MonyyeHHbin OnepaTtopoM KAKYEBOM HOCMTENb C 3aMMCAaHHbIM HA HEM cepTMdMKATOM AocTyna  Aans
ayTeHTMdMKaumm Ha Beb-cepBepe LleHTpa ceptudukaumm Aladdin eCA unm LlenTtpa pernctpaummn Aladdin eRA
HeobxoamMMo nogkntounte B USB-nopT npepBapuTenbHOr0 HACTPOEHHOTO CPefcTBA BblYMCIWUTENbHOW TEXHWKM —
pabouyero Mecta Onepatopa 4/19 ero AanbHerwen ayTeHTUPUKALMM C LeNblo YCMELWHOro NoaKIYeHUs K CepBepy Ha
KNIMEHTCKOM CTOPOHE,

0c0O0 "AnadduH KI™ Pykosodcmeo onepamopa
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e 3anyctute Beb6-Opay3ep M B appecHoM CTpoke BBeauTe IP-agpec munu foOMeHHOe MMS KOMMbKOTEpa, Ha
KOTOPOM YCTaHOBNEH CooTBeTCTBeHHO LleHTp ceptudukaumm Aladdin eCA unu LleHntp pernctpaummn Aladdin eRA
(Hanpumep, https://172.22.5.21 wmm https://sub02.presale.aeca).

. B nossuBwemcs okHe BBeante PIN-koa kntouyeBoro HocuTens.

Password Required - Mozilla Firefox

= Beegute napons Ana TokeHa JaCarta-Z2 GOST PKCS#T1.

OTtmeHa Sign in

PucyHok 10 - OkHo BBoga PIN-koaa knto4eBoro Hocutens

e B nogsusemcs okHe BbibepuTe cepTMPMKAT C NOAK/IIOYEHHOMO KJTKOYEBOr0 HOCUTENS.

3anpoc ¢ Tens

CaiiTy He06X0AMMO ONpeaenuTb, € KAKUM CepTUUKATOM Bac acCOLMMPOBaT:
172.22.5.21:443

OpraHu3sayua: «»

BbigaHo: «»
Bbi6epute cepTudumKaT gna naeHTuPuKaymm:

PetrovAD [5C:81:0B:78:CA:B1:EF.CE:3D:4C:67:09:E0:9A:13:A6:11:33:E2:5C)

AencreuteneH ¢ 13 okT. 2025 r., 07:03:10 GMT-4 no 12 okT. 2027 r., 07:03:10 GMT-4
Mcnonb3oBaHua knua: Digital Signature,Non-Repudiation,Key Encipherment
Aapeca 3n. nouTst: initial@admin

Kewm BbigaH: CN=INITIAL_CA

MecTo xpaHeHus: MoAyNb 3aWmThbl

33aNOMHUTBL 3T0 pelueHue

OTtmeHa OK

PucyHok 11 — OkHo BbibOpa cepTudukaTa Nonb3oBatens 4sig ayreHTMbuKaunm Ha cepeepe

BHumaHue! Bpems aenctBusa TokeHa goctyna — 3 MUHYTbl. Bpems geicTBMA TokeHa OGHOBNEHUA —
24 yaca, TO ecTb NO UCTEYEeHUIO BpeMeHU AeACTBUS TOKeHa OOHoBneHus GyaeT TpeGoBaTbcs
NOBTOpPHaA ayTeHTU(PUKaLMA Nnonb3oBaTena Ana gocryna K cepsepy LieHTpa ceptudmkauum.

Pykoso0cmeo onepamopa

0c0O0 "Anaddun KI"
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4 OYHRUNW YNPABJIEHUA
LEHTPA CEPTUOUKALNU ALADDIN ECA

4.1 OnncaHue BepxHen naHenu

BepxHsasa naHenb (cM. PucyHok 12) LleHTpa cepTudumkaumm dukcupoBaHa u otobpaxaeTcs Ha NtoboM Lware unm
nepexoae Mexay Bknagkamu.

Llentp ceptudmkaumm Aladdin eCA %, @ RootCA2  CA1  Oneparop1 (@

PucyHok 12 - BepxHsasa naHenb okHa «LleHTpa ceptudukaumm»

Mpy HaBeZeHWM Kypcopa Ha MKOHKY MaHenu BCMJbIBAET COOTBETCTBYHOLLEE TEKCTOBOE MOSICHEHWUE A8 KAXA0ro
aneMeHTa.

BepxHas naHenb copepXuT cneayoLime 3N1eMeHTbl:
- ™n akmmBHoro LC (BO3MOXHble BapwuaHTbl: KopHeBoM wau
MoaYMHEHHBIN);

. - 0603HaveHue cratyca LC.

Mpu oTcyTcTBMM OWMBOK U nNpepynpexneHuin  oTobpaxaercs
AKTUBHbIW CTaTyC:

O  aAKTUBHbIM - MNpu  HaBepeHwn  Kypcopa
oTobpaxaeTcs BCN/bIBatoLLeE coobueHune
KAKTUBHbIN»;
MHOMKaTOp  «TpeyrofibHMK  C  BOCKAMUATENbHbIM 3HAKOM»
NPUCYTCTBYET B C/IEAYIOLMX CNYyYasnX:
O WCTEK CpOK [encTBus cepTudukaTa Tekyliero

aktuHoro LC ﬂ MNpu HaBegeHun Kypcopa
oTobOpaxaeTca BCnbiBallwee coobleHne «Mctek
Cpok pencteus ceptudukata LLC»;

o MucTekaeT! cpok [neincteus ceptudukata TEKYLLEero

aktnBHoro LIC - MNpu HaBepeHun Kypcopa
oTobpaxaeTcs BCMJibIBatoLLEE coobuieHme
«McTekaeT cpok pencremsa ceptudmkata LUC»;

o 3akpbithii ko4 LC  HepocTynen? - Mpwn
HaBeLeHMU Kypcopa oTobpaxkaeTcs BChbiBaoLee
coobuweHune «3aKpbITblIV KNoY LeHTpa
cepTUdUKaLUM HeJOCTYNEH.

O WCTEK CPOK [EeNCTBUS  NIMLEH3UU - Mpu
HaBeAEeHUM Kypcopa OToOpaxaeTcs BCMblBaOLLEe
coobuweHmne «McTek CpoK AeNCTBUS NULEH3UNY;

" [lo ucteyeHuns octaétca meHee 90 aHen.
2 MNpwm 3anycke cepsepHoro KomnoHeHTa LlenTpa ceptudmkaummn Aladdin eCA He yaanoch NonyunTb 3aKpbIThii Koy gaHHoro LIC, uto MoxeT
ObiTb  0BGYC/NIOBNEHO yAANEHUEM WM MOBPEXAEHWEM JIOKANbHO XPaHMMOrO KOHTEMHEpa 3aKpbITOro Kaya Nnbo OTCYTCTBMEM [AOCTYNa K

KpUNTONpoOBaWaepy anroputMa, Nno KOTOpoMmy 6bina co3gaHa kntoyesas napa gaHHoro LIC.

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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O [OOCTUFHYTO  JIMLEH3UOHHOE  OrpaHuyeHue  Ha
KOIM4eCTBO CybbekToB C LEeNCTBYOWNMMU

cepTUduUKaTamm - MNpu HaBepgeHun Kypcopa
oTobpaxaeTtcs BCMAbIBatOLLEE coobueHune
«[loCTUrHYTO npenenbHOe KOAMYecTBO CyObeKTOB C
LENCTBYOLWMMYM CepTUDMKATAMM MO JIULLEH3UMY.

- oTob6paxkaemoe uMs Tekylero aktmeHoro LIC;

FJETHH}VAD - TeKyLW,aa aBTopusauma yl-IéTHOI;i 3dMNnUCK NONIb30BaTENA;

LN (:cin Enterprise CA 2.3.0.959 - CBefeHMs O Tekyleih BEepCMM TMPOrpaMMHOr0 KOMMOHEHT],
SO EpTI KOHTaKTHast MHbopMaLms pas3paboTumka.

4.2 OnncaHue 60KOBOW NaHenn

B 3aBMCMMOCTM OT WMpUHbI OKHA Bpay3epa 6HOKOBAs MaHes b MOXET:

e Mbo 6blTb 3aKpenneHHOM M OToBpaKaTbCsa Ha JIDOOM Lare uau nepexope Mexay pasgenamu (npwu
WMpuHe OkHa bpaysepa 6onee unu pasHoi 1200px). Mpu 3tom 6okoBasi naHenb OTOOpaxaeTcs B
nonHoMm (cM. PucyHok 13) mnm komnakTHOM (cMm. PucyHok 14) supe. Boibop BuMaa 60KOBOM naHenu
NPOUCXOAUT MO HAKATUIO KHOMKM , pacnonoXeHHON BHWU3Y JAaHHOM NaHenu;

e 160 BbITb CKPLITOM M OTOOPAXKATLCS TONLKO MOCAE HAXKATUS HA KHOMKY E Ha BEpHeM naHenu, KoTopas
0TOOpaXaeTcs TONbKO B AAHHOM pexuMe (npu LWnpuHe okHa bpay3epa meHee 1200px).

* CepmvduKars

PucyHok 13 - lNonHei B 60KOBOW NaHenu PucyHok 14 - KoMnakTHbIi1 BUA 60KOBOW NaHenu

bokoBas maHenb COCTOMT M3 pasfenoB, ONpefensiolMX COOTBETCTBYOLWME (YHKLMM MPOrpamMmbl, JOCTYMHbIE
Onepatopy, 1 CO3aaHbl A5 OPraHM3aLMK YNPABAEHUS BbIMYCKOM U KM3HEHHBIM LIMKJIOM CepTUPUKATOB J0CTYNa:
o Paspen «CepTudukatbl» — B LAHHOM pa3aene BO3MOXHO:

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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MOCMOTPETb CMUCOK BCEX BbIMYLEHHbIX CEepPTUPUKATOB CYyObEeKTOB, M34aTeneM KOTOpbIX SBASETCS
aktuBHbIM LUC, ¢ oTo6paxeHneM cTaTyca ceptudukarta, Cpoka AENCTBUS, TUNA CyObekTa, UMeHU CybbekTa
U CepuiiHOro HoMepa cepTudUKarTa;

NPOM3BECTU MOUCK BbINYLLEHHbIX CEPTUDUKATOB N0 UMEHU CyObEKTA UM CEPUIMHOMY HOMEpY;

0TO3BaTb MAW NPUOCTAHOBUTb AEWCTBME BbINYLLEHHOrO cepTudmKaTa CybbekTa;

MOCMOTPETb KapTOUKY BbINYyLEHHOro cepTuduKaTa CybbekTa;

cKayaTb cepTndumkaTt cybbekTa B hpopmate .pem;

CKayaTb Lenoyky cepTuduUKaToB;

cKayaTb ByMaxKHbI cepTUdUKaT (harn, coaepxalini ceeaeHuns us ceptudumkara);

CKayaTb CMMCOK BbIMYLLEHHbIX CepTUdMKaTOB B hopMaTe .CSV;

NPMMEHUTb MACCOBbIe OMNepaLmm K BbiIbpaHHbIM cepTUdUKaTaM (0T3bIB, MPUOCTAHOBKA, BO30OOHOB/IEHME);

e Paspen «CybbekTbl» — B JaHHOM pa3fesie BO3MOXHO:

NpoM3BeCTM NOUCK CybbeKTa NO ero UMeHU (MUK YacTu UMEHK);
0OHOBUTbL CMMCOK Fpynn U CyObEKTOB;

NMOCMOTPEeTb OPraHM3aLMOHHbIE rpynnbl CyObeKTOB NOKANbHOM M NOAKMYEHHbIX PeCYpPCHbIX CUCTEM;
NMOCMOTPETb CyWecTByoLMe CyObeKTbI;

BbIMYCTUTb CEPTUPMKAT C 3aKpbITbIM KntovoM PKCS#12 anga cybbekTa;
BbIMYCTUTb CEPTUPMKAT HAa OCHOBAHWUM 3anpoca ANs CybbekTa;
BbINYCTUTb CEPTUHUKAT Ha KNTOUEBOM HOCuTeNe Ang cybbekTa;
NMOCMOTPEeTb BCE BbIMyLLEeHHble cepTUdUKATbI ANS KAXA0ro CybbekTa;
€034aTb YYETHYIO 3anucb Ans cybbekTa us rpynnol «Users»;
NMOCMOTPEeTb KapTouKy CybbekTa;

onybaMKoBaTb CepTUHUKAT CyObEKTa B PECYPCHYI0 CUCTEMY;

e Bknapka «PecypcHas cuctema» — Ha OaHHOM BKaAKe BO3MOXHO OOHOBWMTbL CMMCOK CyObEKTOB pecypCHOW

CUCTEMbI U UX OaHHbIX B PYYHOM pexunMme.

e Bknapka «labnoHbi», poctynHas OnepaTopy TOMbKO NMPU HanM4MM y Hero AocCTyna K wabnoHam, — Ha

[AHHOW BK/IaAKe BO3MOXHO MNPOCMOTPETb WabMoHbl, AOCTYnHbie OnepaTtopy AN WMCMONMb30BaHWS MpU  CO3AAHUM

CEpTUPUKATOB.

[anee B HacTosiweM OOKYMeHTe NpuBOAUTCA NMONMHOE ONMCaHne O0CTYMHbIX CI)YHKLI,VIVI ynpasneHua |_|,EHTp0M

cepTMdUKALMM 4S9 KAXKOON BKNAAKM.

4.3 Pa3gen «CepTuduKaTbi»

BHumaHue! TexHonoruyeckun LleHTp cepTtucdmkaumm mcnonb3oBatb ANSA Bbinycka cepTudukatons
3anpeLleHo.

Paspen «CepTtudukaTbl» obecneunmBaeT NpoCMOTP M ynpaBieHue cepTudukaTamu Cy6bekToB B COOTBETCTBUM C

npaBamMu y4éTHoM 3anmcm Onepatopa. ABTopuzoBaHHOMY OnepaTopy AOCTYMNHbl TONbKO CepTUdMKaTbl TeX CyObeKToB, Ha

KOTOpble eMY MPSIMO UM KOCBEHHO! NPEAOCTaBEHbI MOAHOMOYMA B COOTBETCTBMM C HA3HAYEHHbIMM NPaBMIAMM AOCTYNaA.
Mepexopn Ha 3KkpaH ynpaBneHus LleHTpa cepTudukaummn ocylecTensetcs no Bbibopy pasgena «Ceptudukatbiy»
60KOBOr0 MEHH0, PacrosOXKEHHOro C/1eBa Ha rMaBHOM 3KpaHe (M. PucyHok 13).

Ha naHHOM 3KpaHe oTobpaxkatoTCs BCe CO3AaHHble cepTUdMKaTbl CybbekToB (CM. PucyHok 15).

1|_|yTeM HacnenosaHMa OT rpynnbl 6e3onacHoCTM Kyda BXO4uUT Cy6bEKT, Ha OCHOBE KOTOpOro co3gaHa y4yeTHaa nonb3oBaTtenda C posibiko

«Oneparop».

0c0O0 "Anaddun KI™
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LleHTp cepTtudmkaumm Aladdin eCA Root UeHTp ceprudmxaumm 1 Oneparop o

CepuitHbii ... Wabnon Darac.. Deiicrs... Cocroanue

01.07.2025 02.07.2026

679E0391AB6451 aeca-ca.aeca.al.rd WEB-Server 14:19:42 14:19:42

01.07.2025 02.07.2026

32549 ybuos sel "
05D0ABB53254 Oy6uo User 16:42-44 16:42-44

01.07.2025

7B1490563BF0148... aeca-va.aeca.al.rd WEB-Server 171727

01.07.2025

8 8E22C4... aeca-ra.aeca.al.rd -Serve
6081A5D08E22C4 aeca-ra.aeca.a WEB-Server 14:57:45

21.08.2025

7B69C2787C8 4LE 3aHOB se
7B69C2787C81B1 Uean UNeanoe User 14:06:11

Crpok Ha cTpanmue S0 w  1-5u3 5

PucyHok 15 - SkpaH paspena meHwo «CepTudukaTbl»

e Ha akpaHe pasgena «CepTudukaTbl» 0TobpaxeHbl MHHDOPMALMOHHbIE 31EMEHTbI (TabanyHble Nons):

CepU1IiHbIA HOMep cepTUPUKATa;

ums cybbvekta (CN);

™N wabnoHa ceptudmkata (wWabnoH);

[aTa Bbinycka ceptudumKara;

[laTa CpoKa OKOHYaHWS AeincTBua cepTudmkarta (oerncTeuTeneH ao);
TEKYLWUM cTaTyc cepTudmkaTta (COCTosHume).

e [loCTynHbl cnegyowme onepaumm no paboTe ¢ cepTudUKaTamu:

MOMCK BbINYLEHHbIX CEPTUDUKATOB;

COpTUpOBKa cepTUdUKaTOB;

cKaunBaHue cepTudUKaToB;

CKaymBaHue ByMaxHOro ceptudumkata (dhain, copepxaliunii CcBefeHns n3 ceptudukara).
U3MeHeHue cTaTyca cepTudukaTos B dopMmate .pem;

NpOCMOTpP CNUCKa CepTUHUKATOB C 3a4aHHbIMU KPUTEPUAMMU;

cHbpoc BCeX MPUMEHEHHbIX PUNBTPOB UM BbIBOPOYHAA OTMEHA BbIGPAaHHOIO PUAbTPaA;

NPOCMOTP KapTouku cepTudukara;
3KCMOPT CNMCKA BbINYLLEHHbIX CEPTUHUKATOB C aTpUbyTamu;
MacCoBble OnepaLmuu C BbINyLEHHbIMKU CEPTUDUKATAMM.

o Bce cospaHHble cepTudmMKaTbl CyObeKTOB Ha 3KpaHe paszena otobpaxalTcs B Buae Tabnumubl C narMHaumen.

4.3.1 MNowncKk cepTudmKaTos

Crpoka noucka (cM. PucyHok 16) npegHasHaveHa ans noucka ceptudukatos no umenu (none Common Name),
anbTepHAaTUBHOMY MMeHM cybbekTa (none SubjectAltName) u cepuiHomy Homepy cepTudukata (none Serial Number).
Mounck 3anyckaeTcs aBTOMaTUYecKu Npu BBOAE MCKOMOTO 3HAaYEHWS B CTPOKY MOMCKA, pe3ynbTaT noucka bynet oTpaxeH
Ha 3KpaHHOM Tabnuue.

LleHTp ceptudmkaumum Aladdin eCA

@
f Q aed

CepuitHbii ... CN

679E0391AB6451... aeca-ca.aeca.al.rd

PucyHok 16 - MNowuckosas cTpoka B pasgene «Ceptudukatb»

0c0O0 "AnadduH KI™ Pykoso0cmeo onepamopa
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[nsa cbpoca pe3ynbTatoB NOMCKA M BO3BPATY K MOJHOMY NEPEYHI0 CepTUdMKATOB B IKPAHHOM Tabnuue yoanuTe
COAEPXKMMOE CTPOKM MOMCKa.

4.3.2 COpTMpOBKA cepTUdUKaToB

CpencrtBa COpPTMPOBKM  BbIMYLLEHHbIX CEPTU(MKATOB MpeacTaBNeHbl 31eMeHTaMu Bblbopa HanpaBneHus
COpPTMPOBKM B 3arofnoBke TabauLbl 3kpaHHoM Gopmsbl (cM. PucyHok 17):

e «CepuitHbIN HOMEp» — COPTUPOBKA OCYLLECTBNSETCS B NOPSAKE BO3pACTaHUS UK yObIBaHUS 3HAYEHHUS;

o «CN» - copTupoBKa ocyLwecTBAsieTcs B andaBUTHOM NOpPsAKe;

o «llabnoH» - ocywecTBNSETCSA rpynnMpoBKa no Tuny wabnoHa;

e «[flata co3paHua», «[encTtBuTeneH Ao» - COPTUPOBKA OCYLWECTBAAETCS B MOPAAKE BO3pacTaHUA WM
y6bIBaHMS 3HaYEHUS AaTbl.

CopT1poBKa NpOUCXOAWT TOJIbKO NO OLHOMY 3HAYEHMIO NPU HAXATUU HA COOTBETCTBYIOLLMIA 3aroNIOBOK TabnuLLbl.

AKTUBHOE 3HauyeHue, MO KOTOPOMY BbIMONHEHA (QUAbTPaLMUS 0D03HAUYEH 3HAKOM - C NpaBoM CTOPOHbI OT 3aro/fioBKa
Tabnuubl.

Q08TV2DO8ESSCY ™ 96C9-19'96CS"9[1q MEB-26116L

\JE023TVBRY2T ™ 96C9-C9'96C9'9['Lq MEB-264A6L

CebNNHPIN

rTeHLb cebiNPNKIMNN y[9qqIu 6CY

PucyHok 17 — CopTupoBKa cepTUpUKaTOB

Takxke oTobpasuTb B onpefenéHHOM nopsake CNUcoK cepTMdUKaToB (OTCOPTUPOBATL) B KOJIOHKE BO3MOXHO MO

HaXXaTUIO KHOMKM . <[leiicTBMA B KOJNIOHKE>, BbIOPAB M HAaXaB B packpbiBlieMCcst MeHo «COpTUPOBaTh...» (CM. PUCYHOK
19).

4.3.3 OunbTpauma cepTudUKaTOB

4.3.3.1 MNpuMeHeHne dGnUNbLTPOB
[ns BbibOpoyHOro mpocmoTpa cepTudMKaToB Ha 3KpaHe pasgena «CepTuduKaTbl» BO3MOXHO MPUMEHEHUE

dunbTpoB. [N 0TOOpaxeHUs napaMeTpoB GUAbTPALMM AN BCEX KOJOHOK Tabauubl HaxMuUTe KHOMKY <®PunbTp> .
3aro/I0BKM KOJIOHOK 3KPaHHOW TabnuLbl 6yayT AONOMAHEHbI NOASMU DUABTPA AN KaXKLOW KONOHKM (cM. PucyHok 18):

LlenTp ceprudmxaumm Aladdin eCA

CepHitHbii ...

PucyHok 18 — ®unbTpbl 3aroN0BKOB 3KPaHHOM TabnuLbl

0c0O0 "AnadduH KI™ Pykoso0cmeo onepamopa
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e WabnoH. Boibepute WwabnoHbl ceptudMkaToB Ang OTOoOpaxeHus Cnmucka cepTMdMKATOB, KOTOpble Obinu
BbIMYLLEHbl HA OCHOBAHMM BblIOpaHHbIX LWABNOHOB;

e [faTa co3gaHus. Boibepute 3a Kakow nepmof co3paHus 0TobpasnTb cepTuduKaTbl Ha 3KpaHe, BBeAUTE AaTy C
MOMOLLbIO KNaBMATYpbl UK BbibGepuTe B pa3BepHyBLUEMCS KaneHaape;

e penctBuTeneH fo. BoibepuTe 3a kakoM nepuon AaTbl OKOHYaHWS OENCTBMS 0TOOpa3uTb cepTUdMKaTbl Ha
3KpaHe, BBEAUTE AaTy C NMOMOLLbI KNaBMaTypbl MK BbibepuTe B pa3BepHYBLUEMCS KaneHaape;

e cocTosHMe. Bbibepute cocTosiHMs cepTudMKATOB A/ OoTobpaxeHus (aKTMBMPOBAH, MNPUOCTAHOBIEH,
OTO3BaH).

Bbibepute 0QHO MAM HECKONbKO 3HauvyeHuh GuUAbTPOB, nocnie Bblbopa GuabTp OyaeT NpUMEHEH Cpasy
aBTOMATHYECKM.

[MoBTOpHOE HaXaTue KHOMKKU <MdunbTp> . CKpoeT nons Bblbopa KputepueB GUIbTPALMKM, HO HE OTMeEHSeT
NpUMeHEHHble GUNLTPBI.

3aronoBku Tabnumupl, AN KOTOPbIX NPUMEHEH QUNbTP, ByLYT OTMEYEHbl 3HAKOM n
4.3.3.2 C6poC NMpUMEHEHHbIX pUIbLTPOB

[ng 04NCTKM NPUMEHEHHBIX PUNBTPOB ANS KAKAO0r0 3arofloBKA KOMOHKM HAXMUTE KHOMKY . <[OevictBua B
KOJIOHKE> U B PACKPbIBLLEMCS OKHE BblbepuTe NyHKT «Ounctutb Gpunbtp» (cM. PucyHok 19);

Hedicra...

Cu_lp]'n POBATE LlaGnox no so3pacraHmio

Coprupoeate Wabnow no yBeisanuio

QuucTuTh PuasTp

Crpeite Labnox konowky

PucyHok 19 - KHonka <QuncTuTh> Gunbtp

[ng nonHOM OTMEHbl BCEX MPUMEHEHHbIX PUILTPOB MO BCEM KOMOHKAM BOCMO/b3yWTeChb KHOMKoW <COpocuThb
¢bunbTp> _ Ha 3KpaHe pasaena «CepTudurkaTbl».

4.3.4 CkaumBaHue cepTMdPuUKaToB

[na ckaumBaHus HaBeguTe yKasaTelb MblWM Ha BbIOpPaHHbLIA CepTUdMKAT B 3KPAHHOM Tabnuue, HaxmuTe

MOSIBMBLUYKOCS KHOMKY H (cM. PucyHok 15) v B packpbiBlueMcs NOAMEHIO BbibepuTe nyHKT <CKayaTb cepTudukar> nnu
<Ckauatb uenouky> B opmate .pem (cM. PucyHok 20).

Root Root Onepatop o

Data coapa... HeiicrauTe... CocToaHue
01.09.2025 12:57:37 02.09.2026 12:57:37

CayaTk cepTudmKaT
CkauaTh uenouky

CkauaTb ceptudmkaT Ha BymasHom HocuTene (PJ1)

Crauatb ceptudmrar Ha b «Hom HocuTene (HOM)

PucyHok 20 - CkaumnBaHue ceptudukaTta
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[ng u3rotoBneHUs M 3KCNoOpTa LOKYMEHTA, COAEpXKallero 3HavyeHWs nosei AaHHOro cepTudukarta (manee -

cepTuduUKaT Ha BYMaXHOM HOCUTENE) HAXMUTE KHOMKY H M BO BCM/bIBAKOLWEM MeH0 Bbibepute <CkayaTb cepTudukaT
Ha 6ymaxHoM Hocutene (PJ1)> (ans dusmueckmx nuu) mnm <Ckavatb ceptudukat Ha BymaxHom Hocutene (KOJ1)> (ang
HOPUANYECKMX NNULL).

M3roTaBnnBaeMblit M 3KCMOPTUPYEMDIN CEPTUPMKAT Ha ByMaxHOM HocuTene npeactasnatb cobor HTML-dann ¢
Ha3BaHWeM dopmata [Common Name cybbekTa].html.

Mopmat cepTudMKaTa Ha BYMaXHOM HOCUTene ANS KAKAOro TUMa, a TakKe npasBuaa 3anucu 3Ha4YeHUn B nons
cepTUduKaTa Ha BYMaKHOM HocuTeNe npeacTasneHsl B [punoxenun 5.

4.3.5 CraTyc ceptuduKaTos
Bo3MoxHble BapUaHTbl COCTOAHMA U OOCTYNHbIE ﬂeﬁCTBMﬂ Hang CepTl/Id)l/IKaTaMM B 3aBUCUMOCTU OT COCTOAHUA

npuBeneHbl B Tabnuue Huxe (Tabnuua 3).
Tabnuua 3 - [locTynHble AeACTBUS HAf, CepTUdUKATaMK B 3aBUCUMOCTU OT COCTOSIHUS

[ocTtynHble nencTems

CoctosiHue ceptudukata

aAKTMBaL KA NPUOCTAaHOBKA OT3bIB
dKTUBUPOBaH - + +
NpUOCTaHOBNEH + - +

OTO3BaH - - -

CMeHa cocTosiHMS cepTUdMKaTa NpoM3BOAMTCS MOCPEACTBOM Bbl6OpA HYXHOrO 3HAaYEHWS M3 BbIMA[AKOLLErO
MEHIO NpW BblAENEHMUMU CTPOKM cepTUdmKaTa (CM. PucyHok 21).

02.07.2026 18:19:17

02.07.2026 16:2

02.07.2026 16:42:44 AKTHBMpOBaH

OtozeaH
02.07.2026 14:57

PucyHok 21 - Bbinapatoliee MeHIO CMEHbI COCTOSIHUS CEpTUdUKATA

an CcMeHe COoCTodaHUA CepTVId)MKaTa nocpeacTteoM paaMOKHOMKKU NoABAAETCA OKHO C 3anpoCOM  Ha
noaTeepxXxneHune onepaunu, B 3aBUCMMOCTM OT TUMa Oonepaunn npenycMoTpeHa pasiMdHaa akKTUBHOCTb O/ OAHHOIO

OKHa:
e akTMBauua (cM. PucyHok 22)
BHumaHue! Ecnu  [OCTUrHYTO npefenbHOe  KOJIMYECTBO CYOBLEKTOB C  OeWCTBYHLUMU
cepTucmkaTaMm B COOTBETCTBUM C JIMLLEH3NEN, NPU NONbITKE aKkTUBaLMu cepTudmkaTa cyobekKTa, y
KOTOPOro OTCYTCTBYIOT AeMCcTByloWwmMe ceptudukaThbl, byaet otobpaxarbca coobeHne 06 owmnbke
«JINLEH3NOHHbIe OrpaHU4YeHUss He MO3BOJNIAIOT aKTUBUPOBATb AaHHbIN cepTudumkar. JOCTUTHYTO
npeperibHoe KOJIM4YeCcTBO CyOHLEKTOB C AeMCTBYOLWMMU cepTudmnkaTammy».
AKTUBMpPOBaTb CepTUdMUKAT?
Wzpatens: Root
Cy6uekt: adminral
Heicreyer: € 01.07.2025 16:29:33 no 02.07.2026 16:29:33
PucyHok 22 - OkHo akTMBaumm ceptudukara
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e [PMOCTAHOBKA AENCTBMS cepTUdMKaTa (CM. PucyHok 23):

MpuocraHoBuTb aeiicTBue cepTudmkara?

WMapaTtens: Root
Cy6bext: adminral
Heircreyer: c 01.07.2025 16:29:33 no 02.07.2026 16:29:33

OTmena

PucyHok 23 — OKHO NpUOCTaHOBKM AeWCTBUS cepTudumKaTa

e  OT3bIB (CM. PucyHok 24);

BHUMAHUE! [laHHyt0 onepauuio Henb3s1 OTMEHUT.

Oto3BaTb cepTudukar?

OT3kiB 310 HeoDpaTUMan onepalWA, KOTOpaA MOXET NOBNUATL Ha paboTy
nonL30BaTena WM cepeepa.

Waparens: Root-CA2
CyOnexr: MBan
Jenctyet: ¢ 07.05.2025 13:24:59 no 07.05.2027 13:24:59

MpwunHa
MMNpOMETALIWA Kmiova =

PucyHok 24 - OkHo oT3bIBa cepTudmKaTta

B03MOXHbIE NPUYMHbBI 0T3bIBA (B COOTBETCTBMM C pasaenom 6.3.2 RFC5280):

- Hewcnonb3yembli (Uunused) — UCKNKOYEHME BNAfENbLA U3 CUCTEMDbI/YBONIbHEHUE;
- npuHagnexHocTb usMmeHeHa (affiliation Changed) - cMeHa AaHHbIX Bnagensua;
- NpUOCTaHOBKA NOAHOMOYUI BRagensua ceptudukara (certificateHold);

- komnpometaums kntoua (keyCompromise);

- KoMnpomeTaums ueHtpa ceptudukauuu (CACompromise);

- 3aMeHeH (cepTudUKaT) — 3aMeHeH Ha UHOW cepTudmKar;

- 6e3 ykazaHusa npuumHbl (unspecified).

4.3.6 KapTouKa cepTnduKaTa
MpocMOTp AaHHbIX cepTUdMKaTa BO3MOXEH NOCPEACTBOM CTPaHMLbl «KapTouka ceptudukaTta.

MNepexop K 3kpaHy «Kaptouka ceptudumkata» (cM. PucyHok 25) ocywecTBnserca npu HaxaTuuM Ha CTPOKY
cepTudukaTa Tabnumubl rNaBHOro skpaHa pasgena «Ceptudukartol» (cM. PucyHok 15).
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Ceptudomukar CeMeHOB ECA Auth

B3 lienouka ceprudbukatos

MneHTuukarop cd3e22ee-ed9a-4715-a8b2-bdef6efo5c45
Wapatent Root-CA2

Bnageneuy CemeHoB

SDN enapensua CN=CemeHoB

OencTeyeT C 11.06.2025 09:14:28

[eACTBYET NO 11.06.2027 09:14:28

ANropuTM Kmoua RSA

[nuHa knwoua 2048

WicTopua nameHeHuna ceptudmkaTta

PucyHok 25 - OkHo «KapTtouka ceptudukaTa»

[ns Bo3BpaTa Ha raBHbIi 3kpaH pasaena «CepTudukaTbl» NPOCNEA0BaTb NO CTPENKe _

[lng n3meHeHus ctatyca ceptudukata BoibpaTh M3 BbiNAAAOLEr0 CNUMCKA LENCTBUE - B COOTBETCTBUE
¢ Tabnuuen Boiwe (Tabauua 3).

BHumaHue! Ecnu  OOCTUrHYTO npedenbHOe  KONMMYECTBO CYOBLEKTOB C  OEeWCTBYHOLUMU
cepTucdukaTamMm B COOTBETCTBMU C NIULIEH3UEN, NPUY NONbITKE aKTMBaUun ceptudukarta cyobekra, y
KOTOpPOro OTCYTCTBYHOT AeNCTBYOLWMEe cepTudukaThbl, byaet otobpaxarbca coobuweHne o6 ownbke
«JIMLLeH3NOHHbIe OrpaHUYeHUsi He NO3BOJIAT aKTMBUMPOBAaTb AaHHbIA cepTudukaTt. JOCTUrHYTO
npeperibHoe KOJIM4YeCTBO CyOHLEKTOB C AeMCTBYOLWMUMU cepTudmnkaTamm».

[na ckaumBaHus cepTudMKaTa HaXKMUTE KHOMKY . M BO BCM/bIBAKOLWEM MeHK (CM. PucyHok 26) Bbibepute
<Ckauatb cepTuduKar> cybbekTa nnn <Ckayatb LLeno4vKy cepTupmnKaToB>.

CrauaTe cepTudmkar

CrauaTb uen OUKY

Crkauate ceptudmkat Ha BymamHom HocuTene (PJ1)

Crauats cepTudmkat Ha BymamHom HocuTene (HO)

PucyHok 26 - CkaumBaHue cepTudukaTta

[ns M3roToBNEHMs M 3KCNOpTa AOKYMEHTa, COAEpXKaLLero 3HayeHus nonen AaHHoro ceptudwukata (oanee -

cepTMdMKaT Ha BYMaXKHOM HOCUTENE) HAXMUTE KHOMKY . M BO BCM/IbIBAKOWEM MeHI0 (CM. PucyHok 26) Bbibepute
<CkayaTb cepTudukat Ha BymaxHoM HocuTene (DJT)> (ans dusmyeckmux nmu) cybbvekta uan <Ckayatb cepTuduKat Ha
6ymaxHoMm Hocutene (KOJ1)> (ans topuanyeckmnx nuu).

M3roTaBnmnBaeMbIii M 3KCMNOPTUPYEMBIN CePTUDUKAT Ha BYMaXHOM HocuTene npencrasnaTb cobon HTML-daiin ¢
Ha3BaHueM dopmaTta [Common Name cybbekTa].html.

@opmMaT cepTudukata Ha BYMaKHOM HocuTene AAs KaXAoro TMna, a Takke MpaBuia 3anucu 3Ha4YeHUi B Mons
ceptTudumkaTa Ha ByMaxXHOM HocuTene npeacTaBneHsl B [punoxeHun 4.

B kapTouke cepTudukarta oTobpaxatoTcs cnegylowmne CBefeHus:
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* uaeHTUdMKaTOp;

e  u3gaTenb;

e B/ajeneu;

e SDN Bnagenbua;

®  CPOK AeNCTBUS (KAENCTBYET C», «KAEACTBYET NO»);

e QrOPUTM KJIOYa;

e [JMHA KOYa.

KapTouka cepTudukaTa COAEPXKMUT pacKpblBaloLMecs BKNALKK:

o «llenouka ceptudukaToB». PackpoiiTe BKNafKy, HaXaB B CTPOKE C WMMEHEM BK/aKM CUMBON . Ha
packpbiBLIEMCS 3KpaHe oTobpaxeHbl BCe LieHTpbl cepTudukaumm, y4acTByowme B NOCTPOEHMM LLENOYKM CEPTUDMKATOB,
HaumMHaa ¢ KopHesoro LIC, Ha oCHOBe KOTOpPOro CTPOMTCS Lenovka AoBepus cepTudukaTam, A0 KOHe4YHoro LleHtpa
cepTudmKaLmm, BblgaBLIEro TeKylWwmin ceptudukat cybbekTa (cM. PucyHok 27).

B3 Lenouka ceprudmrator

CemeHoB

PucyHok 27 - OkHo kapTouku cepTudumkata. Bknagka «Llenouka ceptudumkaTos»

e «CocrtaB». PackpoiitTe BKNafKy, HaXaB B CTPOKE C UMEHEM BK/IaAKW CMMBON . Ha packpbiBweMcs 3kpaHe
oTobpaxeHbl cnepytolme nons (cM. PucyHok 28):

Coctae

E3 Cepuiitiiii Homep 4bebfb721a72c790a95d947e2169e0785a8b
9747

PucyHok 28 - OkHo kapToukn ceptudmkatos. Bknagka «Cocras»

-  CepuiHbI HOMEp;

—  OTKpbITbIA KNHOY;

- 0TneyaTok;

- Bepwus;

- napaMeTp OTKPbITOro KAua;
- anroput™ undpoBoM NoANUCH
—  OCHOBHblE OrpaHUYeHUs;
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- MCMNONb30BaHMWE KNHOYa;
- [pocTyn MHPopMaLmMu O LLeHTpe cepTudmKaumu;
- anbTepHaTMBHOE UM$ CybbeKTa;

- MAeHTU MKATOP KU LEHTPA;

- MBEHTUPUKATOP KNoYa CyObekTa;

- pacwupeHHOe UCMoNb30BaHUE KNKoYa.

Mpu nepexone Ha BbiOpaHHOe mMofie, B NpaBoOM 4YacTM 3KpaHa OyaeT oTobpaxeHa WHbopMauus,
COOTBETCTBYIOLLAS BbIAENEHHOMY MOS0,

o  «MNcTopus nsmeHeHns ceptnudukatan. PackpoiiTe BKIaaKy, HaXaB B CTPOKE C MMEHEM BK1aAKWM CUMBON .
Ha paHHOM BKknagke 3adukcMpoBaHa MHGOpMAUMS O BCEX COBEPWEHHbIX Haj CepTMdMKATOM [OEeNCTBUSX B
XpoHonornyeckoM nopsake. Ha packpbiBwiemcs akpaHe oTobpaxeHbl nons (cMm. PucyHok 29):
o [haTa - AaTa COBEpLUEHHOro AelCTBUS;
O MNonb30BaTesb — YYETHAs 3aNMCb, NOL KOTOPOW ObIIO COBEPLUEHHO AAHHOE AelCTBUE;
o cobbiTve - AeiCTBME, COBEPLUEHHOE Ha CepTUdUKATOM.

WcTopua uameHeHwn cepTudmkaTa

Dara None3soBarens CobbiTe

11.06.2025 09:14:29 Operator BbinyueH

PucyHok 29 — OkHo kapTouku ceptudumkatos. Bknagka «Mctopus usmeHeHnms ceptudumkarar

Bbixog u3 KapTO4KH CepTl/ICbl/IKaTa OCyLLeCTBNAETCA NO KHOMKE <BO3BpaT> M NO KHOMNKaM pa3fenoB Ha 6oKoBOM
naHenn.

4.3.7 DKCMOPT CMUCKA BbINYLEHHbIX CepTUPUNKATOB

OnepaTtopy AOCTyneH 3KCNOPT BbiNyLeHHble cepTUdUMKaTbl TONbKO TeX CybbekToB, MpaBa AOCTyNa Ha KOTopble
€My Ha3Ha4eHbl.

[ins BbIrpy3KM CnMcKa cepTUHUKATOB HAKMUTE KHOMKY B <Cauars Bce ceptudukatol B popmarte CSV>.
Mponcxogut dopMupoBaHMe CnMCKa CepTUOUKATOB, NO 3aBEpLUEHMIO AENCTBUS M TOTOBHOCTM K BbIrpy3ke Cnmcka
CEPTUPUKATOB KHOMKA NMepexoamuT B COCTOSiHWME _ Haxmute kHonky <CkauyaTtb (roToBO)> OnSi COXpaHEHUs
MOArOTOB/IEHHOIO CNUCKA CEPTUPUKATOB.

CoxpaHeHue cnucka ceptudmKaToB B BUAE Zip-apXMBa MPOUCXOLMT MO BblIOPAHHOMY MYTW B OTKPbIBLUEMCS OKHE
CcoxpaHeHus danna.

BbirpyXeHHbI darn .csv npeactaBneH B TeKCTOBOM dopMarte 4fis NpeacTaBiaeHuss TabanyHbIX AAHHbIX, rae
CTPOKM TeKCTa coaepxaTt nossg Tabnuubl, pasgenéHHble 3anatoiMu. CHopMMpoOBaHHasa Tabnvua COLEPXUT Clepyolime

cTonbupi:

e fingerprint — coaepXMT YHMKANbHbIM YXNCIOBOM OTNEYATOK cepTUdMKaTa;

o cafingerprint — COQEPXWT YHMKANbHbIA 4YWUCIOBOM OTNEYaATOK CepTUdMKATa LEHTpa, MoANMCaBLIEro
cepTUdUKar;

e expire date — coaepXuT 3HaYeHMe AaTbl KTOAEH L0%;

e issuerdn — COAEPXMUT OTIMYMTENbHOE UMS U34aTens;

e revocation date - copepXuT gaTy OT3bIBa;

e revocation reason — COLEPXMUT NPUYMHY OT3bIBa;

e serialnumber - copepXXuT CepUIHbIN HOMEp cepTUdUKaTa;

e status — COOEPXMWT TEKYLMIM CTaTyC cepTudmKaTa;

e subjectdn - copgepXuT oTanuuTENbHOE UMS AepXaTens cepTudumKara;
e create date — copepXXuT AaTy Bbinycka ceptudmKara;

e username — COAEPXMUT UMs aepxartens ceptudumkara;
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e subject alt name - copepXuT LONONHUTENbHbIE UMEHA AepXaTens;

e template - cogepXuT HauMeHOBaHUe WAbNoHa;

e algorithm - copepxut 0603HaYeHMe anropuTMma;

o key length — copoepXuT oANUHY KOYa;

e history — coaepXxuT UCTOpUIO M3MeHeHun ceptudmkarta B dopmate JSON.

4.3.8 MaccoBble onepauum c ceptudukaTamm
|_|Op‘iI,D,OK BbIMOJIHEHUA MACCOBbIX onepau,mﬁ C CepTM(bMKaTaMMZ
o ﬂ.ﬂﬂ MaccoBoM onepauunu, ﬂpMMEHFIEMOVI K BbI6paHHOMy MHOXECTBY CepTVId)VIKaTOB [oCTyna, HaXxMute

KHOMKY - <MaccoBblie onepauumn>, KOTOpas 3anycKaeT OKHO BbINOJHEHMS MAacCoBOW onepauuu (cM. PucyHok 30).

BuiBepuTe Tun onepauumn

~ Twn onepatyawn

BosobHoeuTe aeicTeMe

MpoppnxnTe —

PucyHok 30 — OkHO BbINOAHEHWS MacCoBbIX onepauui. Lar 1

o BobibepuTe He0H6X0AMMYIO ONEpaLLMI0 M3 pacKpbiBalOWerocs cnucka. JocTynHbl cnesyowme TUnbl onepaumi:

- BO30OHOBNEHME AENCTBUS;

- NPWOCTaHOBMUTD;

- 0TO3BaTh.
Mpu Bbibope onepaumm «OTO3BaTL» AOMNOAHUTENBHO HEOO6X0AMMO OyAeT yKa3aTb MPUUMHY OT3biBa U3
BbINaJaoLLEero crnmcka.

e Haxmute KHONKy <Mpoaomxutb>.

Hanee Heo6Xx04MMO OCYLLECTBUTbL MOMCK CEPTUHMKATOB MO OTANUYUTENBHOMY MMeHM cybbekTa Subject Distinguished
Names, ons KoTopbix TpebyeTcs NpUMeHUTb BbIDpaHHYI onepaumio, B 1eBOM nose okHa LWara 2 (cM. PucyHok 31). Mounck
CepTMPMKATOB NPOU3BOANTCS C YHETOM TEKYLLEro CTaTyca ceptudmKkaTta n BbiIbpaHHOro Tmna onepaumun Ha ware 1.
Hanpumep, npm Boibope TMNa onepauun «Bo30O6HOBUTL» MOMCK OCYLLECTBASETCS TOMbKO Cpeam cepTUdUKaTOB CO
CTaTycoM «[1pMoCTaHOBNEH, A1 KOTOPbIX AOMYCTUMO BbINOAHUTb JAHHbIV TUM OMNepaLuu.

e BbibepuTe, HalieHHble CepTUGUKATbI, OTMETUB UX (BIAKKAMM .

>
. HEDEHECMTE OTMEYEHHbIE d)J'Ia)KKaMl/I CepTMCbMKaTbI B NMPaByK 4aCTb OKHA, HaXaB KHOMKY ., KOTOpasa
HaXxoaoutca Mexny npaBoﬁ W IEBOM YaCTb OKHA BbIMONHEHUS onepauumn.
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BuifepuTe cepTuduKaTel 408 fanbHerwen paboTsl

Bribpath BribpaHo

Ll

[] o791 XWhbd []  rasberos8

MpogonmmTe -3

PucyHok 31 — OkHO BbINONHEHMs MaccoBbix onepauuit. Lar 2. Co3paHue cnucka BoibpaHHbIX CEpTUPUKATOB
e B cnyyae Heo6xooMMOCTM MCKAKOUYEHUS M3 BbIOPaHHbIX CepTUHMKATOB, K KOTOpPbIM OyaeT npuvMeHeHa
MaccoBas onepauus, oTMeTbTe GnaxkaMu cepTUdUKaTa U3 CNUCKA B NPABOM HaCTU OKHA, U HAXKMUTE KHOMKY a
e [lng nepexona Ha cnepyowmid Wwar Haxxmute KHornky <MpoaomKuTb>.

e B oTkpbiBLEMCS OKHE NOATBEpPAUTE LENCTBME, HAXXaB KHOMKY <MpumeHuTb> (CM. PUucyHok 32).

MpuocTaHoeuTe geicTere 1 cepTudmnkata?

MpumeHUTs

PucyHok 32 - OKHO BbINOMHEHWS MAcCOBbIX onepaumit. LLar 3

. B clydyae ycnewHoro BbinonHeHna onepaunn agMUHUCTPATop 6y,EI,ET yBe,lJ,OM}'IéH Ha ware 4.

YenewHo npuocTaHoeneHo geictere 1 ceptudmkara

3akpeiTe

PucyHok 33 - OKHO BbINOJIHEHMS MAcCOBbIX onepauuit. LLar 4

Ecam Bbl6paHHaFI Ha ware 1 onepauua He MOXET ObITb BbINOJIHEHA B CBSA3M C JIMLEH3UOHHbBIMM OrpaHn4yeHnamMm
CO BCeMMU CepTMCbVIKaTaMVI, BbI6paHHbIMM Ha ware 2, TO B 4aHHOM OKHe OTO6pa)KaE‘TCFI KONIM4eCcTBO U NeEpeEYEHb
CN u3 CepTVId)MKaTOB, ONna KOTOPbIX onepaunsa He 6bina 3aBeplieHa ycnewHo.

4.4 Pa3gen «Cy6beKTbl»

Paznen «CYGbeKTbI» obecneynmBaeT BO3MOXHOCTb npocMOTpa CY6'bE‘KTOB NOAKNMHYEHHbIX CJ'Iy>K6 KaTtasnora,
BblNnyCKa CepTMd)l/IKaTOB ansa Cy6'bE‘KTOB. Ona dBTOPpM30BaHHOIO OnepaTopa B pa3snene «CY6'bEKTbI» OOCTYMHbI TONIbKO TE
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CyObeKTbl, Ha KOTOPble €My MpSAMO WM KOCBEHHO! MpefoCTaBNeHbl MOJHOMOYMS B COOTBETCTBMM C HA3HAYEHHbIMU
npasunaMu foctyna.

Mepexon B paspen «Cyb6bekTbl» OCYLLECTBNSETCS Yepe3 GOKOBOE MEHH, PAaCMONOXKEHHOe CleBa Ha [NaBHOM
3KpaHe (cM. PucyHok 34).

Mocne BbiboOpa ncToyHMKa B none «BHelwHne pecypcHble cucTeMbl», CybbekTbl 6yayT oToBpaxeHbl B BUAE CNMCKa
B OKHe pa3gena «CybbekTbl (CM. PUcyHOK 34).

LenTp ceprudmkauymm Aladdin eCA Root  Test = OnepaTop o

Bce BHeluHKe pecypebl Buibpate rpynnsl BezonacHocTH

Cyboext Myte Pecypcran cucrema

togA OIXP CN=togA OLXP,OU=Ut4X5HIF,0U=testUsers,DC=...

IDOS 8td7 CN=IDOS 8td7,0U=lyWUJ7Fv,0U=6mHsY fnf,OU ...

HhD4 GWW1 CN=HhD4 GWW1,0U=BtLK1WZa,0U=V¢

PucyHok 34 - 3kpaH paszena MeHto «CybbekTbi». [TofKn0YEHHbIM pecypc
B paspene pocTynHbl cenytoLimMe 3N1eMeHThb:

L4 CTpOKa noucka CY6'bEKTa. Mounck CY6'bEKTOB OCyLLEeCTBNAETCA NO BXOXAEHUKD TEKCTA B anM6yTbI Cy6b6KTa B
€ro KapTodke u B NyTb CY6'bEKTa.

e KkHonka «Co3aaTb» AN CO34aHMS NIOKANbHOMO CyObLEKTa;

e none BbIGOpa pecypcHOM CUCTEMbI C MMEHAMW MOAK/KYEHHbIX PEeCcYpCHbIX cucteM. B paHHoM none
MPpUCYTCTBYET BO3MOXHOCTb BbiGOpa BCEX BHELWHWX PECYpPCHbIX CUCTEM (3HaYeHue «Bce BHelWHne pecypchbi»)
M NOKANbHOM pecypCHOM CUCTEMBI (3HaYeHUe «JloKanbHas pecypcHas cucTeMa);

. none Bbl60pa rpynn 6e30nacHOCTH pecprHon cucteMbl. B paHHOM none OTOGpa)KaIOTCFI TONIbKO Trpynnbl
6830I'IaCHOCTl/I, B KOTOpbIX B pecprHoﬁ cnucreMe npucyTCcTByrOT CY6'bEKTbI. B paHHOM none npucyTcTeyeTt
BO3MOXHOCTb NOUCKa rpynn 6630ﬂaCHOCTM, d TaKXe BO3MOXHOCTb YKa3aTb 3HayeHue «bes rpynnbl
6e3onacHoOCTM» Ans OT06pa)KEHVI9I Cy6'bEKTOB, HE BXOOALWMX B rpynnbl 6830I'IaCHOCTVI;

®  CMMCOK CYyObEKTOB, COAEPXKALLMIA CleaytoLme nons:

- MMKTOrpamMma B «CepTudukat» - oOTOOpaxaercs, ecan y CybbekTa WMEKTCS AEUCTBYIOLWMIA
cepTMdUKaTbl, NMPU HaBEAEHUM Kypcopa Ha MUKTOrpamMMy OTOOpaXKaeTcs KOMMYECTBO AEMCTBYHOLLMX
cepTndUKaToB CybbeKTa;

- «CybbekT» — 3HayeHue atpnbyTta «Common name» AAHHOro CybbekTa;
- «[lyTb» — coOepXuT OTAnYUTENbHOE UMS CyObeKTa B peCypCHOM CUCTEME;

- «PecypcHas cuctema» - COLEPXWT Ha3BaHWe PECYPCHOM CUCTEMbI, KOTOPOW MPUHALNEXMUT [AHHbINA
CybbeKT.

B pazpene «CybbekTbl» AOCTYMHbI Cieaylowme fencTBus:

e  MpOCMOTP CYy6bEKTOB NOAK/IOUYEHHbIX PECYPCHbBIX CUCTEM C BbIBOPOM rpynmnbl 6€30MacHOCTH;
e MpOCMOTP CyOBLEKTOB NIOKANbHOM PECYPCHOM CUCTEMBI;

®  OMCK CyObeKTa;

e  penakTMpoBaHMWE 3Ha4YeHUs aTpUBbyTOB CYyObEKTA;

®  POCMOTP KapTOYKM CyObeKTa;

e POCMOTP CNMCKA CEPTUPMKATOB, BbiNyLEeHHbIX LLeHTpoM cepTudumkaumum ansa cybbekTa;

1 I'IyTeM HacnenoBaHMa OT rpynnbl 6e3onacHocTy, Kyaa BXoAuUT Cy6'beKT, Ha OCHOBE KOTOPOro Co3gaHa y4eTHasa nonb3oBaTena C ponbko

«Onepatop».
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e  yrpaB/ieHWe CTaTyCOM CEePTUPUKATOB CYyOBLEKTOB;

o nybnunkaums ceptudukarta cybbekTa B peCYpCHYIO CUCTEMY;

e  3KCMopT cepTudmKaTa CybbekTa;

e Co3paHue ceptudmKaTta ans cybbekTa.

MpoeHTMdUKAUMS NOKaNbHbIX M MOAKNHOYEHHbIX CybbekToB B LleHTpe ceptuduMKaumm OCyLLecTBASETCS MO
atpubyTy «UUID».

4.4.1 MNMpoCMOTP CY6HEKTOB PECYPCHBIX CUCTEM

MpocMoTp Cy6beKTOB OCYLLECTBNSETCS NOCPEACTBOM BbibOpa MCTOYHMKA:

e BCE BHELIHWE pecypCbl — MOAKIKYEHHblE CNYXObl KaTanoroB, Ha CYyObEKTbl KOTOPbIX Ha3HayeHbl NpaBa
aBTOpM30BaHHOMY Onepatopy;

e  JIOKanbHbI pecypc - MNOSIBASETCS B Cly4ae, €C/IM Ha3HayeHbl NpaBa XoT Obl HA OMH CYObEKT B JIOKANbHOM
6a3e naHHbIX LleHTpa cepTudukaumm;

e  BHELHUIN pecypc, oTobpakaeMoe MM KOTOPOro COOTBETCTBYET MMEHU KOHTpOIIepa AOMEHa.

B paspene «CybbekTbl» B BepXHeW NaHenn pacnonoXeHbl 3N1eMeHTbl BbibOpa pecypca W GuabTpauuu (CM.
PucyHok 35):

e none «PecypcHas cucTeMa», MO HaXaTU Ha KOTOPOE B BbINAfAKWEM MeHK BblOepuUTe NOKaNbHYH
PEeCYpCHYH CUCTEMY, MOAK/YEHHbIA PecypC UM BCe BHELUHWE pecypcbl Ans 0TOOpaXKeHWs BCeX CYObeKTOB BHELUHMX
pecypCHbIX CUCTEM;

e none «BbibpaTtb rpynny 6e3onacHocTu», Ans oTobpaxeHMs Ha 3KpaHe CyObeKTOB OnpedeNneHHOM rpynmbl
HaXXMWUTE Ha Mofie U B BbiNaJaloLLeM MeHH Bbibepute Heobxoammyto rpynny. B cnyyae ecnu rpynna 6esonacHocTu He
BblbpaHa, To ByayT oTo6paxeHbl BCe CyObeKTbl BbIBpaHHOrO MCTOYHUKA. [11g NoKanbHOro pecypca rpynnsl 6e30nacHoCTH
OTCYTCTBYIOT. B cnucke «BbibpaTtb rpynny 6e3onacHOCTU» OTOOPaXaloTCs TONMbKO Te rpynnbl 6€30MacHOCTM, KOTopble
coflepXaT oauH unu bonee cybbekToB. [pynnbl 6€30MaCHOCTU, HE MUMEILLME YNEHOB, He ByAyT MNOKa3aHbl B CMIUCKE U He
[OCTYnNHbl Ang Boibopa.

Bce BHeluHMe pecypchbi - Buibpartk rpynnel DesonacHoctn  ~ Q

PucyHok 35 - BepxHas naHenb 3kpaHHOM dopMbl BKNagku «CybbeKkTbl»

4.4.2 TIoncK cybbeKkToB

B pazpene «CybbekTbl» B BEpXHEM NaHENU PacrnonoXeHbl 3neMeHTbl (CM. PucyHok 35). MNMone noucka, B KOTOPOM
OCYLLECTBNSIETCS NMOMCK CyObekToB no koMmmnoHeHTam SubjectDN u SubjectAltName B BbiGpaHHOW pecypcHOM cucTeMe.
[na noucka HayHuTe BBOL MMeHM cybbekTa B CTPOKe, MOMCK HauyMHAeTcsl aBToMaTuuecku yepe3 1 cekyHay nocne
npekpaweHus BBOAA C KnaeuaTypbl. [ng cbpoca moucka u oTobpaxeHus Bcex CyObeKTOB BblOpaHHOM pecypcHOA
CUCTEMbI OUYUCTUTE CTPOKY MOMCKA.

4.4.3 CoOpTMpPOBKa CybbeKTOB

CpenctBa COpTMPOBKM CYObEKTOB BblOpaHHOW peCcypCHOM CUCTEMbl NpeacTaBneHbl 3/emMeHTamMu Bblbopa
HanpaBneHWs COPTUPOBKM B 3arosioBke Tabaumubl 3KpaHHOM dopMbl (CM. PucyHok 36):

o  «CybbeKT» — COPTMPOBKA OCYLLECTBAAETCS B aNndaBUTHOM NOPSIKE;

o  «[yTb» — COPTMPOBKA OCYLLECTBASETCS B aNPaBUTHOM nopsake coaepxunmoro atpubyta «Common Name»;

e «PecypcHas cuctemMa» — COpTMPOBKA OCYLLECTBAAETCS B andaBUTHOM MOpPAIKe.

CopTupoBKa NpOUCXOAWT TOJIbKO MO OLLHOMY 3HAUYEHMIO NMPWU HAXKATUU Ha COOTBETCTBYHOLUMIA 3aroNI0BOK Tabnuubl.
AKTMBHOE 3HAuYeHMWe, MO KOTOPOMY BbINOJHEHA COPTUPOBKA 0003HayeHo 3Hakom Bl ¢ MpaBoW CTOPOHbLI OT 3aroJfioBka
TabnuLbl.

Cy6beKkT Mytb » PecypcHas cuctema ‘

PucyHok 36 — Mons cCOpTMPOBKM COAEPXKMMOTO 3KpaHa pa3gena «CepTudukaTbi»
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4.4.4 HapTo4yHKa cybbeKTa

lpocMoTpa faHHbIX Cy6beKkTa BO3MOXEH NOCPeACTBOM CTpaHuMubl «<KapTouka cybbekTa.
Mepexopn k 3kpaHy «KapTouka cybbekta» (CM. PucyHOK 37) oCylLecTBNSeTCS NpU HaXaTWM Ha CTPOKY CybbekTa
rNaBHOro 3kpaHa pazgena «CybbekTbl» (CM. PUCyHOK 34).
PecypcHas cucTema s
CraTyc nonb3oBatens & p Ol CHETEME AwTneeH
HaeHTudurarop

51D

Common name

Domain qualifier

Email Address (E) o7 91.X s.ad.aldn
Given name

Name

Surname

M5 LUPN, User Principal Mame ; s5.ad.aldn

RFC 822 Mame o7 LKW .ad.aldn

aH B
CHCTEMY

CepuitHbiid Homep CocToaHKe

WEB-

Client

Crpok Ha cTpanmus 50 « 1-1mz1

PucyHok 37 — OkHO npocMoTpa KapTouku CybbekTa (BKIYEHO 0ToBpaXkeHMe «ATPpUOYTbI CO 3HAYEHUSAMM»)

KapTtouka cybbekTa BktovaeT B cebs cnepyrowme MHOOPMaLMOHHbIE NONS:
e (CBeaeHus o0 cybbekTe:

- U3 KaKOM pecypCHOM CUCTEMbI NONYYEH CYyObEKT;
- CTaTyC Nonb30BaTens B pecypcHOM cUcCTeMe;
- upeHTudukartop UUID;

e SID (upeHTUdKaTOp BesonacHocTu)';
e atpubyTtbl SAN 1 SDN (cm. Tabnuua 4);
e cBedeHus 060 Bcex cepTuduKaTax cybbekTa, paHee BbiNywweHHbIX LleHTpoM ceptnudukaumm:

- CEepuiHbIf HOMep;

- Common Name Bnagenbua ceptudumkaTa;
- Wwabnok;

- [aTa Co34aHus;

1 SID MoxeT BbITb MoNyYeH Ana Cy6beKTa TONbKO M3 pecypcHbix cucteM MS AD, SambaDC, PEL AOM» u «AnbT [omeH». [na cy6bekTos

pecypcHbix cuctem FreelPA n ALD PRO paHHbIi aTpubyT OTCYTCTBYET.
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— [aTa OKOHYaHMS OENCTBUS;
- pata nybnavkaumm B peCcypCcHyIo CUCTeMY;
- cocTosiHMe cepTudmKara.

[ocTynHble oencTBUS B KApTOUKe CybbekTa:

e (034aTb cepTuduMKaT Ang BbIOpaHHOrO CybbekTa C 3aKpbiTbiM K/HOYOM, Ha OCHOBaHWM 3amnpoca MAM Ha
KNOYEBOM HOCUTeNe MO HaxkaTuio Ha kHonky <Co3patb cepTudwukaT> _ (cM. n. 4.4.8, HacToswero
PYKOBOACTBA);

e BblbpaTb Habop atpnbytoB SDN u SAN, oTobpaxkaeMbix B KapTouke CybbekTa, B BbIMafaloWweM MeHH (CM.
PucyHok 38);

Bce aTpubyThi

ATpUBYTHI CO 3HaUEHUAMM

PucyHok 38 — @unbTpaums otobpaxkaeMbix aTpubyTOB B KapTouke cybbekTa

. OI'IY6}'II/IKOBaTb CepTVId)VIKaT B peCypCHyK cnctemy (TOJ’IbKO Ana NnoAKMKYEHHbIX Cy6'beKTOB). Mo HaxaTuio Ha

KHOMKY m npoucxoamT 3anucb ceptudukata B ¢dopmate LDIF B aTpubyT userCertification BbIGpaHHOTO
CcybbekTa pecypCHOM CUCTEMbI, 419 KOTOPOro BbiMyleH cepTudukaTt. Ecnm atpubyT userCertification 3an0/HEH, TO
NPOUCXOAUT Nepe3anucb COAEPXKUMOTo;

e  3KCMOpT cepTudmMKaTa BbIBpaHHOro CybbekTa No yKasaHHOMY A/ COXpaHeHus $ainia no ykasaHHOMY MyTu

no KHomnke H <CkauyaTb>;
e repexof B KapTOuKy cepTudukaTa;
®  WM3MEHWTb CTATYyC CePTUDMKATOB, BbIMYLWEHHbIX AN AAHHOrO cybbekTa B none ceptnudukarta «CoctosHue».

BHumaHue! Mpn aktuBauum ceptudumkata YYUTbIBAETCA OrpaHUYeHUSA JULEH3UU: ecnu B
nporpaMmme AOCTUTHYTO MaKCUMarbHOe KONIMYeCTBO CyGHLEKTOB C AeMCTBYHOLWMUMU cepTudKkaTamm
Nno NUUeH3nun, TO aKTUBauusa cepTudukata B KapTouke cyGbekTa AOCTYNMHa TONMbKO NpU YCNOBUM,
YTO y AaHHOro cy6beKkTa ecTb AeWcTByHWLWMe cepTUdMKaTbl, MHaye MPU MNOMNbITKE AaKTUBaLUU
cepTucmkara otobpaxkaerca coobeHne 06 ownbke «JIMLEeH3NOHHbIe OrpaHNYEHNA He NO3BONAIOT
aKkTMBUpPOBaTb AaHHbIW cepTudukaT. [JOCTUrHYyTO npeAenbHOe KONMUYECTBO CYOBHLEKTOB C
OencTByOLWMMU cepTudnkaTtammy»;

®  penakTMpoOBaTb 3HAYEHMS B MONAX AaTPUOYTOB (TONbKO AJ151 NOKA/bHbIX CYObEKTOB).
Tabnuua 4 — AtpmnbyTbl CybbeKTa

Atpubyr Bo3MoXkHble 3HaueHus MpeacraBnenue B API MpeacTaBneHne B KAMEHTCKOM KOMMOHEHTE

CeepeHus o cybbekTe

PecypcHas resource: | Mone «lMony4yeH U3 pecypcHOW CUCTEMbI» B
cmcTeMma, K PecypcHas cuctema, Kk i (UUII5) KapTouke cybbekTa
KoTOpoW KOTOpOW NOAKOYEH ’ . [ins nokanbHbIX CybbEKTOB BCEraa
commonName (string),
NoAKNIOYEH cybbexT name (string)} oToOpaxaeTcs 3HayeHue «JlokanbHas
cybbekT g pecypcHas cuctemas.
CybbeKT noak/ItyeH K OTobpaxeHue cybbekTa B CnMcke CyObekToB
pecypcHom cucteme "isConnected": true pecypcHOM CUCTEMbI, K KOTOPOW OH
(true) NOAKNIOYEH.
®nar
noakntoyeHus k PC
JlokanbHbIM cybbekT - . OTobpaxeHune cybbekTa B Cnmcke CyObekToB
isConnected": false . .
(false) NIOKaNbHOM pecypCHOM CUCTEMBI.
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Atpubyr

Bo3MoXHble 3HauYeHus

MpeacraBnenue B API

I'Ipe.u.CTaBneHue B KIMEHTCKOM KOMMOHEHTEe

[ns noaKNOYEHHbIX K
PC cybbekToB:
cybbekT 3abnokMpoBaH

B PC (true)

nUnm Mone «CTaTyc B pecypCHoOM cucteme» B
®nar 6NOKMPOBKM | CyBBLEKT He Y KapTouyke cybbekTa.

isBlocked

B PC 3abnokunposaH B PC [lns nokanbHbIX CybbEKTOB BCeraa

(false) 0TOOpaAXKaAETCS CUMBON «-».

[ns nokanbHbIX

CyObeKTOoB:

Bcerna false
uuiD string($uuid) "id" Mone «UUID» kapTouku cybbekTa
Pacnonoxenue Mone «MyTb» B cnncke CyGbEKTOB B pa3aene
cybbekTa B Crpoka "distinguishedName” y y pash

ctpykType PC

«CybbeKTbl»

Bpems
obHOoBNEHMS flara & gopmare 150 "updated” -
8601
cybbekTa
Bpems coszpaHus [ara B popmate ISO . Y
Cy6bekTa 8601 created
SID? Crpoka "sid" Mone «SID» kapToukM cybbekTa
Atpu6ytbl SDN
Common name Cnmncok cTpok "CN" Mone «Common name» B KapTouke CybbekTa
Unique Identifier Crincok CTpoK "UID" Mone «Unique Identifier (UID)» B kapTouke
(UID) cybbekTa
Email Address (E) CrncoK cTpok g Mone «Email Address (E)» B kapTouke

cybbekTa

Email Address
(Mail)

Cnucok cTpok

"EMAILADDRESS”

Mone «Email Address (Mail)» B kapTouke
cybbekTa

Mail Cnucok cTpok "MAIL" Mone «Mail» B kapTouke cybbekTa

Serial number Cnucok cTpok "SN” Mone «Serial number» B kKapTouke cybbekTa
Given name Cnuncok cTpok "GIVENNAME" Mone «Given name» B kapTouke cybbekTa
Initials Cnuncok cTpok "INITIALS" Mone «Initials» B kapTouke cybbekTa
Surname Cnuncok cTpok "SURNAME" Mone «Surname» B KapTouke cybbekTa
lCl)r:?tanizational CrncoK cTpok oU" Ic'lfgbeezgganizational unit» B KapTouke
Organization Cnucok cTpok "0" Mone «Organization» B kapTouke cybbekTa
Locality Cnuncok cTpok "L Mone «Locality» B kapTouke cybbekTa

1 SID mMoxeT 6bITb NOAYyYeH ANs CyBbeKkTa TONbKO M3 pecypcHbIX cuctem MS AD, SambaDC, PE[, AIIM» v «AnbT [loMeH».
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Atpubyr Bo3MoXXHble 3HauYeHus MpeacraBnenue B API MpeactaBneHne B KAMEHTCKOM KOMMOHEHTE
. p— Mone «State or province» B KapTouke
State or province Cnucok cTpok ST
cybbekTa
Domain e~ Mone «Domain component» B kapTouke
Cnucok cTpok DC
component cybbekTa
Country Cnucok cTpok "C" Mone «Country» B kKapTouke CybbekTa
Unstructured Crincok CTpoK "UNSTRUCTUREDADDRESS" Mone «Unstructured address» B KapTouke
address cybbekTa
Unstructured CrncoK cTpok "UNSTRUCTUREDNAME" Mone «Unstructured name» B kapTouke
name cybbekTa
Postalcode Cnmncok cTpok "POSTALCODE" Mone «Postalcode» B kapTouke cybbekTa

Business category

Cnuncok cTpok

"BUSINESSCATEGORY"

Mone «Business category» B kKapTouke
cybbekTa

Mone «Telephone number» B kapTouke

Telephone number | Cnucok cTpok "TELEPHONENUMBER" cyBbeTa

Pseudonym Cnuncok cTpok "PSEUDONYM" Mone «Pseudonym» B kKapTouke cybbekTa
Postal address Cnucok cTpok "POSTALADDRESS" Mone «Postal address» B kapTouke cybbekTa
Street Cnuncok cTpok "STREET" Mone «Street» B kapTouke cybbekTa

Name Cnuncok cTpok "NAME" Mone «Name» B KapTouke cybbekTa

Title Cnuncok cTpok "T" Mone «Title» B kKapTouke cybbekTa

Domain Qualifier Cnucok cTpok "DN" ?;;bee:ziomain Qualifier» & kapTouke
Description Cnucok cTpok "DESCRIPTION" Mone «Description» B KapTouke cybbekTa

[ata poxaexusa

Cnucok cTpok

«DATEOFBIRTH»

MNMone «[lata poxaeHusa» B KapTouke
cybbekTa

MecTo poxaeHus

Cnucok cTpok

«PLACEOFBIRTH»

[None «MecTo poxaeHUs» B KapTouke
cybbekTa

NHH Cnucok cTpok "INN" Mone «MHH» B KapTouke cybbekTa

OrPH Cnucok cTpok "OGRN" Mone «OMPH» B kapTouke cybbekTa

OrPHUMN Cnucok cTpok "OGRNIP" Mone «OTPHUMM» B kKapTouke cybbekTa

CHUNC Cnucok cTpok "SNILS” Mone «CHNIC» B kapToyke cybbekTa

MHH 0N Cnucok cTpok "INNLE" Mone «MHH KOJ1» B kapToyke cybbekTa
Atpubytbl SAN

MS_GUID, Glo.b.ally string($uuid) "MS_GUID" Mone «MS GUID, Globally Unique Identifier»

Unique Identifier B KapTouke cybbekTa

RFC 822 NAME Cnucok cTpok "RFC822NAME" Mone «RFC 822 NAME» B kapTouke cybbekTa

MS UPN, CrncoK cTpok "MS_UPN" Mone «MS UPN, UserPrincipalName» B

UserPrincipalName

KapTouke cybbekTa
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Atpubyr Bo3MoXXHble 3HauYeHus MpeacraBnenue B API MpeactaBneHne B KAMEHTCKOM KOMMOHEHTE
DNS Name Cnucok cTpok "DNS_NAME" Mone «DNS Name» B kapTouke cybbekTa
IP address Cnucok cTpok "IPADDRESS" Mone «IP address» B kapTouke cybbekTa

Directory Name Cnucok cTpok “DIRECTORY_NAME" Mone «Directory Name» B kaprotike

cybbekTa
_Umfo_rr_n resource Crumcok cTpok "UNIFORM_RESOURCE._ID" Mone «Uniform resource identifier» B
identifier KapTouke cybbekTa
Regls.tged Crumcok cTpok "REGISTERED_ID" [one «Registered identifier» B kapTouke
identifier cybbekTa

Kerberos KPN, Mone «Kerberos KPN, Kerberos 5 Principal»

Kerberos 5 Cnucok cTpok "KRB5PRINCIPAL"
L B KapTouke cybbekTa
Principal
Permanent . . Mone «Permanent identifier» B kapTouke
. - Cnuncok cTpok PERMANENT_IDENTIFIER
identifier cybbekTa
Xmpp address Cnucok cTpok "XMPP_ADDR" Mone «Xmpp address» B KapTouke cy6bekTa
Service Name Cnuncok cTpok "SRV_NAME" Mone «Service Name» B KapTouke cyobekTa
Subject . o
Identification CnMCoK CTpok *SUBJECT IDENTIFICATION_METHOD" | 107 «Subject Identification Method» 8
Method KapTouyke cybbekTa

Bbixon M3 KapTO4kM CybbekTa OCyLLecTBAsSeTcs no kHonke <Bo3spar> [ ¢ Cyoeec I pasgen «CybbekTbl» M Mo
KHOMKaM pa3penoB HOKOBOM nNaHenu.

4.4.5 PeqakTUpoBaHMe aTpubyToB Cy6beKTa

e lng cy6beKTOB NOKANbHOM peCypCHOW CUCTEMbI AOCTYNHO peflakTupoBaHue Bcex atpnbytos SDN u SAN.

o [Ing cybbekTOB NOAK/IIOYEHHOW PeCcypCHOW cucTeMbl peaaktupoBaHue aTpmbyToB SDN mnmn SAN, 3HaueHums
KOTOPbIX Mony4veHbl LLeHTpoM cepTudmKaumnm 13 pecypCcHOM cucTeMbl, HefoCTynHoO. Bce octanbHble atpubytel SDN unm
SAN LOCTYynHbl gN9 pesakTMpoBaHus.

o [Ins cybbekToB N0OON pecypcHOM CUCTEMBI peAaKTMpOBaHMe CBeLeHUIM 0 CyObekTax B MX KapToykax (nons
«[lonyyeH 13 pecypcHol cucteMbl», «CTaTyc B pecypcHoi cuctemen, «UUID») HemoCTynHbl ANS pefakTMpoBaHMs.

e [lpu BBOAE/pEAAKTUPOBAHMUM 3HAYeHUIA aTpUBYTOB, yKasaHHbIX B Tabnuua 5, ocywecTsnserca Banupaums.
[insa BCcex oCTanbHbIX aTpMbYTOB CybbekTa BaNMaaLms OTCYTCTBYET.

Tabnuua 5 — [lonycTnMble 3Ha4YeHUs aTpmbyTOB

AtpubyT Mpaeuno Banupaumnm
Country Honyctumble cumBonbl: "A"-"Z", "a"-"z".
[nvHa 3HaYeHns [OMKHA COCTaBNATb 2 CMMBONA.
Domain qualifier Honyctumble cumsonel: "A"-"Z", "a"-"z", "0"-"9", """, "(", ")", "+, ", =L S 0 N, =, MY, npoben.
Email Address (E) Honyctumble cumsonsl: "A"-"Z", "a"-"z", "A"-"q", "a"-"a", "0"-"9", ".", "@", "_", "-".
Mopmart 3HaueHus: "text@text".
Serial number fonyctumble cumsonbl: "A"-"Z", "a"-"z", "0"-"9", """, "(", )", "+, U -t S 0, T =", Y, npo6en.
RFC 822 Name Lonyctumble cumsonsl: "A"-"Z", "a"-"z", "0"-"9", ".", "@", "_", "-"

Ecnv HeobxoaMMO MCNONb30BaTb KUPUAAULY, TO KUpUAAKULY HeobxoamMmo npeobpa3oBaTth B NaTUHULY
¢ nomouwpbto Punycode (nogpobHee cM. RFC 3492) 1 BBecTM nonyyeHHoe 3HayeHue B none. [pu 3ToM
npeobpazoBbIBaTb MOXHO TOMIbKO AOMEHHYH Y4aCTb.

Mopmart 3HaueHus: "text@text".

DNS Name ,D,OI'IyCTVIMbIe cuMBOMbE: "A"-"Z", "a"-"Z", "Q"-"g", "t
Ecnn Heobxo0aMMO MCNOMb30BaTh Knpunnuuy, To0 KUpunnumuy HeobxoanMo I'IpEO6pEBOBaTb B NaTUHULY
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AtpubyT Mpaeuno Banupaumnm
¢ nomolwbio Punycode (noppobHee cm. RFC 3492) 1 BBECTM NONYYEHHOE 3HAYEHME B MONE.
IP address Honyctumeble cumsonsl: "A"-"F", "a"-"f", "0"-"9", ".", ":".

®opmar 3HaveHus: IPv4-agpec unm IPv6-aapec.

Directory Name

@MopMaT 3HauyeHMs: NOCNefOBATENbHOCTE MAEHTUPUKATOPOB OTHOCUTENbHBIX OTAMYMTENbHLIX MMEH
(RDN) 1 1x 3Ha4yeHWi, OTAENEHHbIX 3anaToM MM 3ansaToi ¢ npobenom (Hanpumep, O=organization,
OU=Department, L=City, DC=Component, C=RU..). [onyckaeTcs wuCnonb3oBaHWe CNeayoLmx
naeHtudukatopos RDN: EMAILADDRESS, CN, UID, SERIALNUMBER, 0OU, O, L, ST, C, T, SURNAME,
STREET, INITIALS, GIVENNAME, DC, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY, TELEPHONENUMBER, PSEUDONYM, POSTALADDRESS, NAME,
DN, DESCRIPTION.

B kauectBe ngeHtudukatopa RDN nonyckaetcs ykasanue OID (dopmat OID nomkeH cOOTBETCTBOBaTb
pekomeHpaumn ITU X.660).

Registered Identifier (OID)

Honyctumblie cumeonsl: "0"-"9", ".".
®opmart 3HaueHus: OID B cooTBeTcTBUM € pekoMeHaaumei ITU X.660.

MS UPN, User
Name

Principal

Donyctumble cumBonbl: "A™-"Z", "a"-"z", "A"-"q", "a"-"a", "&", "E", "0"-"9", "\, @, ", "L

Mopmart 3HaueHus: "text@text".

MS GUID, Globally Unique
Identifier

Oonyctumele cumsonsl: "A™-"F", "a"-"f", "0"-"9".
[nuHa 3Ha4YeHns [OMKHa COCTaBASATbL 32 CMMBONa.

Kerberos KPN, Kerberos 5
Principal Name

Donyctumble cumsonsbl: "A™-"Z", "a"-"z", "A"-"", "a"-"a", "&", "E", "0"-"9",
(dopmMart 3HaueHus: "text@text".

Permanent Identifier

®opmart 3HaveHus: "value/OID", rae "value" - niobas nocnenosaTenbHOCTL cMMBONOB, @ "OID" - OID B
cooTBeTcTBMM C pekomeHpaumen ITU X.660. [lonyckaeTca OTCyTCTBME 3HaveHus "text’, Hanpumep,
"/1.2.2.3.4.5".

Xmpp address

,ﬂOI‘IyCTVIMbIe CUMBO/bI* nAn_nZu’ nan_nzn’ uAn_nﬂn’ nan_nﬂu’ uén’ "E"’ uOu_ngn’

Mopmart 3HaueHus: "text@text".

Subject Identification | ®@opmart 3HaueHus: "OlID:text:text", rae "OID" - OID B cootBeTcTBUM C pekomeHaaumen ITU X.660, a
Method "text" - nbas nocneaoBaTeNbHOCTb CUMBOJIOB.
[ata poxaeHus (MopMarT 3HaYeHmS: nata B bopmate «DD.MM.YYYY»,
MHH Honyctumbie cumBonbl: "0"-"9".

[nuHa 3HaueHus [oMKHa COCTaBnsATb 12 CMMBONOB.
OrPH Honyctumble cumBonbl: "0"-"9".

[nuHa 3HaueHus [oMKHa COCTaBNsATb 13 CMMBONOB.
OrPHUMN Honyctumble cumBonbl: "0"-"9".

[nvHa 3HaveHuns fomkHa cocTaBnsaTb 15 cumBonos.
CHUAC Honyctumble cumsonbl: "0"-"9".

[nuHa 3HaueHuns pomkHa coctasnsaTb 11 cumBonos.
NHH 0N [onyctumblie cumeonbl: "0"-"9".

[nvHa 3HayeHus gonxHa coctaBnatb 10 cuMBonoB.

Ons peaakKTMpoBaHUA 3Ha4YeHUA anVI6yTa B KapTo4ke CY6'bEKTa HaX>XMUTE KHOMKY <Peﬂ,aKTVIpOBaTb> , B

OTKpbIBWIEMCA OKHE BBEAUTE HOBOE 3HA4YeHUE anMGyTa B COOTBETCTBYHWOLWEM none, B COOTBETCTBMM C YCNOBUAMMU

Banuzaumm (cM. PucyHok 39).

e [lna pobaBneHus 3HadyeHus aTpubyTa (ByAeT ykasaHO B nose aTpubyTa yepes 3ansaTylo) HaXMuTe KHOMKY

<J106aBUTb 3HaUEHUe +>;

Ins ynaneHus 3HaveHus atpubyTa HaXMUTe KHOMKY <YAanuTb 3HaueHue aTpubyta> u Mpu 3TOM y aTpubyTa

«Common name» Henb3s YyAannTb nocienHee 3HavyeHue;

. Ona COXpPaHEHUA pE3YyNbTaTa HAXXMUTE KHOMKY <c0XpaHMTb>;

. [ng BbiIxoga 13 peXunMa penakTupoBaHuA 6e3 COXpaHeHun4d U3MEHEHUI UNN HAXKMUTE KHOMKY <3aKprTb>.
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Country

CoxpaHuTs

PucyHok 39 — OkHO penakTMpoBaHUs 3Ha4YeHUs aTpmbyTa B KapToyke cybbekTa

4.4.6 Cy6beKTbl TOKaNbHON pecypcHOn CUCTeMbI

JNokanbHyto 6asy cybbekToB OpMUPYIOT:

e  cybbekTbl, CO34aHHble AOMUHUCTPATOPOM NYTEM BbI30Ba MeTona API;

e  CyObeKTbl OTKNHUYEHHOM peCYypCHOM cUCTeMbI (YAaNnEéHHONM paHee 3aperncTpMpoBaHHON PeCypCHOM CUCTEMBI),
aTpubyT cybbekTa «isBlocked» npuHuMaeT 3HaueHue «false». B cnyyae NOBTOPHOro MOAK/OYEHUS PECYPCHOM CUCTEMBI
CBSI3U CyObEKTOB C rpynnamu 6yayT BOCCTaHOB/EHbI, 0OHOBNEHbI aTpUOYTbl B COOTBETCTBUM C AAHHBIMU M3 PECYPCHOM
CUCTEMBI;

e  CybbekTbl, 3arpyxeHHble B 6a3y aaHHbix LleHTpa ceptudukaumm Aladdin eCA npu noakntoUeHUU pecypcHoOM
CUCTEMBI, HO OTCYTCTBYHLLME B CNUCKE CYObEKTOB, MOYYEHHOM MO pe3yNbTaTaM BbIMONHEHUS MOHOW CUHXPOHM3ALLUM
pecypcHoi cucteMbl. ATpubyT cybbekTa «isBlocked» npuHumaet 3HaueHume «false.

JlokanbHbIM CyObeKT OTK/OYEHHOM PECYPCHOM CUCTEMBI MPU MOAKIIOYEHUN PECYPCHOW CUCTEMDI, TAe CyLecTByeT
[LlaHHbIN cyObekT, byneT nepeHecéH M3 6a3bl IOKANbHOM pecypcHOM cucTeMbl (aTpubyT cybbekTa «isConnected» npumet
3HaueHue «truey). Mpu 3ToM ByaeT BbiNosHEHO 0BHOBNEHME aTpubyTOB CybbekTa B COOTBETCTBUM C ero atpubytamu us
pecypcHOW CUCTEMBI, OCTabHble TeKyLLUe aTpubyThbl (TO ecTb Te, KOTOpble He OblM NOyYeHbl U3 PeCYpPCHOW CUCTEMBI) HE
nsmeHatcs. [poBepka cybbekTOB OCyLECTBASETCS N0 aTpUOyTy «id».

4.4.7 Cy6beKTbl BHELWIHEro pecypca

BHewHWIi (NoaKNOYEHHbIR) pecypc GOpMUPYETCs B pesynbTaTe perncrtpaumm cnyxbbl KaTanoroB AOMEHHbIX
cnyx6 Samba DC, PEL AOM, ALD PRO, FreelPA, MS Active Directory nnu Anbt JomeH.

MookntoueHHbI pecypc ByaeT oTobpaxeH TOMbKO MOCAe perucTpaumm pecypCHOM CUCTeMbl Ha BKaake
«PecypcHas cucreman.

O6HoBNEHME CMUCKOB M AAHHbIX CYObEKTOB PeCypCHOM CUCTEMbI MPOMCXOAMT MO NpaBwunaMm, NpuMBeLEHHbIM B
nyHkTe 4.5.1 HacTosLWero pykoBoacTaa.

[Mocne noakn4YeHUS BHELHEW pecypCHOM cucTeMbl, 0OHOBNEHMS U BbibOopa MCTOYHMKA B nosie «PecypcHas
cuctemar, CybbekTol OyayT oToOpaxkeHbl B BMAE CMMCKA B OKHe BKiagku «CybbekTbl». BO3MOXHO HacTpouTb
oTobpaxeHue onpeaeneHHom rpynnbl 6€30MacHOCTM MK BbIBECTU MOMHBINA CMMUCOK, YNOPSA0UMB CyObekTbl B andaBUTHOM
nopsake no umenn (CommonName) (cM. PucyHok 34).

e  3arpyska AaHHbIX OCYLLECTBNSETCS U3 BCEM peCypCHOM CUCTEMbI, HAYMHAS C TOUYKM MOAKHYEHMS, YKA3aHHOWM
B HacTporikax nogknwyeHuns KopHesoro kaTtanora.

e [lng KaXAoro 3arpyxeHHOro nonb3oBaTens u KoMnbloTepa OyaeT co3naH cybbekT M MOArPYXeHbl BCe Mo,
oTHocswmecs K SubjectDN u SubjectAltName. MNMpeobpasoBaHue copepxunmoro 3anucu LDAP B nonsg 6a3bl cybbekToB
pecypCHOM CUCTEMbI NPOUCXOAMT B COOTBETCTBMM € Tabnuua 10.
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ATpUGYT noneAZf:;a:Mseim;Z[:_E;_:BSCCE;:::&:AM’ Mone B 6asax ALD PRO, FreelPA ans Tunos cy6nexkTos
cyobekra Aladdin
eCA MNonb3oBarenb Komnblotep Monb3oBartenn Komnblotep CepBuc
Id ObjectGUID ObjectGUID ipaUniquelD ipaUniquelD ipaUniquelD
cn cn
Common name cn cn krbPrincipalName
uid
Initials - - initials - -
Surname sn - sn - -
Given Name givenName - givenName - -
Organization - - krbPrincipalName | krbPrincipalName krbPrincipalName
Name name name - serverHostName -
MS GUID - ObjectGUID - - -
Domain Qualifier | distigushedName distigushedName entrydn entrydn
Description description - - - -
DNS Name - dNSHostName - fqdn -
Email Address mail ) mail i )
Maiy userPrincipalName krbPrincipalName | krbPrincipalName
mail mail -
RFC 822 NAME - krbPrincipalName
userPrincipalName krbPrincipalName | krbPrincipalName
MS UPN userPrincipalName - krbPrincipalName | krbPrincipalName krbPrincipalName
Unique ldentifier i i uid - i
(UID)
Kerberos KPN, - krbPrincipalName
Kerberos 5 - - -
Principal
SID objectSid objectSid - - -

Ecnu paHHble nons oTCYTCTBYHOT B OMMCAHUM CyObekTa B MOAK/IOYEHHOM JOMEHE, TO B WabnoHe npu BbiMycke

cepTUdMKaTa COOTBETCTBYIOLLME MO 3aMOMHAOTCS MYCTbIMU 3HAYEHUSMMU.

o UNpeHTndUKaLMs NOAKIOYEHHBIX CyObekTOB B LleHTpe cepTudUKaumm ocywecTeasetcs no atpubyTy UUID.

4.4.8 Co3naHve cepTMdUKaTa ANnA Cy6beKTa pecypCHON CUCTEMbI

Co3paHue CepTl/ICbl/IKaTa Ana NoKanbHOrro Cy6'bEKTa AOCTYNHO aBTOPM30BaHHOMY OnepaTopy, KOTOpOMY B
cooTBeTCTBMM C npaBunaMu 00CTyna npenocCtaBl€Hbl NOJHOMOYMA Ha A0CTyn K Cy6'bEKTaM JIOKanbHOM pecprHoﬁ
cuctembl. CospaHue CepTl/Iq)l/IKaTa Ana NoOAKNKYEHHOro K DECprHOVI cucreme Cy6'bEKTa AO0CTYNHO aBTOPU30BaHHOMY
OrlepaTopy, KOTOpOMY B COOTBETCTBMM C NpaBunaMm AOO0CTyna npenoctaBneHbl MOJHOMOYMA Ha OOCTYyNn K Cy6'bEKTaM
rpynnbl 6e30nacHOCTH pecprHoﬁ CUCTEMBbI, Kyaa BXO4AUT OaHHbIN CY6'bEKT.

-
Bbibepute cybbekT, Aong KOTOporo HeobxoauMO €o34aTb CepPTUOMKAT, HAKMUTE MNOSABMBLUYIOCS KHOMKY
<Co3patb cepTdUKaT> 1 Bbibepute cnocob co3aaHus M3 Bbinaatowero cnucka (cm. PucyHok 40).
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0BAHMK 3(

PucyHok 40 - OkHoO Bbinycka cepTudukaTta ana cybbekta pecypCHOM CUCTEMDI

4.4.8.1 Co3gaHne cepTUPUNKATA C 3aKPbITbIM KNoYoM pkcs#12

e B oTkpbiBwWeMcs OKHe co3paHusi cepTudukata (cM. PucyHok 41) BbibepuTe WwabNoH CO34aBAaEMOro
ceptuduKaTa M3 BbINaZaloWero cnucka. B BbinagatoweM cnucke 6yoyT mpuCYTCTBOBATb TOMbKO Te WAabBNOHbLI, Ha
MCNO/b30BaHWE KOTOPbIX AaHHOMYy Onepatopy npefocTaBneH AOCTYyN aAMMHUCTPATOPOM MyTeM CO34aHWs MpaBun
poctyna. OnucaHue nonei ons wWabnoHOB NO yMonYaHuto npueeaeHo B Mpunoxernue 1. OnucaHue nosei No yMonyaHuto
npeaycTaHOBMEHHbIX WabnoHOB cepTudUKaToB. Mocne Bbibopa WabnoHa B OKHe 0ToOpaxaeTcs MHpopMauus 0 LeHTpe
cepTuduKaLmMK, B KOTOPOM ByaeT BbinylweH ceptudumkaTt. LLeHTp ceptudukaLmm, B KOTOPOM BYAET BbINyLWEH cepTUdUMKaT,
onpepenseTcs npu cospaHuu WwabnoHa. Ecnv B wabnoHe B KayecTBe LEHTpPa cepTUdUKALMU BbiIOpaHO 3HayeHue
«/1to60ol», TO BbIMYCK CEPTUGMKATOB MO JAHHOMY LWABGAOHY AOCTYNeH B Nt0O6OM UeHTpe cepTudukaumu. Mpu 3ToM ans
BbIMyCKa cepTuduKaTos BYAET MCMOAb30BaH aKTUBHbINM B aHHbIA MOMEHT LEHTP CepTUDUKALMUN.

Boibepute wabnoH

- [llaGnou

ECA-Auth

lNpoponsuts

PucyHok 41 — OkHo co3panug ceptudmkata PKCS#12. War 1. Beibop wabnoHa
e HaxmuTe CTaBLUYIO aKTUBHOM KHOMKY <[1poaomkuTh> And nepexofia K CieayoLlemy wary.

e 3HayeHue aTpuOYTOB 3aNOJIHAETCS aBTOMATUYECKM B COOTBETCTBUM C AAHHBIMM B KapTOvKe cybbekTa (CM. M.
444 HacTOALWeEro pyKOBOACTBA) M M3MEHEHWMID He nopiexut (noppobHoe onucaHue noner npeayCTaHOBAEHHbIX
wabnoHoB cM. B Npunoxenune 1. OnucaHune nonewr No yMoaYaHUIO NpeayCTaHOBNEHHbIX WaboHOB cepTUdMKATOB).

B cnyyae ecnu B atpubyTe yKa3aHO HECKONbKO 3Ha4yeHui, B BbiMafawlleM MeHo OyneT npennoxeH Bbl6op
3HA4YEeHUS U3 CYLLEeCTBYHOLWMX MAM BO3MOXHO A0OaBneHWe 3HauyeHus aTpubyTa MO HaXaTU KHOMKKM <[o6aBuTb>

CnpaBa OT COOTBETCTBYIOLLErO Mons (ecnu aTpubyT COLEPXKMUT HECKONbKO 3HAYEeHWM, TO NPpU HaBEeAEHWU MbIIKKU Ha
KHOMKY <[J06aBWTb>, OHA CTAHOBWUTLCS AaKTMBHOM — KPaCHOro LBeTa). TakXe AOMNOAHUTENbHO f00aBneHHoe 3HayeHue

aTpnbyTa MOXHO yAaNuUTb NO KHOMKeE ﬂ cnpasa OT COOTBETCTBYtOLWEro nons atpnbyta (cM. PucyHok 42).
e Ecnu paHHble atpubyToB OTCYTCTBYIOT, TO HEOHOXOAMMO BBECTM 3HAYEHMS B COOTBETCTBYKOLLME NOAS B
KapTouke cybbekTa (cM. n. 4.4.5 HacToawero pykoBoacTBa).

. Heobs3aTtenbHble nons MOryT 0CTaBaTbCd HE3AaNOJIHEHHbIMU.

e HaxmuTe CTaBLUYIO aKTMBHOM KHOMKY <[Tpopo/xmTb> ANg nepexona K cyieayowemy wary.
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Yraxunte nanHsie WEB-Client

non Name

o791 XWbd

o/ 9. XWhbd@ms.ad.aldn

. User Principa

o7 9. XWbd@ms.ad.aldn

Mpogonwute =

PucyHok 42 - OkHo co3paHus ceptudmkata PKCS#12. War 2. ATpubyTel ceptudukaTta

o [lanee agMUMHUCTpPATOPY HEOHXOAMMO CO34aTb MAPO/b C NOATBEPXKAEHUEM AJi KIOUEBOro KOHTelHepa (CM.
PucyHok 43). NpaBuna BBoAa napons:

- 4S9 NpOCMOTPa BBOAMMbIX CUMBOJIOB HEOBXOAMMO HAXaTb KHOMKY (o 8 TEKYLLEN CTPOKE;

- Mapofib JOMXEH COAEpXaTb HE MeHee 8 CMMBOJIOB C MCMO/b30BaHMEM LMPP, 3arN1aBHbIX U MPOMNUCHbBIX
OYKB, BBOL OCYLLECTBNSAETCA HA NATUHULLE;

- ecIu B Mapofie UCMONb3YHTCS 3anpelLeHHble CUMBOLI, TO paMKa Mofsi BBOAA NPUOBpEeTaeT KpacHbIi
LBET;

- UM Napo/u He COBMaAatoT, TO paMKa Noss NOATBEPXKAEHWUS OKPALUMBAETCA B KPACHbIN LBET.

KHonka <Mpofo/mkuTb> AOCTYyNHAa TONbKO MOCAEe BBOLA M BEPHOrO MOBTOPEHMS Mapofis B COOTBETCTBMM C
npasunamu Beoaa.

CozpaiiTe naponk 408 3aMThI KAoUesoro koHTerHepa PIKCS#12

Mpogonxute 2

PucyHok 43 — OkHo co3panus ceptudukata PKCS#12. War 3. 3agaHne napons KOHTeMHepa ceptudukaTta
e B nenywowemM okHe TpebyeTca onpenenvTb napaMeTphbl WMdpoBaHus (CM. PUCYHOK 44):

= aNroOpUTM KNK4Ya;
- AJIMHY KNKYa.
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BHumaHue! locTynHble anropuTtmMbl onpeagensitotcs BbIOpaHHbLIM wabnoHom (ecnn
KpuntonpoBangep anroputma He 3asiBfieH B wabnoHe, ero BbIGOp OyAeT HeQOCTYMNeH), a Takxke
3aBMCAT OT KpuMnTonpoBaunAepoB UeHTpa cepTudukauumm, yKkasaHHOro B BblOpaHHOM LwWabnoHe
(ecnu B WabnoHe B Ka4yecTBe LEHTP cepTUpUKaLmMn yCTaHOBIIEHO 3HaYeHUe «Jbony», AOCTYNHbIE
anropuTMmbl 6yayT 3aBUCETb OT KPUNTONPOBaNnAepPoOB aKTUBHOIO LieHTpa cepTudmukaumum).

e [locne BbiGOpa anropuTMa HaxxMmTe KHonky <Co3aath cepTudukaT>.

YkamuTe napaMeTpsl KpMNTOr pagm

- AnropuTM Knraua -

RSA

- [nuta KakHE

2048

Coaparte ceprudmkar =

PucyHok 44 - OkHo co3paHus ceptudmkaTta PKCS#12. Lar 4. Beibop napameTpoB kpuntorpapum

o [lanee no HaxaTuto KHOMKKU <Co3aaTb CepTMOMKAT> OTKPbIBAETCS GMHANbHOE OKHO CO3aaHMs cepTudumKaTa u
oTO6paXaeTca KpaTkas MHPOpPMaLMs 0 CO34aHHOM cepTudmkate (cM. PucyHok 51).

BHumaHue! Tonbko B AaHHOM OKHE BO3MOXHO CKadaTb cepTudmkat M 3aKkpbIiTbI KNOY B
KOoHTenHepe pkcs#12, nocne 3akpbITUA OKHa CKavyaTb cepTUdUKaT BO3IMOXHO TONIbKO B ¢hopmaTte
.pem.

Ceptudmkar YENELHo co3aaH

M3naTens: Root
CybuekT: 0791 XWhd
Deitcteyet: € 03.09.2025 no 04.09.2026

Ckauats ¥

PucyHok 45 — OkHO Mo pe3ynbTaTy YyCNeLWwHOoro 3aBepLieHuns co3nanna ceptudukata PKCS#12
e [lpu ycnewHoOM CO34aHUM CepTUPUKATA M BbINMONHEHUU BCEX YCIOBUI HUXKE NMPOUCXOAUT ero nybnukauums B
PecypcHyH CUCTeMY:
- cepTuduKaT Bbln co34aH Ans CybbekTa, NOAK/IYEHHOrO K peCypCHOM CUCTEME;

- CepTVIq)MKaT CO034aH no LIJa6J'IOHy, B KOTOPOM BKJ/1KOY€EHa ny6nvn<au,vm CepTMCbMKaTa B peCYypCHY0 CUCTEMY.

B cnyvae ycnewHow nybnukaumm ceptudukaTa B PeCypCHY CUCTEMY OTOBOpasuTCca BCM/biBakoLwee
coobuweHmne «CepTdUKAT yCnewHo onybnKoBaH B peCypCHY CUCTEMYY.
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B cnyuae ownbku nybnmkauumn ceptudukaTta B peCypCHyto CMCTeMy 0TOBpasuTCsa BCM/biBatowWwee coobuweHme
«Ownbka nybnukaumm ceptMdukaTa B PeCcypCHYH CUCTEMY», Takke cepTudukaT OyaeT nomeyeH, Kak
Tpebywmi nybamMkauun. M npu BKIHOYEHHOM HACTpOKiKe aBTonybnukaumm bynet npomnsseneHa nonbiTka ero
nyb6aMKaLMM B COOTBETCTBMM C PACMCAHUEM.

4.4.8.2 Co3naHve cepTnduKaTta cybbeKTa rno 3anpocy

. I'Ipeu,BapMTeanble yCcnoBua BbINOTHEHNA CUEHAapUA:

- dann-3anpoc png cybbvekTa Ao/MKeH OblTb MOAroTOB/EH 3apaHee Ha ctopoHHem LLC (Hampumep, npu
nomouwm MO «EanHbiit kKnueHT JaCartay);

- pacwupeHune dann-3anpoca AOMKHO ObITb *** _csr UAK ***  pem;

- dann-3anpoc JomkeH 6biTb CPOPMUPOBAH C YHETOM M3BECTHbIX AAHHbIX BbiIOpaHHOro wabnoHa LeHTpa
ceptudukaumm Aladdin eCA. Hanpumep, ang ucnonb3oBanus wabnoHa «Domain Controller» B 3anpoce
[OMKHbI O6bITb YKa3aHbl napameTpbl DNS Name 1 MS GUID;

- no danny-3anpoca paHee He 6bin BbiNyweH cepTudmKar.

e B otkpbiBwemMcs okHe (cM. PucyHok 46) Heob6xoanMo BbibpaTh M 3arpy3uTb dain-3anpoc, a Takke BblbpaTb
wabnoH ceptudukata B COOTBETCTBMM C 3amMpocoM (npepnonaraercs, yto Onepatop 3apaHee 3HaeT KakoM LWabnoH
HeobxoanMo BbibpaTh). B cnucke wabnoHoB OyayT MpUCYTCTBOBATb TOMbKO Te WAabMOHbI, HA MCMOAb30BaHME KOTOPbIX
faHHoMy OnepaTopy npepoctaBieH AOCTYN agMWMHMCTPATOpPOM MyTeM CO34aHMs npaBun goctyna. Mo dainy 3anpoca
BO3MOXEH TO/IbKO O4HOPa30Bbli BbiNyCK cepTudukata. MNocne Boibopa wabnoHa B okHe oTobpaxaeTcs MHdOpMaums o
LeHTpe cepTudMKaummM, B KOTOpoM OyaeT BbinylweH ceptudwukar. LeHTp ceptudukaumm, B KoTopoM OyAeT BbinyLieH
ceptudukaT, onpenensercs npu cosgaHun wabnoHa. Ecam B wabnoHe B KayecTBe LeHTpa cepTMdMKauMu BbibpaHo
3HaveHune «J1oboi», TO BbINYCK cepTUdMKATOB NO AaHHOMY WabNoHy JOCTyneH B N06OM LeHTpe cepTudukauuu. Mpu
3TOM 4151 BbiNycKa cepTuduKaToB OyaeT MCMONb30BaH aKTUBHbIM B JaHHbIA MOMEHT LEHTP CepTUdOUKALIUN.

e [Ipn HeobxoAMMOCTM, BO3MOXHO nepesarpysutb @ain-3anpoc B MacTepe Co3aaHust cepTudukaTta bes
cbpoca Tekywero nporpecca no KHonke <M3mMeHUTb>.

3arpy3urte 3anpoc

req csr

Buibepute wabnoH

- LikaGnon
ECA-User

[pogomsurs =

PucyHok 46 - OkHo co3paHus cepTudumkata no 3anpocy. Lar 1. 3arpyska 3anpoca u Bbibop wabnoHa
o Tlocne 3arpy3ku (aiina 3anpoca 1 Bbibopa WwabnoHa HaXXMUTE aKTUBUMPOBABLLYHCS KHOMKY <[1poaomKuTh>,

e [lporpamMMa npoBepsieT 3aMpoc Ha COOTBETCTBME MOJIEN 3anpoca Ha cepTudMKaT U aTpubyToB CybbekTa Mo
npaeunam, npueeaéHHbIM B Tabnuua 7. MpoBepka ABNSeTcs perncTpoHe3aBUCMMON.
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Tabnuua 7 — CooTBeTCTBME NOMENM 3anpoca WabnoHy BbinyckaemMoro ceptudumkara

33714370.03.01.001 34 01

3HaueHne| ATpubyT |Bo3moxHOCTb
Mone B wabnoHe | nonaB | cybvekra €o3aaHug one B ceptudukate Bo3MoxHble owmbkm*
3anpoce AECA cepTudukaTa
MNpasuna nposepku cooteetcTBMa SDN nonen
1) Ownbka N22, ecnu 3Ha4eHue B
3anpoce He NPOXOAMT BaNMAaLMIO NO
EcTb, oba3atenbHoe| Ectb Het Het - P P
WwabnoHy
2) Ownbka N24
EcTb, oba3aTenbHoe Het Het Het - Ownbka N21
1) Ownbka N22, ecnu 3HayeHue B
3anpoce He NPOXOAMT BaNMAaLMIO No
wabnoHy
EcTb, oba3aTenbHoe EcTb Ectb Oa MpucytctByeT
pucyrcrey 2) Owwmnbka N24, ecnu 3HayeHue B
3anpoce He COOTBETCTBYET 3HAYEHUIO
atpubyTa cybbekTa
EcTb, oba3aTenbHoe Het Ectb Het - Owmnbka N21
1) Ownbka N22, ecnu 3HayeHue B
EcTb, Ecto Her Her 3anpoce He NPOXOAMT BanMAaLMIo No
Heobs3aTenbHoe wabnoHy
2) Ownbka N24
Ectb
’ Het Het a OtcyTcTBYET -
Heobs3aTenbHoe A y 4
1) Ownbka N22, ecnu 3HaYeHue B
3anpoce He NPOXOAUT BaNMAALMIO MO
Ectb WwabnoHy
’ EcTb Ectb Ha MpucytctyeT
Heobs3aTenbHoe lwnbka N24, ecin 3HaYeHue B
6 pucyTcTey 2) OwmbKa No4
3anpoce He COOTBETCTBYET 3HAYEHMIO
aTpubyTta
Ectb
’ Het Ectb a OTcyTcTBYET -
Heobs3aTensHoe A yTeTey
Het Ectb Het Het - Ownbka N23
Het Het Het Ha OtcytcTBYET -
Het Ectb Ectb Het - Ownbka N23
Het Het Ectb Oa OtcytcTByeT -
Mpasuna nposepku cootseTctBus SAN nonei
1) Ownbka N22, ecnu 3HaYeHue B
3anpoce He NPOXOAMT BaNMAALMIO NO
EcTb, oba3atenbHoe| Ectb Het Het - P P
WwabnoHy
2) Ownbka N4
EcTb, oba3aTenbHoe Het Het Het - Ownbka N21
1) Ownbka 2, ecnv 3HaYeHue B 3anpoce
He MpOXOAMT BanuaaLmio no wabnoHy
2) Ownbka 4, ecim 3HayYeHWe B 3anpoce
He COOTBETCTBYET 3HAYeHUI0 aTpubyTa
cybbekTa
Ectb, 06913aTenbHoe | EcTb Ectb Ha Mpucytctyet y
McnpaBneHue ykasaHHbIX owmnbok
[LOCTYMHO Ha 3Tane nepeonpeaeneHuns
3HayeHui ons nonei SAN, ykasaHHbIX B
wabnoHe.
Owwmbka N21
McnpaBneHume ykazaHHOW oWwnbKu
EcTb, 06g3atenbHoe Het Ectb Oa MpucyTcTByeT P y

[OCTYMHO Ha 3Tane nepeonpeaeneHuns
SAN (nytem BbibOpa 3Ha4YeHUs Ans nons
u3 atpmbyTta cybbekTa).
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3HauyeHuel ATpubyT |B0O3MOXHOCTbL
Mone B wabnoHe | nmona B | cybbekTa C034aHus Mone B cepTudumkate Bo3MoOXxHble omnbknu®
3anpoce AECA cepTudukaTa
1) Ownbka N22, ecnu 3HaYeHue B
Ectb, Ect Her na Orcyrcreyer 3anpoce He NPOXOAMT BannaaLmio no
Heobs3aTenbHoe wabnoHy
2) Owmnbka N24
Ecte, Het Het Ha OTcyTcTBYET -
Heobs3aTesnbHoe
MpucyTcTayeT, ecnu none He 66110
yAANEHO Ha 3Tane nepeonpenenexHus
3HauveHu gns noneit SAN, ykasaHHbix|1) Ownbka N22, ecnun 3HaueHune B
£ B WabnoHe 3anpoce He NPoOXoAUT BannaaLmio no
€T, EcTb EcTb [Ha unm wabnoHy
Heobs3aTesbHoe
OtcyTcTByeT, ecnu none 66110 2) Owwmbka 4, ecnu 3HaueHune B 3anpoce
yAANEeHo Ha 3Tane nepeonpeseneHus |He COOTBETCTBYET 3HAUYEHUIO aTpubyTa
3HaveHu ang nonen SAN, yKazaHHbIX
B WabnoHe
MpucyTcTayeT, ecnu none He 66110
yAANEHO Ha 3Tane nepeonpenenexHus
3HaveHu ana nonent SAN, yKazaHHbIX
B LWWabnoHe
EcTb,
Heobs3aTesbHoe Her Ect Aa v i
OTtcyTcTByeT, ecnu none 66110
yAaneHo Ha 3Tane nepeonpenenexHuns
3HaueHui ans noneit SAN, ykasaHHbIX
B WabnoHe
Het Ectb Het Ha OtcytcTeyeT Owwnbka N23
Het Het Het Ha OtcytcTByeT -
Het Ectb Ectb Ha OtcytcTByeT Owwnbka N23
Het Het Ectb Ha OtcytcTeyeT -

e Ecmm Bo Bpems 06paboTku 3anpoca npousowna owuMbkKa, B OKHe pe3ynbTata 06paboTku 3anpoca
oTobpaxatTca coobueHnss 06 owubkax B MOnsSX 3anpoca, rae OHuM Oblin OOHapyXeHbl, C LBETOBOWM (KPAaCHOWM)
WHOMKaUMen 1 npeaynpexnarwen MKOHKoM (cM. PucyHok 47 n PucyHok 48).

e B cnyyae BbigBneHus ownbku B 3anpoce Ha cepTMdMKaT [OCTyna Ans cybbekTa BO3MOXHbI Cleaylolme
coobueHus:

- «OTcyTcTBYET 06513aTENbHOE NONe» (ownbka N21)7;
- «3HauyeHue B MoJe He COOTBETCTBYET perynsipHoMy BbipaxeHuio: \"%s\"”, rae \"%s\» (owmnbka N22)?;
- «[lone otcytcTByeT B WabnoHe» (owmnbka N23);

- «3HayeHue B None He COOTBETCTBYET 3HaUeHMIO aTpubyTa cybbekTa» (owmnbka N24).

Ecnu cospanune ceptudukaTa HEBO3IMOXKHO, TO CYLLECTBYET BE BO3MOXHOCTU:
- BEPHYTbCS Ha NpeablayLMi War U CMEHUTb WAGMOH HA NMOAXOAALLMIA;

- nepeco3gatb $ann-3anpoc C y4ETOM BbISB/IEHHbIX NPU CBEPKe OWKMOOK M nepe3arpysuTb darn-3anpoc,
BEPHYBLUMCb Ha NpeaplayLime Warn No HaxaTuio KHonku <Hasap>.

" OnucaHue nonei NpeaycTaHoBNEHHbIX WabnoHoB cM. B Mpunoxerne 1. OnucaHue nonei N0 yMONYaHMIO NpeaycTaHOBNEHHbIX LWabnoHOB
cepTMdumKaToB.
2 MpaBuna BanMaaLMmM 3HAYEHWIT NoNeit NpeayCTaHoBAEHHbIX WabnoHoB cM. B Mpunoxenue 2. MNpasuna BanmMaaLUmMm 3HaueHuii noneii no

YMONYaHUIO NpeLyCTaHOBMEHHbIX WAaBAOHOB CepTUPUKATOB.
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HeBosmoxHo cosaate cepTudmkart no sanpocy ona wabnoxa ALD PRO Smartcard Logon.

M3mMeHUTE JakHbie 3anpoca WK BuibepuTe ApYrow WabnoH.

Paanuualolieeca uMs cybbekra

CN anton123
(6]

DC

DC

AnbrepHatmBHoe uMA cybhekTa

RFC822NAME

MS_UPN

PucyHok 47 — OkHoO co3paHus ceptudukata no 3anpocy. Lar 2. Pesynbtat 06paboTkm 3anpoca ¢ owmnbkon B none

Pa3NMYaloLLErocs MMeHU cybbekTa

3arpy:eH 3anpoc Ha cepTudMkaT Ana no wabnoxy

Paanuualouieecn uma cybnekta
CN localhost localhost

AnsrepHaTMBHOe UMA cyObekTa

DNS_NAME localhost localhost

MS_UPN

Mponomkuts -

PucyHok 48 — OkHo co3paHus ceptudukata no 3anpocy. Lar 2. Pesynbtat 06paboTkm 3anpoca ¢ owmnbKaMm B Nonax

anbTEPHATUBHOIO UMEHU CYObEKTA

e B pesynbraTe ycnewHow 06paboTku 3anpoca Ha cepTUdMKaT CybbekTa Ha CnefyloLweM ware oTobpaxatrorcs
(cM. PucyHok 49):
- Tabnuua, copepxallas:
O nepeyeHb Nonew, 3afaHHbIX B WwabnoHe (B ctonbue «Mong»);
NUKTOrpaMMbl, oTobpaxatoLime obs3atencHble u Heobs3aTenbHble Nons wabnoHa (8 ctonbue «B
wabnoHey). Muktorpamma «Manka» M ykasbiBaeT Ha HE06S3aTENLHOCTL MO, @ MMKTOrPaMMa
«[lgoitHas ranka» YKa3bIBaeT Ha 00693aTeNbHOCTb NONS;
O 3HauyeHusa Ans nonen, 3aAaHHbIX WabnoHOM, NONYYEHHbIE U3 3anpoca Ha cepTudumKart (B ctonbue
«3HauyeHue 13 3anpoca);
O  3HauyeHus, KoTopble ByayT yKa3aHbl B NONSX CO3aBaeMOro ceptudukara (B ctonbue «3HauyeHue
B cepTuduKaTe).
- [JaHHble Tabnuubl pasgeneHa Ha ABe OCHOBHbIE YacTu:

o pasnuuarweecs uMms cybbekTa (Subject DN);
o pononHutenbHoe uMms cybbekTa (Subject AltName).
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- KHornka <[MpogomkunTb> AN nepexoaa K CeaylLeMy wary;
- KHonka <Hasapg> ong Bo3Bpata K NpeablayLeMy wary;

- KHonka <OTtMmeHa> pans 3aBepuieHuna paGOTbI MacTtepa CO034aHuA cemechKaTa be3 COXpaHEHMUA
pe3ynbTaToB.

e B cnyuae, ecnm B davine-3anpoce CywecTBYOT AOMONHWUTENbHbIE MOAS CYObeKTHbIX WAEHTU(UKATOPOB,
OTCYTCTBYIOLIME B TeKyLleil peanuszaumu’, To oHM naeHTuduumpyroTcs no napametpy OID.

3arpyxeH 3anpoc Ha ceptudukar ans no wab6noHy

Paznunuatouleecs nms cybbekra

(@) PetrovAD PetrovAD

AnbTepHaTUBHOE UMSA (y6bEKTa

RFC822NAME test123@mail test123@mail

MS_UPN test123@mail test123@mail

Mpogonxute >

PucyHok 49 - OkHo co3paHus ceptudmkarta no 3anpocy. Lar 2. Pe3ynbtat ycnewHon obpaboTku 3anpoca

e T[locne ycnewHow 3arpy3ku @aina 3anpoca HaxmuTe KHomnKy <[pofonxXkuTb> A4S NPOLO/IKEHNUs NpoLeaypsbl
BbINyCKa cepTUdUKaTa Ang cybbekTa, kHonky <OTMeHa> [ns npekpalleHus npouenypbl BbiMycka ceptudukaTa wunu
KHonKy <Hasapn> fns Bo3BpaTta Ha npenblayLimi Wwar.

e B okHe cnepylowero wara ykasaHbl aTpubyTbl B COOTBETCTBMM C wWwabnoHom ceptudukaTta (moapobHoe
OMnuCaHWe noJsiem npenycTaHOBAEHHbIX wWabnoHoB cM. B [lpunoxeHne 1. OnucaHue nonew nNo  YMOJYAHMUIO
npenyCcTaHOBAEHHbIX WABNOHOB CepTUPUKATOB). 3HaYeHMe aTpMOYTOB 3aMONHAETCS aBTOMATMYECKM B COOTBETCTBUM C
[aHHbIMKM B KapTouke cybbekTa (CM. n. 4.4.4 HacTosWero pykoBOACTBAa) M U3MEHEHUIO He noanexut. B ciyvae ecnm B
aTpubyTe yKa3aHO HEeCKOIbKO 3HaYeHWi, B BbiNagaloleM MeHio Byaer npensoxeH BbiOOp 3HAYEHUS M3 CYLLECTBYHLLMX

UM BO3MOXHO A00aBNEHME 3HAYEHUS anMGyTa MO HaXaTu KHonku <J1ob6aBuTb> cnpaBa OT COOTBETCTBYHOLLETO
nonqa (ecnw anVIGyT COOEep>XUT HECKONbKO 3HAYEHUN, TO npu HaBegeHUN MbIWKKU Ha KHOMKY <ﬂ,06aBVITb>, OHa
CTAaHOBMWTLCS aKTUBHOM — KpaCHOro Ll,BeTa). Takxe [AOoMoNHWUTENbHO L00aBNEHHOE 3HaYEeHNe anM6yTa MOXHO yOanunuTb no

KHOMKe ﬂ cnpaBsa OT COOTBETCTBYOLLEro nons atpubyta (cM. PucyHok 50).

e [lepeyeHb fOCTYNHbIX Ans BbI6opa 3HayYeHui B nonax SAN BkovaeT B cebs:
- 3Ha4YeHWs COOTBETCTBYIOLLEro Nosto aTpmbyTa cybbekTa;
-  3HayeHus BAHHOro MONS M3 3anpoca, ecin y cybbekTa B COOTBETCTBYIOLWEM aTpubyTe eCcTb aHanorn4yHoe
3HauYeHue, OT/IMYAloLLeeCs OT 3HAYeHUs B 3anpoce TONbKO PerncTtpamuM CUMBOJIOB (TakMe 3HavyeHus

OTMeYeHbl MUKTOrPaMMOit «3anpoc» n)

e [lpu OTCYTCTBMM AOCTYMNHbIX 419 YKa3aHUs 3Ha4YeHWi B none obs3atenbHoro atpubyta 6yaet otobpaxaTbcs
owmnbka «Y cybbekTa OTCYTCTBYET YKa3aHHbINA aTpubyT».

o Heobs3aTtenbHble N0 MOTYT OCTaBATbCS HE3AMOJHEHHbIMMU.

" Ona cnpasku - https;//www.alvestrand.no/objectid/2.5.4.html, pasaen Subdirectory references.
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AnsTepHaTuBHOe MMA cybbekTa

RFC 822 Name
test@test.com

MS UPN, User Principal Name
DenaMMarshall@superrito.com
DenaMmarshall@superrito.com
lesi@test .com

DenaMMarshall@superrito.com EHE Coanartb ceptudukar ->

PucyHok 50 - OkHO co3paHus ceptudmkata Ha OCHOBaHWM 3anpoca. War 3. ATpubyTbl cepTudmkaTta

e [lanee no HaxaTuio kHonku <Co3aatb cepTUPUKAT> OTKPbIBAETCS (MHANbHOE OKHO CO3[aHusi cepTudumKaTa u
oTobpaaeTcs KpaTkas MHPOpMaLMs 0 co3aaHHOM cepTudumkaTe (cMm. PucyHok 51). Y co3paHHoro ceptudukarta 3HaueHus
B nongax SDN coOTBETCTBYIOT 3HauyeHMsM B COOTBeTCTBYHOLWMX nongx SDN 3anpoca, Ha OCHOBe KOTOporo 6bii co3aaH
cepTudukar.

e [Ipu nonbiTke MOBTOPHOrO CO34aHMS cepTMdMKATa Ha OCHOBAHWM OAHOMO 3aMpoca Ha AAHHOM luare
oTobpaxaeTcsa owmbKa.

BHumaHue! TONbKO B JaHHOM OKHe BO3MOXHO CKavaTb cepTudmKkaT M 3aKkpbiTbi KN4 B
KOoHTenHepe pkcs#12, nocne 3akpbITUA OKHa CKavyaTb cepTUdUKaT BO3MOXHO TOSIbKO B ¢hopmaTte
.pem.

Ceptudmrar YCNewHo co3naH

Wanatens: Root
CybuekT: 0791 XWhd
Heicreyet: ¢ 03.09.2025 no 04.09.2026

Ckavate ¥

PucyHok 51 - OkHo co3paHus cepTudmkata no 3anpocy. MiHdopMupoBaHue 06 ycnewHoM co3iaHumn ceptudukaTa

e [Ipu ycnewHom co3gaHmm cepTudukaTa U BbIMOIHEHUM BCEX YCNOBUI HUXKE NMPOUCXOAMT ero nybnmMkaumsa B
PeCcypCHyH CUCTeMY:

- cepTMdMKaT bbi co34aH ANs CyObeKTa, MOAKIOYEHHOTO K PECYPCHOW CUCTEME;
- CEepTMdMKAT CO34aH Mo WabfoHy, B KOTOPOM BKAOUYEHA NybaMKaLmMs cepTudMKaTa B PECYPCHYIO CUCTEMY.

B cnyvae ycnewHoi nybaukauum ceptuduKata B peCYypCHyl0 CMCTEMY OTOOGPasuTCs BChblBaKoLLee
coobueHne «CepTudUKaT ycrnelwHo onybankoBaH B PECYPCHYH CUCTEMY.

B cnyyae owmnbku nybnamnkauum ceptudukata B pecypcHyo cucteMy oTobpasuTcs BCnbiBatolee coobuieHne
«Owmnbka nybnukaumm cepTMdMKaTa B PECYPCHY CUCTEMY», TaKXKe cepTudUKaT OyaeT nomeyeH, Kak
Tpebytowmit nybankaumu. M npu BKIHOYEHHOW HacTpolike aBTonybamkaumum 6yaeT NpoM3BeLeHa NOMbITKA ero
nyb6aMKaLmMM B COOTBETCTBMM C PACMCAHUEM.
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4.4.8.3 Co3naHve cepTndUKaTa CybbeKTa Ha KI0YEeBOM HocuTene

BHumaHue! Bbinyck ceptudmkatoB ¢ anroputmom knroya FOCT P 34.10-2012 u gnuHom knroya 512
BO3MOXEH TOJIbKO Ha KNntoyveBbix Hocutensax JaCarta-3.

BHumaHue! OrpaHu4eHMsi MO BO3MOXHOCTAM reHepauuu ANA KA4YeBbiX HocuTernen PyTokeH
npuBeAeHbl Ha ohULMaNLHOM calTe NPOU3BOAUTENS.

I'Ipe,u,BapMTeanble YCNnoBuA BbINMOTHEHNA CUEHapUa:

e Ha KoMmnblTepe, C KOTOPOro BbIMOMAHAETCA NOAKMAYEHMe K Beb-uHTepdency LleHTpa peructpauum
Aladdin eRA, pomxkHo 6biTb ycTaHoBNeHO npunoxerue JC-WebClient unu MO «PytokeH Mnarnt».

e Haxatne kHonku <Co3patb (BbimyCcTuTb) CcepTMdMKAT> - «Ha KJIKOYEBOM HOCUTeNe» CTapTyeT CLueHapui no
CO3[aHUI0 cepTMdUKATa Ha KIOYEBOM HoCUTeNe.

e B cnyyae ecnn 3n1eKTPOHHbIN KOY YCNEWHO NOAK/KYEH, B OTKPbIBLIEMCS HEOHXOAMMO BbIOpaTh KIOYEBOM
HOCMTENIb U3 BbINAAALLEro CNMCKa B Nose «YCTpoiicTBO», BBeCTM PIN-Ko4 nonb3oBaTens K4YeBOro HOCUTENS U ykasaTb
wabsioH Ans Bbinycka ceptudukaTa. B cnucke wabnoHoB 6yayT NpUCYTCTBOBATL TOMLKO Te LWAaBAOHbI, HA UCNONb30BaHME
KOTopbiX AaHHoMy OrnepaTtopy npefocTaBieH LOCTYN aAMMHUCTPATOpPOM MyTEM CO34aHuMs npaBun poctyna. locne
Bblbopa wabsoHa B OKHe 0ToOpaxaeTcs MHGOPMALMS O LEHTPE CEPTUPGMKALLMM, B KOTOPOM ByAeT BbiNyLEH cepTudmkar.
LleHTp ceptudukaumm, B KOTOPOM OYAET BbINYLLEH CEPTUDMKAT, ONpESENnsieTcs Npu co3naHuM wabnoHa. Eciu B wabnoxe
B KauyecTBe LEHTpa cepTudMKaLmMM BbibpaHO 3HauyeHue «J/1ioboi», TO BbiNyck cepTUHMKATOB MO AAHHOMY LWABAOHY
[OCTyneH B Ntob6oOM LeHTpe cepTudukauuu. MNpu 3TOM Ans BbiNycka CEPTUGUMKATOB OYAET MCMONb30BAaH AKTUBHLIA B
[AHHbIA MOMEHT LEEHTP CepTUDBUKALMK.

o [lepexof Ha cnepyloWMii WAr OCYLWECTBASETCS MO CTaBLIEN AKTUBHOW KHoMke <[poLo/mxutb> B Ciyyae
BBOZA KoppekTHOro PIN-koaa anekTpOHHOro Kkoya M 3anoHEHWM BCEX MOEN.

©

Buibepure yCcTpoicTBO ¥ WabnoH

JaCarta#4E460022 196607

Mpogonxute =

PucyHok 52 - OkHO co3panus ceptudmMKaTa Ha INEKTPOHHOM Kntove. Lar 1

e B okHe Llara 2 ykasaHbl aTpubyTbl B COOTBETCTBMM C BbiGpaHHbIM (Ha NpenblaylieM Lare) WabaoHOM
ceptudumkaTa (NnogpobHoe onucaHWe nonei npeaycTaHOBNEHHbIX WabnoHoB cM. B Mpunoxernue 1. OnucaHue nonen no
YMOJIYaHWUIO MpPEenyCTaHOB/EHHbIX LWAOAOHOB CEpTUPUKATOB). 3HauyeHMe aTpMOYTOB 3arOSIHAETCS aBTOMAaTUMYECKM B
COOTBETCTBMUM C AaHHbIMM B KapTouke cybbekTa (cM. n. 4.4.4 HacTOSALWEro PyKOBOACTBA) M M3MEHEHUIO HE MOAJSiexuT. B
cNyyae ecnu B aTpubyTe YKaszaHO HECKOJIbKO 3HAYEHWI, B BbINaAaloWeM MeHH OyAeT NpeanoXxeH BblOOp 3HAYEHUS U3

CYLLECTBYHOLIMX WM BO3MOXHO Ao0b6aBneHuMe 3HauveHus aTpubyTa Mo HaxkaTu kHonku <[o6aBuTb> cnpasa ot
COOTBETCTBYIOLWEr0 nons (ecnn atpubyT COAEPXKMUT HECKObKO 3HAYeHWH, TO MpU HABELEHWU MbIWKM HA  KHOMKY
<[106aBWTb>, OHA CTAHOBMUTbLCSA AaKTMBHOM — KPaCHOro LBeTa). Takxe AOMNOAHUTENbHO A06aB/ieHHOe 3HaveHue aTpubyTa

MOXHO YAaNUTb MO KHOMKE ﬂ CMpaBa OT COOTBETCTBYIOLWENO MONs aTpubyTa.
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o Heobs3aTtenbHble N0 MOTYT OCTaBaTbCS HE3AMOHEHHbIMMU.

Ykaxute paHHbie - Konua_WEB-Client

Mpogonxute >

PucyHok 53 — OkHO co3paHus cepTudmKaTa Ha 3NEKTPOHHOM kitode. Lar 2

e [lanee Heo6X0AMMO BbIGpaTh NapaMeTpbl Kpuntorpahum:

- BblbepuTe anropuTM reHepauuu K4YeBOi Napbl M3 packpbiBatowwerocs cnucka. CNMCOK anropuTtMoB
Kno4a onpepenserca WabnoHoMm. [lpy 3TOM  anropuTMbl, 18 KOTOPbIX Ha aKTMBHOM LEHTpE
cepTdMKaumMM OTKIOUEH KPMNTONpOBaiaep, He ByayT oTobpaxeHbl B cnucke. Mo yMonyaHuio yKasaH
MepBbIi1 arOPUTM M3 CMIUCKa B UCMO/b3YEMOM LWaboHe, A1 KOTOPOro HE OTK/IOYEH KPMNTONpoBaiaep;

- BblbepuTe OMHY K/OYa M3 PACKpbIBAKOLLErOCsS CNMCKA. MuHMManbHas AOCTYyMHas Afs Bblbopa AfiMHa
KJIlo4a onpenensietTcs BblopaHHbIM WabnoHOM. 1o YMONYaHMIO YKa3zaHa MUHUMaNbHas AAMHA KkoYa no
Wwabnony;

- nocne Bbl60pa aJIroOpuUTMa Ha>XMUTE KHOMKY <Co3gatb cemechKaT>.

YKaxute napameTpbl Kpuntorpacpumn

AnropuTs Kniova

RSA

Anwna kniova

2048

Cospartb ceptucpmkar -

PucyHok 54 — OkHO co3paHus cepTudmKaTta Ha 3NEKTPOHHOM Kntove. Lar 3

e [lanee OCyleCTBAAIOTCA BCE HEOGXOAMMbIE OMEpauMM ANs BbiMyCKa M 3anucu cepTudmkaTa Ha KIYeBoin
HOCUTESb:

- TeHepauMs K/IlOY4EBOM Mapbl HA OCHOBE JAHHbIX 3aNOJHEHHOrO WAbMoHa cepTUdMKATa HA NpenblayLieM
ware;

- reHepaums 3anpoca Ha OCHOBE [AaHHbIX 3aMOIHEHHOrO WabnoHa cepTUdMKaTa Ha NPeLblayLLEM Lare;

- BbINYCK cepTudUKara;

- 3anucb cepTudMKaTa Ha KNHOYEBOW HOCUTEND.

. |-|DOLI,ECCbI BbINOJIHAKOTCA aABTOMATUYECKM W nNoCae 3aBeplieHUMa npoueccoB CTaHYT AOCTYMHbl KHOMKK
<CkayvaTb CepTM¢MKaT> n <CkayaTtb Lenoyky CepTl/ICbl/IKaTOB>.
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BHumaHue! CepTucpukaTt 1 3aKpbITbIN KoY B KOHTeMHepe pkcs#12 BO3MOXHO ckayaTb TONIbKO B
nocnegHeM OkKHe Bbinycka cepTudukaTta «ob6 ycnewHom co3gaHum ceptudumkaTta» no HaxaTuro Ha
KHonkKy <Ckauyatb>. [lanee, nocne 3aKpbITUs OKHa, CKauMBaHue BbiNyLWeHHOro ceptucdukarta ons
cyb6bekTa B pasgene «Ceptudukartbi» 4OCTYNHO TONbKO B popmaTte .pem!

Co3paHue cepTMdUKaTa Ha KNIOUeBOM HocUTene

Cepruduxar YCNeWHO CO34aH ¥ YCTAHOBNEH Ha KNKYeBON HOCUTeNb

V3parens: OmskKvantSub
Cybwexr: TestLocal
Aeiicrayer: ¢ 26.02.2025 17:07:36 no 25.02.2026 17:07:36

Cxavars ceptuduxar B

PVICYHOK 55 - OkHo YyCnewHoro co3aaHuna CepTVId)VIKaTa CY6'bEKTa Ha 3/IEKTPOHHOM KNnkye

e [Ipu yCMELWHOM CO34aHMN CEPTUdMKATA M BbIMONHEHMM BCEX YC/IOBUI HUXKE MPOMCXOAMUT ero nybimKauus B
PECYPCHYIO CUCTEMY:

- cepTuduKar Bbln co34aH Ans CybbekTa, NOAK/IYEHHOrO K peCypCHOM CUCTEME;
- cepTUdMKaT co3aaH no WwabnoHy, B KOTOPOM BKJKOYEHa Nybamkauns ceptudmkata B peCypCHYH CUCTEMY.

B cnyvae ycnewHoi nybaukauum ceptuduKata B pECYpCHYl0 CMCTEMY OTOGPasuTCs BChblBaKoLLee
coobueHne «CepTudUKaT ycrnelwHo onybankoBaH B PECYPCHYH CUCTEMY.
B cnyyae owmnbku nybnamkauum ceptudukaTta B pecypcHyo cucteMy oTobpasuTcs BCnbiBatolee coobuieHne
«Owmnbka nybnvkaumm cepTUdMKaTa B PECYPCHYD CUCTEMY», TaKXKe cepTudMKaT OyaeT nomeyeH, Kak
Tpebytowmit nybankaumu. M npu BKIOYEHHOW HACcTpolike aBTonybamkauum 6yaeT NpoM3BeLeHa NOMbITKA ero
nyb6aMKaLmMm B COOTBETCTBMM C PaCMCAHUEM.

CoobleHns 06 owmnbkax Npu co3gaHum cepTudUKaTa Ha KNOYEBOM HOCUTENE:

e B cnyuae, ecnin MO JC-WebClient nan unum MO «PytokeH lMnaruH» npepBaputencHO He YCTAHOBNEHO, TO
afMuHUCTpaTop byaeT yBefoMneH 06 3ToM MHPOPMAUMOHHBIM CoobLeHneM (cM. PucyHok 56). [ing Bbinycka
cepTMdMKaTa Ha aNeKTPOHHOM Kntove yctaHosuTe 0 JC-WebClient unu «PyTokeH Mnarun».

MO ana paboThl € KNIOYEBLIMH HOCUTENAMM HE YCTaHOBNEHO

[inA paboTkl ¢ KMOUEBLIMIA HOCUTENAMI CHauana ycraHoeuTe Heobxopumoe (10,
Hanpumep, «JC-WebClients, u nepeaanycmuTe npolject co3naHnA 3anBKA.

PucyHok 56 - MO ang paboTbl C KNKOYEBLIMU HOCUTENSMU HE YCTAHOB/IEHO
e B cnyuyae, ecnu 3neKTPOHHbIM HOCUTENb HE MOAK/IOYEH, TO aaMUHUCTpaTop 6yaeT yBefomneH 06 3TOM
MHAOPMaLMOHHBIM coobuieHneM (cMm. PucyHok 57). lns Bbinycka cepTudukata NOAKIOUNTE SNEKTPOHHbIV
K04 M nepesanycTuTe MacTep co3paHus ceptudumkara.
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Het AoCTynHbIX YCTPOWCTB

MoAKA MCTBO M Nepe3any MQCTep COo3, epmbukara

PucyHok 57 = OkHO MHbOPMaLMOHHOTO coobLeHns «HeT AOCTYMHbIX YCTPOMCTBY»

B cnyuae, ecnu BbibpaHHbIM AN14 BbiNycKa cepTudmKaTa anropMTM He Noafep>KMBaeTCS BbIOBpaHHOM MOAENbIO
K/Il04EBOro HoCUTeNS, aAMUHMUCTpaTop ByaeT yBeaoMaEH 06 3TOM MHPOPMALMOHHBIM CO0bLeHEM

4.5 Pa3pgen «PecypcHble cMCTeMbI»

Paspen «PecypcHble cuctembl» obecneumBaeT nosyyeHne AaHHbIX CYObEKTOB C LeSIb0 YNPOLLEHHOrO BbIMyCKa
cepTMdUKaTOB CybbekTaM cnyx6 katanoroB Linux u Microsoft, a Takke LEeHTpann30BaHHYH MyOAMKALMIO BbIMYLLEHHbIX
CcepTMdMKATOB B KApTOUKy cybbekTa cnyxbbl katanoros. [ns aeTtopusoBaHHoro Onepatopa B CMMCKe NPUCYTCTBYIOT
TONMbKO TE PECYpCHble CUCTEMbI, Ha CYObLEKTbI KOTOPbIX €My MPSMO WMAM KOCBEHHO! MpeAoCTaBNEHbl MOSHOMOYUS B
COOTBETCTBUM C TEKYLLMMU NpaBUNaMM LOCTyNa.

Mepexon B pasfen «PecypcHble cuMCTEMbI» OCyLLEeCTBSeTCS Yyepe3 BOKOBOE MEHH, pPacrofioKEHHOe CleBa Ha
rNaBHOM 3KpaHe (cM. PucyHok 58).

e Ha ocHOBHOM 3kpaHe «PecypcHoM cucTeMbl» 0TOOpaXeHbl MHGOpPMaLMOHHbIe nons (cM. PucyHok 58):

- MMS AOMEeHa — [OMEH NOAK/IYEHHO PecypCcHOWM CUCTEMBI;

- nocnefHee obHoOBNEHME - oTOBpaxaeTcs AaTa M BPeMS MOCAeLHEN CUHXPOHM3ALMKM Gasbl CyObEKTOB
MCTOYHMKA C 6a30l AaHHbIX MPOrPaMMHOI0 KOMMNOHEHTAa;

- (TaTyC -CTaTyC pecypCcHOW CUCTEMbI, KOTOPbIA HA3HAYaeTcs B COOTBETCTBUU C  KPUTEPUAMM,
NpUBEAEHHBLIMU B TabNMLE HUXE;;

Tabnuua 8 — CTaTyCbl pecypCcHOM CUCTEMBI U KPUTEPUM UX NMPUCBOEHUS

Cratyc pecypcHOit cUcTeMbl Kputepuu npucBoeHus cratyca pecypcHoi cucreme

OxxunpaHne 06paboTkm Bce TOYKM NOOKAOYEHMS K [AHHOM PECYpCHOM CUCTEME OXMAAKT NepBOM
CUHXPOHM3ALLMM (MPU PETUCTPALLUM PECYPCHOM CUCTEMDI)

YcnewHo Bce Touku noakyeHns K pecprHon cncremMe ycnewHO CUMHXPOHU3UPOBaHbI

B npouecce Kakag-nMbo Touyka nNOAKMKYEHMS K PEeCypCHOM CUCTeMe HaxoAaMTCcsa B npouecce
CUHXPOHM3ALMK UK yaaNeHus

Owwnbka Yy pecprHon CUCTEMDbI HET TOYEK, Haxoadwmnxca B npouecce CUHXpPOHU3aunn, n eCtb
X0Ts1 6bl 0OAHA TOYKa, CUHXPOHM3aUnA KOTOpOVI 3aBEpLWUIEHa C oLIMbKOM

- CyObeKTbl — MOKa3bIBAET KOJIMYECTBO 3arpy>KEHHbIX CYObEKTOB U3 MCTOUYHMKA;

- -I'Il/IKTOFpaMMa «Oyepenb» MOKa3blBaeT, YTO PecypCHOM CMCTEeMe Ha3HayeHa 3ajadva, KoTopas
MoCTaBNEHA B o4epenb, TaK Kak B LaHHbIA MOMEHT BbINONHAETCS Apyras 3ajayva.
HasHauyeHMe pecypcHoOi cucTeMe HOBOM 33fayM C MOCTAaHOBKOW B oOvepelb COMPOBOXAAETCS
YyBeAOMUTENbHbIM Co0bLeHneM «YCnewwHo. 3aaa4a NoCTaBNeHa B o4epesby.
[MoOBTOPHO Ha3HAYUTb PECYpCHOM CUCTEMe 3afady, YKe HaXOASLWYCs B o4epean, HEBO3MOXHO. [laHHoe
[efiCTBMe COMpOBOXAAETCA YyBeAOMUTENbHbIM coobuwenneM «Owwnbka. 3agava yxKe HaxoauTcs B
oyepenny.

1 I'IyTeM HacnenoBaHMa OT rpynnbl 6e3onacHocTy, Kyaa BXoAuUT Cy6bEKT, Ha OCHOBE KOTOPOro Co3gaHa y4eTHasa nonb3oBaTena C ponbko

«Onepatop».
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LleHTp ceptudpmkaumm Aladdin eCA . ) RootCA2 = CA1  Onepatop @

Wmn gomeHa NMocnennee oGHoENeHKe Cratyc CybGbekTbi

al 18:18:27 11.04.2025 YeneuwHo 13

PucyHok 58 - 3kpaH paspena «PecypcHas cuctema»

e LleHtp ceptndukaumm Aladdin Enterprise Certification Authority nossonsier 3arpyswTb M3 HECKONbKMX
pecypcHbix cucteM Samba DC, PEL AIM, MS AD, FreelPAALD PRO wnnu Anbt omeH:

- CMUCOK cybbekToB (Mosib3oBaTenei, KoMnbioTepoB u cepBucoB (Tonbko ang ALD PRO u FreelPA)), ux
aTpubyTbl U cepTUdUKaTbI;
- CMMCOK M coCTaB rpynn 6e30nacHoCTL.

e B pasgene «PecypcHble CUCTEMBI» AOCTYMHbI CeAYHOLWME BO3MOXHOCTH:

- nepexop, B KapTOYKY pecypCcHOM cuctemsl (cm. n. 4.5.1);
- 3anycK NOMHOM CMHXPOHWU3ALMK PecypcHOM cuctemsl (cm. n. 4.5.2.3).

4.5.1 KapTo4Ka pecypcHOM cucTeMel

MpocMoTp MHBOPMaLMK O PECYPCHOM CUCTEME BO3MOXEH NOCPEACTBOM OKHA «KapTouka pecypcHOi cucteMbl».

o [lepexon k «KapTouke pecypcHoOM cuctembl» (CM. PucyHok 59) ocyuiectBngietcs npu HaxaTum Ha CTPOKY
pecypcHow cucteMbl B pasaene «PecypcHbie cuctembl» (M. PucyHok 58).

HOomeH al

WneHTudukatop dc45407d-ffc3-4c73-9c0a-75122183eafd
MocnenHee oOHoBNEHUE 12.02.2025 11:10:05
Craryc Oumbxa

CyDnexTsl 13

Appec xocTa Touka nogkn... Tun MocnegHee Craryc
obHoBnEHNE

192.168.86.129 DC=al DC=rd,DC= MS AD admindc_ca 11.04.20251___ Oumbra

PucyHok 59 - OkHo «PecypcHas cucrema»
e KapTouka pecypcHOM cucTeMbl BKIKOYAET B ceba cnefyoLyo MHdopMaumio:
- 3aronoBok € MMeHeM gomeHa B dopmate «[lomeH DomainName», rae «kDomainName» - ums gomeHa;
- [oppa3zpen «CBepgeHns 0 goMeHey, BKIOYaWmMin B cebs Tabnmuy co cieayowmmmn Nonsmu:
o «MpeHTudukatop». B LaHHOM none ykasaH uaeHTU UKATOp peCypCHOM CUCTEMDI;

o «[locnenHee o6bHOBNEHUEY. B LAaHHOM Mosie yKkasaHbl AaTa M BpeMs NocsiefHen NonbITKM NOMHOM
CMHXPOHMU3ALMM PECYPCHOW CUCTEMDI;
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«CraTyc». CTaTyCc pecypcHOM CUCTeMbl, KOTOPbIA Ha3HAYaeTcs B COOTBETCTBUM C KPUTEPUSIMM,
npveeaeHHbIMKU B Tabauue Boiwe (Tabauua 8);

«CY6'bEKTbI>>. B paHHOM none YKa3aHO KOan4yecTBo Cy6'bEKTOB, MNOJIy4E€HHbIX U3 pecprHoV]
CUCTEMBDI.

- [oppa3zpen «TOYKM NOAKMKOYEHUS, COAEPXKALWMI TabamLy CO CMMCKOM TOYEK MOAKIIOYEHMS K OAHHOM

pEeCcypCHOI chCTeMe, KOTOpas BK/IKOYAET B cebs nons:

o

«Appec xocTa» - NoNHOe JOMeHHOe UMs unu IP-agpec ToOYKU NOAKNHOYEHUS PECYPCHOW
CUCTEMBI;

«Touka nogkntoueHns» — Base DN, koTopbii cogepxuT B cBoeM DN 06bekTbl, nonyyaemble U3
TOYKM TMOAKNIOUYEHMS; YKa3blBAeTCs MpWM perucTtpauuu TOYKM MNOAKNYeHus B ¢dopmaTte
Distinguished Name;

«Tun» — 3HayeHune u3 cnmncka: SambaDC, ALD PRO, MS AD, FreelPA, RED ADM unu AnbT [1loOMeH.
YKa3blBaeTCS NpU PEFUCTPALMM TOUKM NOAKOYEHUS;

«JloruH» - noruH YNONNTHOMOYEHHOIO MNoNb30BaTeNIA KOHTpPOJ//IEPpA AOOMEHAa, YKaBBHHbIﬁ npu
perncTpauum ToO4Ku ﬂOD,KJ'IIOLIEHVIFI);

«[MocnegHee o6HOBNEHME» — paTa MoCNeAHEN YCMELWHOM MNOJIHOM CUHXPOHM3AUMM TOYKM
NOAKNOYEHUS;

«CTaTyC» — CTAaTyC TOYKM NOAKNHOHEHUA, KOTOprﬁ HA3HA4Yae€TCa B COOTBETCTBUN C KPUTEPUAMMU,
npuBeneHHbIMAU B Tabnuue HUXE;

Tabnuua 9 - CTaTYCbI TOYKM NOAKMAKYEHUA U KpUTEPUN X MPUCBOEHUSA

CTaTyc TOUKM NOAK/IIOUEHUS KpuTtepumn npucBoeHuns cratyca ToUKe NOAK/IHOUEHUS

OxunpaHne 06paboTkm

Touka NOAKMOYEHWUS PECYPCHOW CUCTEMbI OXMAAET NEpPBOM CUHXPOHM3AUMKM (Mpu
perucTpaumm pecypcHom cUcTeMbl)

YcnewHo Touka NOAKNHYEHUS K PECYPCHOM CUCTEME YCNELIHO CUHXPOHW3UMPOBAHa

B npouecce Touka NOALKNHOYEHUS K PECYPCHOM CUCTEME HAXOAWTCS B MpoLecce CMHXPOHM3aLuu
UK yaaneHus

Owwnbka MocnenHas CMHXPOHM3ALMS TOYKM NOAKIOYEHNS 3aBepLleHa C OLNOKON

e [loCTynHble feiCTBMS B KAPTOUYKEe peCypCHOM CUCTEMBI:

- 3anycK NONHOM CMHXPOHM3ALLMKU PECYpPCHOM cucTeMbl (cM. . 4.5.2);

- 3aMnyCK YaCTMYHOM CUHXPOHM3ALMM TOUKM NOLKAOYEHUS (CM. M. 4.5.2.3).

4.5.2 CMHXPOHU33UMA peCypCHbIX CUCTEM

4.5.2.1 Bugbl CMHXpPOHU3ALNMKN pPeCYpPCHbIX CUCTEM

LeHTp ceptudpumkaumm Aladdin eCA nopaepxuBaeT cneayroLime BuAbl CUHXPOHU3ALMUMK:

e nonHas. CMHXPOHM3aLMS BLINOMHAETCS M3 TOYKM MNOAK/OYEHUS K PEecypCHOM CUCTEME BCEX AaHHbIX —
cnucka cybbekToB (MOnb3oBaTesnel, KOMMNbHOTEPOB M cepBMCcOB (Tonbko gns ALD PRO u FreelPA), wmx
aTpubyTbl M cepTUdUKaTbI, CMUCOK M COCTaB rpynn 6e30macHoCTy).

I'IpM 3anycke NOJHOM CUHXPOHM3aAUNUN HECKOJIbKUX TOYEK NOAKIHYEHUA NPpOLECC BbINOJIHAETCA nooqepé,u.Ho.

CTaTyc pecypcHoi cucTeMbl, 0GHOBIEHME KOTOPOW BbIMOMHSETCS, OyaeT oTobpaxeH Kak «B npouecces.

Mo pe3ynbTatam 06HOBNEHUS PeCypCHOM cUCTeMbI ByayT:

- o6HOoBNEeHbl AaTta 1 BpeMa B none «[locnenHee 0bHOBNEHME» SKPAHHOM GOopMbl «PecypcHas cucteMa;

- B none «Cratyc» 3kpaHHOM dopMbl «PecypcHas cuctema» ByaeT oTobpaxEéH pe3ynbTaT CMHXPOHU3ALMM

«YcnewHo» nnmn «Owmnbkax;

- BbIBEEHO BCM/IbIBalOLLEE COOBLIEHNE NO PE3YNLTATY CUHXPOHM3ALUMM «YCMewHo» unu «Owmnbkas.
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L4 4YaCTUYHasa. |-|pl4 YaCTUYHOM CUHXPOHU3ALUKMU BbINONHAETCA obHOBNEHWE BCEX AAHHbIX, NONY4EHHbIX NMpH

MOJIHOWM CMHXPOHM3ALMM, 33 UCKITIOUYEHUEM CBEAEHMUI 06 yaaneHun CyGbeKTOB, OpraHUM3aLMOHHbIX TPyMn U

rpynn 6€30MacHOCTM U3 PECYPCHOM CUCTEMBI.

4.5.2.2 PenMbl 06HOBNEHNA peCYpPCHON CUCTEMDI

BHumaHue! Cy6beKkTbl pecypCHOM CUCTEMbI, KOTOPble He MOryT ObiTb CUHXPOHU3UPOBaHbI, OyayT
OTCYyTCTOBaTb B CNUCKe CyOBLEKTOB AaHHOM pecypcHoM cuctemMbl. OwnbGKa CMHXpOHMU3auuum ang
Kaxporo cybbekTa pecypcHoM cuctembl byaet 3admkcupoBaHa B XKypHane coObITUA C KOAOM
CAENV090.

. ABTOMaTMyeckas 4YaCTMYHas M MO/Has CUHXPOHM3aUNA BCEX 3aPETMCTPUPOBAHHbLIX TOYEK MOAKNHYEHUA K

pEeCYpPCHbIM

dAMUHUCTPATOPOM.

cncremMam

BbIMNOJTHAETCA

no pacnucaHuio

B cCooTBeTCTBMM C

e  PyyHOM 3anycK NOMHOM CMHXPOHM3ALMK peCcypCHOM cucteMsl (cM. n. 4.5.2.3);

e  PyuyHoOW 3anycK YaCTMYHOM CMHXPOHM3aLMM TOUKM NoAKoUYeHUs (cM. n. 4.5.2.4);

3a4adHHbIM

CRON-BbIpaxeHuem

. B pe3synbraTte 06HOBNEHUS pecprHon CUCTEMbI COCTaB 06bEKTOB 6y,u,eT CUHXPOHU3NPOBAH:

nepeMMeHOBaHbl CYLLECTBYIOLLME OOBEKTI;

M3MEHEHDbI CyLeCcTBYLWNe CBA3N (BK}'I}OLIEHVIFI B rpynnbl U T.,IJ,.);

- 06HOBNEH cnMcok cybbeKToB (L06aBNEeHbl HOBbIE FPYMTbl U 06BEKTI, YAaNeHbl CYObeKTbI).

e [lna Kaxporo 3arpy>KeHHOro Mnosib30BaTeNst M KOMMbloTepa OyAeT CO34aH CyObekT M NMOArpYXKeHbl BCE MONSs,

oTHocswmecs K SubjectDN u SubjectAltName. MNMpeobpasosaHune copepxxumoro 3anmcu LDAP B nona 6a3bl cybbekToB

pecypCcHOM CMCTEMbI MPOMCXOAUT B COOTBETCTBMM € Tabnuua 10. Ecnn paHHbie nons OTCYTCTBYIOT B ONMCaHMM CyObekTa B

MOLK/IOYEHHOM [OMEHe, TO B LWab/JoHe MpU BbiMycke cepTudUKaTa COOTBETCTBYIOLLME MOJIS 3aAMOSHSATCS MYyCTbIMU

3Ha4YeHNAMMN.

Tabnuua 10 - MNpeobpasoBaHue faHHbIX CyObEKTOB peCYpCHOM CUCTEMDI

ATpubyT cy6bekTa MNone B MS AD, SambaDC, RED ADM, MNone B ALD PRO, FreelPA
AECA-CA Anbt lomeH
Tun cy6bekTa Tun cy6bekTa
Monb3oBatenb Komnblotep Monb3oBatenb Komnbiotep CepBuc
Id ObjectGUID ObjectGUID ipaUniquelD ipaUniquelD ipaUniquelD
Common name cn cn cn cn krbPrincipalName
uid
Initials - - initials - -
Surname sn - sn - -
Given Name givenName - givenName - -
Organization - - krbPrincipalName krbPrincipalName krbPrincipalName
Name name name - serverHostName -
MS GUID - ObjectGUID - - -
Domain Qualifier distigushedName distigushedName entrydn entrydn entrydn
Description description - - - -
DNS Name - dNSHostName - fgqdn -
Email Address (Mail) | mail - mail - -

userPrincipalName

krbPrincipalName

krbPrincipalName

krbPrincipalName

RFC 822 NAME

mail

mail

userPrincipalName

krbPrincipalName

krbPrincipalName

krbPrincipalName

MS UPN

userPrincipalName

krbPrincipalName

krbPrincipalName

krbPrincipalName

0c0O0 "Anaddun KI™

Pykosodcmeo onepamopa
Cmp. 61/133




LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition KG

33714370.03.01.001 34 01

ATpuUGYT cy6bekTa
AECA-CA

Mone B MS AD, SambaDC, RED ADM,
Anbt [lomeH

Mone B ALD PRO, FreelPA

Tun cy6bekTa

Tun cy6bekTa

Monb3oBatenn Komnblotep Monb3oBatenb Komnbiotep CepBuc
Unique Identifier (UID) | - - uid - -
Kerberos KPN, | - - - krbPrincipalName -
Kerberos 5 Principal
SID objectSid objectSid - - -

4.5.2.3 Py4yHon 3anyCK NOMIHOM CUHXPOHN3aLUUX PECYPCHOM CUCTEMBI

3anyck MOMHOWM CMHXPOHM3ALUMKM PECYPCHOM CUCTEMbI MOXET OCYLLECTBAATLCS MYTEM HaXaTusl Ha KHOMKY

<O6HOBUTL> ANg pecypCHOM cucTeMbl B pasgene «PecypcHblie cuctembl» (CM. PucyHok 60) nnmn nytemM HaxaTuUs Ha KHOMKY

<OBHOBMTb MOMHOCTBbIO> B KapToOuke pecypcHon cuctembl (cM. PucyHok 60). PecypcHas cuctema, Ang KOTOpPOM

BbIMOIHAETCA NONHAA CUHXPOHM3aLMs, UMEET CTaTycC «B npouecces.

Llentp ceptucpmkaumm Aladdin eCA

Wma pomeHa

al

MocnegHee obHOBNEHUE Cratyc

18:30:00 11.04.2025

YcnewHo

Root-CA2 CA1

Oneparop o

PucyHok 60 - 3anyck nonHoOWM CMHXPOHM3aLUMKU peCypCcHOM CUCTEMbI U3 pasfena «PecypCHble cucTeMbl»

HowmeH al

WpeHTuukarop

MNocnegtee obHoBneHne

Craryc

CyObeKThl

dc45407d-fic3-4c73-9c0a-75122183eal9

12.02.2025 11:10:05

Yenewso

PucyHok 61 — 3anyck NOAHOM CMHXPOHU3ALMKM PECYPCHOM CUCTEMbI U3 KapTOYKKU PeCypCHOM CUCTEMDI
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4.5.2.4 Py4HOI1 3aMnyCK YacTUYHOW CUHXPOHW3aLMUM TOUKM NOAK/IOHYEHNA

3anyck YaCTWYHOWM CUMHXPOHM3ALMM TOUYKM MOAKIIOYEHUS OCYLLECTBASTbCS MYTEM HaXaTUs Ha KHOMKY
<O6HOBWTL> AN TOUKM NOLK/OUYEHUS B KAPTOUKE PECYPCHOM cUCTeMbI (CM. PucyHoK 62).

HOowmeH al

WpeHrndurarop dc45407d-fic3 4c73-9c0a-75122183eaf9
MNocnepxee oGHoBrieHne 12.02.2025 11:10:05
Cratyc YenewHo

CybbLekTh 13

Appec xoc... Touka noA... Mocnenuee Crartyc
obHoBneHne

192.168.86.12¢ DC=alDC=rdL MS AD admindc_... 11.04.202.. YeneuHo

PucyHok 62 — 3anyck 4aCTUYHOM CUHXPOHM3aLMKN TOUKM MOAKIHOHEHMUS

4.6 Pazpnen «LLIabnoHbl»

Paspen «lWabnoHbl» no3sonsier OnepartopaM NpocMaTpuBaTh WabfoHbl, LOCTYN K KOTOPbIM UM MpefoCTaBieH B
COOTBETCTBMM C HAa3HAYEHHbIMKU NpaBMIaMu 4OCTyNa.

e [lepexopn B pa3gen «llabnoHb» (cM. PucyHok 63) ocywecTBisieTcs yepe3 HOKOBOE MEHI0, pacnofioeHHoe
C/leBa Ha 3KpaHe.

LleHTp ceptudukaumm Aladdin eCA Root  Test  OmepaTop o

CosgaHo HaTa co3g... LlenTp ce... Tun cybn...

cepTupuKaToB

5.06.202
WEB-Server E 2123;315 TNoGon YcTpoicTseo

05.06.2025
WEB-Client 1 21:55:51‘ NioGoi Mone3oBatens

05.06.2025

01:34:05 TMoGo# Mons3oBatent

PucyHok 63 - Paspen «LLlabnoHbl»

e Ha akpaHHoi Tabnuue pasgena «LLabnoHbl» 0TOOpaxKeHbl CleayoLmne KOMOHKM:

- ycnoBHoe o603HayYeHMe Buaa WwWabnoHa:

o ! - MpeayCcTaHOB/IEHHbIE MO YMOMYaHUIO WAbN0HbI, CO3AaHHbIE B MOMEHT YCTaHOBKM LleHTpa
ceptnudukaumm Aladdin eCA. JaHHbIM BUA WaBNOHOB HE MOANEXMUT peLaKTUPOBAHMIO;

o . - K/IOHMpOBaHHbIE WabMOHbI AN8 pefakTMpOBaHMS C LENb CO34aHUS HOBOro WwabnoHa ¢
3a[laHHbIMM MapaMeTpamu;

o n — UMMNOPTMPOBAHHbIE WabnoHbI (HanpuMep, u3 MS CS).

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
Cmp. 63/133



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition KG 33714370.03.01.001 34 01

nMa — CoOOEPXUT Ha3BaHUe wabnoHa;

CO30aHO CepTMHMKATOB — KOJIMYECTBO CepTUMOMKATOB, BbIMYLWEHHbIX MO AAHHOMY  LWAbMOHY,
BlafeNbLAMKN KOTOPbIX ABASKOTCSA CYyObeKTbl, HA yNpaBneHne KOTopbiMU AaHHOMY OnepaTtopy Ha3HayeHb!
NosIHOMOouMS;

[laTa co3[aHMs — AaTta co3aaHus (KNoHMPOoBaHMS) WaboHa;

LEeHTp cepTudUKaLMKN — LeHTp cepTUdMKALMM, B KOTOPOM ByAeT BbINOMHATLCA BbIMYCK CEPTUPUKATOB NO
JaHHOMY wabnoHy. Ecnu B gaHHOM napameTpe wWwabnoHa ykasaHo 3HadveHue «J1oboM», TO BbIMyCK
CEPTUPUKATOB NO AAHHOMY WABNOHY AOCTYNEeH B Nt0OOM LeHTpe cepTudumkaumu. MNpu 3TOM Ana BbiMycka
cepTMPUKATOB OyaeT MCNoNb30BaTbCA aKTMBHLIM B [AaHHbIA MOMEHT LEeHTp ceptudukaumn. [ns
npeaycTaHoBNEHHbIX WAaBNOHOB AaHHbIA NapaMeTp Bceraa uMeet 3HaveHue «J1ioboi»;

BHuumaHwue! MNMpu o6HoBneHuun MO ¢ Bepcum 2.1.2 oo Bepcum 2.3.0 Bcem wwabnoHam Ans
napameTtpa «LleHTp cepTudukauum» yctaHaBnmBaeTcs 3Ha4yeHue «J1ro6om».

™R cybbekTa — onpepenser TMN CybbekTa, A4S KOTOPOro npegHasHavyeH OaHHbIM WabioH (KOpHEeBOM
LleHTp cepTudmkaumm, nog4YMHEHHDBIV LLeHTp cepTudmKaumn, yCTpoOMCTBO, NONb30BaTEND).

BHumaHwue! Mpu o6HoBneHnu MO ¢ Bepcumn 2.1.2 o Bepcun 2.3.0 paHee NpUMeHsieMbIn ons
wabnoHoB napameTp «Tun cepTucdpukata» npeobpasoBbiBaeTcA B napameTp «Tun
cybbekta» no cnegywowum npaBunam. LLabnoH ¢ Tunom ceptudmkara «KopHeBown»
NPUHUMAaeT 3HaYeHue ansA Tuna cybbekTa «KopHeBown LIC». LLlabnoH ¢ Tunom ceptudmkara
«Mog4YnHEeHHbINY NPUHUMaeT 3HavyeHue AnAa Tuna cybbvekra «MogunHeHHbI LICy». LLlabnoH
¢ Tunom ceptudukata «lMonb3oBaTeNbLCKMU» NPUHUMAET 3Ha4YeHUe ANA Tuna cybbekTa
«Monb3oBaTenb» (3a UCKNOYEeHUEM WabnoHoB no ymon4yaHuto «WEB-Server», «<ECA-WEB-
Server», «<OCSP Signer», «Domain Controller», «<ALD PRO Domain Controller», «SCEP
Management», Ans KOTopbIX yCTaHaBNMBaeTCs 3aHa4YeHue Tuna cyobekTa «YCTPOUCTBOY).

Cnucok npenyCcTaHOBNEHHbIX WabnoHoB':

e User;

e WEB-Client;

o WEB-Server;

e Domain Controller;

e Smartcard Logon;

e S/MIME;

e ALD PRO Domain Controller;

e ALD PRO Smartcard Logon;

e OCSP Signer;

e Root CA;

e Sub CA;

e SCEP Management;

o [Deprecated] ECA-Auth;

o [Deprecated] ECA-User;

o [Deprecated] Domain Controller;
e [Deprecated] Smartcard Logon;
o [Deprecated] WEB-Client;

o [Deprecated] WEB-Server;

o [Deprecated] ECA-WEB-Server;

" Moapo6Hoe onucaHWe nonei NpefyCTaHOBAEHHbIX WabnoHOB cM. B Mpunoxerue 1. OnucaHKe Nofei No yMoaYaHUio NpeayCcTaHOBNEHHbIX

wabnoHoB cepTUdUKaToB
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o [Deprecated] S/MIME;

o [Deprecated] ALD PRO Domain Controller;
o [Deprecated] ALD PRO Smartcard Logon;
o [Deprecated] OCSP Signer;

o [Deprecated] Root CA;

o [Deprecated] Sub CA;

e [Deprecated] SCEP Management.

BHumaHue! MNMpu obHoBneHun MO po Bepcumu 2.3.0 BCce npeaycTaHOBIEHHble B Bepcumn 2.1.2
WabnoHbI CYUTAKOTCS yCcTapewnmm (B Ha3BaHUA WabnoHoB aobasneHa nomeTtka [Deprecated]). B
Habop wabnoHoB Ao6aBrneHbl KONUK ycTapeBLUUX LWA6GMOHOB C U3MEeHEeHHbIMU napameTpamMm (3a
ucknvyeHnem wabnoHoB «ECA-WEB-Server» wu «ECA-Auth»). LWa6non «ECA-User»
nepeumeHoBaH B «User».

e [leiCTBMA OOCTYMHbIE HAl BCEMM BMAAMM WABIOHOB /18 ONepaTopos:
- NpOCMOTP MOJIHOTO CMMCKA AOCTYMHbIX WAaBJI0HOB MM MO Pe3yabTaTaM MoucKa;
- NpOCMOTP NapaMeTpoB WwabsoHa B ero KapTouke.

e Bce wabnoHbl Ha 3KkpaHe pasfena oTobpaxakTcs B BuAe Tabiuupl C naruHaumen.
4.6.1 MNowuck wabnoHos
Crpoka noucka (cM. PucyHok 64) npefHasHaveHa 4s1g nomcka WwabaoHOB B 3KPaHHOM Tabnuue no coaep>XMMomy

KONOHKK «MMs». MoUCK 3anyckaeTcs aBTOMaTMYeCcKu Npy BBOAE UCKOMOrO 3HA4YeHUst B CTPOKY MOMCKa, pe3ybTaT nomncka
6ypeT OTpaXxéH Ha 3KpaHHOM Tabnumue.

LlenTp ceptudmkaumm Aladdin eCA

Wma - CoagaHo cepTudmkaTos

ALD PRO Domain Confroller

ALD PRO Smartcard Logon

PucyHok 64 - MownckoBas cTpoka B pasgene «LLabnoHbl»

e [ing cbpoca pe3ynbTaToB NMOMCKA M BO3BPATY K NMOJHOMY MepeyHto WwabsioHOB B 3KpaHHOM Tabnuue ypanute
COAEPXMMOEe CTPOKM MoumcKa.

4.6.2 CopTMpoBKa WabnoHoB

e (CpeacTtBO COPTMPOBKM CMMCKA LWAGMOHOB MpeacTaBNeHO 3/1EMEHTOM Bblbopa HampaefieHWUs COPTUPOBKMU B
3arosioBKax KOMOHOK 3KpPaHHOM Tabnuupbl (CM. PucyHok 63) — nonamu «Mma» (copTMpoBKa B andaBUTHOM nopsgake),
«[lata co3paHma» (COpTMPOBKA B nopsiake yobiBaHUS/BO3pacTaHms), «Tun cybbekTay (ynopsnodmaHue no tuny cybbekta
B andaBuMTHOM nopsake), no Buay wabnoHa (NpeayCcTaHOBAEHHbIN, MMMOPTUPOBAHHBIM, KNOHUMPOBAHHLIN), «LleHTp
cepTudumKaummn» (ynopsaoUunBaHue no Ha3BaHUIO LeHTpa cepTudukauum B andaBUTHOM NOpPSAKE).

e (CopTMpOBKa MPOWUCXOAMT TONIbKO MO OLHOMY 3HAYEHMID MPU HAXATUM Ha COOTBETCTBYIOLLMIA 3aros0BOK
KONIOHKM Tabnuubl.

e AKTMBHOE nosie Tabauubl, N0 KOTOPOMY BbIMOIHEHA COPTMPOBKA, 0603HAYEHO 3HAKOM = C NpaBOM CTOPOHbI
OT 3arofioBKa Tabnunubl.

. Ona c6poca COPTUPOBKKU B KOJIOHKE HECKOJIbKO pa3 Ha)XXMUTE Ha 3arojioBKe KOJIOHKHU, Ond KOTOpOVI
NpUMEHEHA COPTUPOBKa.
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4.6.3 KapTouKa wabnoHa

. Ona NpOCMOTPa KapTO4kun WwabnoHa HeobxoaMMo I.I.l,éJ'IKHYTb JIEBOM KHOMKOW MbIWK Ha HY>XHOM WwabnoHe Ha
rNMaBHOM 3KpaHe BKNagku «LLlabnoHbI».

WoexTtudmkatop 215f72f-93%3-45c8-85e8-25879d52dcf6
Data coznaHus 05.06.2025 01:34:05

[ata usmeHeHua 05.06.2025 02:1%:12

Ceoicrea Paclunperus KomMAoHEHTE UMEHK CEpTHGMKATA

Obme Wndposarne

PucyHok 65 — OkHO KapTouku WwabnoHa
e B oTkpbiBWEMCS OKHe onepaTopy AOCTYMHbI:
- none «Mms wabnoHay;
- none «MpeHTMdMKaTOP», coaepKaLLee NOCTOSHHbIN naeHTUdMKAToOp WabnoHa;
- none «Jlata co3gaHus wabnoHay;
- none «[lata U3MeHeHUs WabnoHax;

- wuHbopmauma o wabnoHe, cbopmMmMpoBaHHas B Buae Bknanok «CBoncTeayr, «Pacwmpermnsy, «KOMNOHEHTbI
UMEHU CyObeKTam.

4.6.3.1 BKnagKa wabnoHa «CBoncTBa»

Ha Bknagke wabnoHa «CBoncTBa» ANg NPOCMOTPA AOCTYNHbI NoAs (CM. PUCYHOK 66):
e obuwwue:
- none «lNepwnop pevicteus dceptudukartay. @opmart 3HaveHms B none: 1m, 1h, 1d, 1mo, 1y -, MuHyTa, Hac,
[leHb, Mecau, rog, (npumepbl: 1d1ly, 30m1h);;
- yek-6okc «[ybnnkoBaTb CEPTUPUKAT B PECYPCHYH CUCTEMYS.
- none «LleHTp cepTudukauum» - LeHTp cepTUdUKaLMK, B KOTOPOM BO3MOXEH BbIMYCK CepTU(MKATOB NO
[LaHHOMY WabnoHy;
- none «Tun cybbekTa» - onpegenser TMn cybbekTa, AN KOTOPOro npeAHasHayeH [AaHHbIA WwabnoH
(kopHeBo# LleHTp cepTudmKaumu, NOAYMHEHHbIN LLeHTp cepTudukaLmm, ycTponcTeo, Nonb30BaTeNb).
e wudpoBaHue:
- RSA;
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- ECDSA;
- [OCT P 34.10-2012.

CeoncTea PaclmpeHua KoMNOHEHTEI UMEeHIW CepTUdMKaTa CeegeHun o cpeacteax 3l u YL

O6ume Lndgposarue

Monb3oBaTens

PucyHok 66 - Bknapka «CBoncTBa» WwabnoHa ceptudukaTa

4.6.3.2 Bknagka wabnoHa «PacwwunpeHna»

Ha Bknagke wabnoHa «PacwumpeHusa» ang npocMoTpa AOCTYNHbI (CM. PUCyHOK 67):

e none «Mcnonb3oBaHMe KNOUa;

e none «PaclumpeHHoe UCNONb30BaHME KNKYa»;

o  OID nonutukm ceptudmkara;

e yek-60kc «CunTaTh 3TO paclUMpeHUe KPUTUYECKUMY AN1F Cnucka «Mcnonb3oBaHue Koyay;

e yek-60Kc «CuMTaTb 3TO pacCLUMPEHNE KPUTUUYECKMMY OIS CNUCKA «PacluMpeHHOe MCNob30BaHME K/oYay.

e yek-6okc «Bkntountb SID cybbekTta B ceptudmkary. [pu BKIOYEHHON onuuKu B nosie ceptudmkata cybbekta
c OID 1.3.6.1.4.1.311.25.2 6ypet 3anucaH ero SID (npu Hanuume paHHoro atpmbyta y cybbekta). SID MoxeT 6biTb
Nony4eH ToNIbKO Ana CybbekToB pecypcHbix cncteM MS AD, SambaDC, PEL AOM v Anbt JomeH.

CsoWcTBa Pacumpenuna KOMNOHEHTH UMEHU cepTudukara CeepneHus o cpeacteax 1

Lindpposan nognuce  MNognuce ceprucpmkara OID nonutuku1 CepT”(pMKaTa

I'Ioanucs CNUCKOB OT3biBa

Toboe pacwmperHoe ucnonb3oBaHKe Knoua

AyteHTudmkauma knuedta  AyTeHtudmkaumua cepsepa

PucyHok 67 - Bknapka «PacwmpeHus» wabnoHa ceptudukata

4.6.3.3 Brnagka wabnoHa «KOMMNOHEHTbI UMEHU CepTUDMKATa»

Ha Bknaake wabnoHa «KoMnoHeHTbl MeHn cepTuduKaTay Ans NpocMoTpa AOCTYNHbI (CM. PucyHok 68):
e  OT/IMYUTENbHOE MMS CYOBEKTa;

. aA/IbTEPHATUBHOE UMA Cy6'beKTa.
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CsoWcTBa Pacwmpenus KOMNOHEHTBI UMEHN CepTHdMKaTa Csegerus o cpeactsax M

OtnuuuTenbHoe nMms cybbekTa AnbTepHaTMBHOE UMS cybbekTa

Common name RFC 822 Name

MS UPN, User Principal Name

PucyHok 68 - Bknapka «KoMnoHeHTbl UMeHU cepTudukaTa» wabnoHa cepTudumkara

4.6.3.4 Bknagka wabnoHa «CBegeHuna o cpegcrtaax dl»

Ha Bknagke wabnoHa «CBeneHuns o cpenctsax dl1» AOCTYNHbI:

CeoicTea Pacwupenua KOMNOHeHTbI MeHU cepTudukaTa Ceegenus o cpeacteax M u YU

CeeneHus o cpeacteax 3l u YL, usparens CeepeHusa o cpeactee [ Bnagenbua ceptudukara

BkntovaTb cBeaeHus o cpeactsax M u YU BkntovaTb cBeaeHus o cpeactse 3l Bnapensua

uspaTens cepTudmKaTa

Haumenosanue cpeactsa 3 HaumeHosanue cpeactsa 3l enagenbua ceprudukata

MAKM "ALADDIN HSM" MK “CSP”

3akntouenue Ha cpeacteo 31

N2467/3-1 ot 0.7.07.2025

HaumeHoeanue cpeactea YU

MNC "Aladdin eCA"

3akntoueHue Ha cpeactso YL

Ceptudukar coorsetcTeus N27534

PucyHok 69 - Bknapka «CBeneHns o cpeacteax »

e B nogpaspene «Ceepexuns o cpeacteax JI u YL, usparensa» oOCTynHbI:

Yek-bokc «Bknioyatb cBeneHus o cpeacteax IOl u YU, u3patensa» - npu BKAKOYEHHOM OMuMKM BCe nong
[AAHHOrO NoApasfaena, CBeeHMs U3 KOTOpbIX OyAyT BKAKOYEHbI B CepTUOUKATLI, B3aNONHEHbI.

MNone «HaumeHoBaHue cpenctea Jll» - B  none  ykas3blBaeTcsd HauMeHoBaHue cpeactea  Jll
yhocToBepsioLwwero ueHtpa (oanee -YL) nspatens.

Mone «3akntoueHne Ha cpenctso 3M» - B nose ykasblBAaeTCS HOMep M AaTa BblAauYM 3aK/HOYEHMS Ha
cpenctso JM1 yaocToBEepAOLWEro LeHTpa u3aatens.

«HanumeHoBaHue cpeactea YL» - B none ykasbiBaeTcs HaMMeHoBaHuMe cpeactsa YU, uspatens.

«3aknyeHne Ha cpenctso Yll» - B nmone ykasblBaeTcs HOMep M [aTa BblAayu 3ak/woudeHus Ha YL,
usgartens.

e Ecnu B noppaspene «CeepeHuns o cpencrtee Ol Bnagenbua ceptudukaTta» BKAKYEH vek-6okc «Bknwouatb

cBefeHus o cpencrtee 31 Bnagenbua ceptudukata», 7o none «HaumeHoBaHue cpepctsa Il Bnagenbua

cepTudUKaTa» 3anoNHEHO U CBEEHUS M3 HEro ByayT BK/IIOYEHbI B CEPTUPMKATDI, BbIMYLLEHHbIE MO JAHHOMY

wabnony.
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5 OYHKUWW YNPABJIEHNA LUEHTPA PEMMCTPALA
ALADDIN ERA

[aHHbin pa3gen onucbiBaeT QyHKumu ynpasneHus LeHtpa pernctpaummn Aladdin eRA, poctynHble y4é€THOM
3anucu c ponbto «OnepaTop».

5.1 BepxHAA naHenb

BepxHsa naHenb LleHTpa perucrtpaumm dukcMpoBaHa M 0TOOpaxaeTcs Ha NlOOOM Wware uam nepexone Mexay

pasgenamu.

% LleHTp peructpauum Aladdin eCA RA_192.168.117.8 ~ @

PucyHok 70 - BepxHas naHenb okHa «LleHTpa perncrpaumm»
Mpy HaBeZeHWM Kypcopa Ha MKOHKY MaHenyu BCMJbIBAET COOTBETCTBYHOLLEE TEKCTOBOE MOSICHEHWE A8 KAXA0ro
aneMeHTa.
BepxHss naHenb COAEPXUT CNefyroLWme 3NeMeHTbI:

o Operator = o - TeKyLas aBTopM3auma y4ETHON
Bixoa 3anucK nonb3osaTens, Npu
HaXaTuu Heé oTobpaxaeTcs

MEHI0 C KHONKOM <BbIxoa>

- CBELEHWUS O TeKyllei Bepcuu

nporpammsl, KOHTaKTHas
Aladdin Enterprise CA 2.3.0.83
MHpopmMaums pa3paboTumka,
npasa Ha nporpamMMHoe
obecneyeHue.

5.2 boKoBana naHenb

bokoeas naHenb LleHTpa pernctpaumm Aladdin eRA 3akpennieHa 1 oTob6paxaeTca Ha N0OOM Wware uan nepexone
Mexay pasfgenamu npu wupuHe okHa 6paysepa 6onbwe unm pasHon 1200px. Mpu wupuHe okHa Bpaysepa MeHee

1200px 60KkOBasi MaHenb CKPbITa M OTOOPANKAETCS TONBKO MPU HAXKATUM HA KHOMKY E, KoTOpas oTobpaXkaeTcs TObKO B
[LaHHOM pexuMe.
[MoNHbIA M KOMNAKTHBIM BUAbl HOKOBOM NaHeNM nokasaHbl Ha pUCyHKe Huxke. KOMNakTHbIM BUA 60KOBOM naHenu

npvBeaEH Ha pUcyHKe Hmxe. Boibop Bnaa 60KOBOW NaHeNn MPOUCXOAMUT MO HAXKATUIO KHOMKM , pacrnonoXXeHHOM BHU3Y
[aHHOM naHenwm.

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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o —
*—  3anBxu

-

PucyHok 71 - MonHbi BMA, GOKOBOM NaHenu PucyHok 72 — KomnakTHbI B1A, 6GOKOBOM naHenm

bokoBasg naHenb COCTOMT M3 pa3nenos, onpenenawnwmx COOTBETCTBYHOLWLME CDYHKLI,I/IM nporpammsl, #“
npenHasHayeHa gna opraHnsaumm ynpasneHua LLeHTpOM perncTtpaumm:

. Pazpen «3asBku» — B laHHOM pa3faene BO3MOXHO:

- MpPOCMOTPETb CYLLECTBYHOLIMNE 3aBKU;
- MpPOU3BECTM MOMUCK 3a5BKM MO HOMEPY 3as1BKK;

- C03[aTb 3asBKY Ha BbIMYCK cepTUdUKaTa Ha OCHOBAHWM 3anpoca;

- €03[aTb 3asBKY Ha BbINyCK cepTudukaTa C 3aKpbiTbiM KntoyoM PKCS#12;
- €03[4aTb 3a5BKY Ha BbINyCK cepTUdUKATA Ha KNIOYEBOM HOCUTENE;

- OTMEHWTb 3asBKY;

- 0b6paboTatb 3as8BKY (BbINYCTUTb CEPTUDMKAT UK OTKIOHUTb 3a9BKY);

- CKayaTb cepTudmKar;

- MMNOPTMPOBATb CEPTUPUKAT Ha KITKOUEBOW HOCUTEND;

- CKayaTb LenouKky cepTudunKaTos;

- CKayaTb KOHTeWHep 3akpbiToro knoya PKCS#12;

- ckavyatb CRL nsparens;

- CKauaTb LenouKky cepTudmKaToB nspatens;

- MPOCMOTPETb KapTOUKY 3asBKMU;

- 0TO3BaTb CEPTUPMKATI.
e Paspen «XypHan cobbiTuit» - B AaHHOM pa3fiesie BO3MOXHO:

- MNOCMOTPETb B UHTEPAKTUBHOM pPEXMME MOMHbIA MAN BbIOOPOYHbIN (C NpUMeHeHneM (UAbTPOB) XYpHan
coObITUI;
- MPOU3BECTU MOUCK COOLITUI MO OMUCAHUIO;

- CKayaTb XXypHan cobbiTuit B popmate .SV No BbIGPaHHbIM NapaMeTpaMm 3KCnopTa.

5.3 Pa3zgen «3aABKu»

BHumaHue! TexHonoruyeckun LleHTp ceptucdmkaumm mcnonb3oBaTb ANA BbiNycka cepTudmkaTtoB
3anpeLleHo.

0c0O0 "AnadduH KI™ Pykoso0cmeo onepamopa
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5.3.1 O6bume cBefeHMA O 3aABKaXx

Pazpen «3asBku» obecneymMBaeT BO3MOXKHOCTU CO30aHK4A, OTCNEXUBAHWUA, 06pa6OTKl/I 3a4BOK Ha BbINyCK

CepTVIq)MKaTOB, d TakKXe nony4yeHud ¢a171n03, ABNAKWMNXCA pe3ynbTaTOM BbINOJIHEHUA 33a4BKU, BKNKOYAA CKaYnMBaHUE U

nMmnopT CepTMd)l/IKaTOB Ha KNH4YeBOM HOCUTEb.

Monb3oBatenb ¢ ponblo «Onepatop» (nanee — OnepaTop) MOXeT MNPOCMATPUBATb CO3AAHHbLIE MM  3aSIBKM,

npocMaTpmBatTb U 06pa6aTbIBaTb 3adaBkM 014 OOCTYMNHbIX €My Cy6'beKTOB1, CO3[aBaTb 3a9BKM OS89 NOObIX CY6'bEKTOB

LeHTpa ceptudukaummn Aladdin eCA, Kk koTopoMy noakntouéH LleHTpe peructpauumn Aladdin eRA, ckaumBaTb M 0T3bIBAThb

CepTVIq)MKaTbI, BbiNyLWEeHHbIE NO 3adBKaM OOCTYMNHbIM €My CY6'bEKTOB.

I'Ipou,ecc nogayvn 3adaBKKU Ha BbIMyCK CepTl/Id)VIKaTa BK/IIOYaET:

Bbibop wabnoHa, no KoTopoMy 6yaeT BbinyLLeH cepTudmKaT.

Onepatopy A0CTynHbI WA6M0HbI B COOTBETCTBUM C YCTAaHOBNEHHbIMU ans cybbekta PC B LleHTpe pernctpaumm
Aladdin eRA ynonHOMOYeHHbIM NONb30BAaTENEM C POAbK «AAMMHUCTpATOpP» MpaBwWnamMu Bbinycka. [paBuno
BbIMYCKa MOXET OblTb HA3HAaYEHO KakK HernocpeacTBeHHO cybbekTy PC, Tak M rpynne 6e30MacHOCTU, B KOTOPYHO
BXOAMT CybbekT. [lpaBuno BbiMycka Takxe onpefenser pexuM o6paboTku (paccMoTpeHus) 3aseku. B
COOTBETCTBUM C NPABWU/IOM BbiMyCka 06paboTka 3asiBKM M BbIMYCK CepTUdUKATa MOXET BbINOAHATbCA B LleHTpe
ceptudukaumm Aladdin eCA OnepaTopom Kak B aBTOMAaTMYECKOM pexume (aBTOMaTMyeckoe NOATBEPXKAEHME),
Tak B py4HOM (aBTOMATM3MPOBAHHOM) pexunMme (NOATBEPXKAEHME MU OTKIIOHEHWUE 3asBKM).

PenaktupoBaHue (npu HeobxoaumocTu) atpubyToB cepTudUKaTa COrNacHO BbiIOpaHHOMY WabnoHy (He
BbIMOJIHAETCA NPU NoJaye 3asiBKM Ha OCHOBaHMe 3anpoca Ha cepTudukaTt PKCS#10 2).

YkasaHue napons Ans 3awuthl KoHTeiHepa PKCS#12 (Tonbko npu nopade 3asBKM C 3aKPbiTbiM KIHOYOM
PKCS#12 3).

Bbibop anropuT™Ma W ANWHBI KOYa AN reHepaumu Kn4YeBoi napbl (He BbINOMHAETCA NpU Nojadve 3asBku Ha
OCHOBaHMe 3anpoca Ha ceptudumkar PKCS#10).

OnepaTopy LOCTYMHbI CeayioLme AeMCTBUS MO YNPaBEHUIO 3asBKaMM HA BbIMYCK CEPTU(HUKATOB:

MNMopayva (co3naHune) HOBOM 3asBKM Ans ntoboro cybbekTa PC:

- Ha ocHoBaHuu 3anpoca PKCS#10 (cm. pa3gen 5.3.4.1).

- C3akpbITeiM kntovoM PKCS#12 (cm. pasgen 5.3.4.2).

- Ha knoueBoM Hocutene (cM. pasgen 5.3.4.3).

MpocMoTp MHGOPMaLLMK O CO3AAHHbIX 3asBKaX Ans AOCTYMHbIX eMy cybbekToB PC (cM. pasgen 5.3.2).

lNpocMOTp KapToyek 3asBOK C NogapobHOM MHbopMaumen (B TOM yucne mHbopmaumm o ceptudumkare nocne
ero Bbinycka B LleHTpe ceptudukaumm Aladdin eCA no paHHOM 3asBKe) A9 [OCTYNHbIX eMy cybbekTtoB PC
(cm. pa3pen 5.3.3).

OTMeHa C03[aHHOM 3asBKM, KOTOpas ele He paccMOTpeHa YMNOJHOMOYEHHbIMM Monb3oBaTensmu LleHTpa
pernctpaumm Aladdin eRA ¢ ponammn «AgmuHuctpatop» u «Onepatop» mnn obpabotaHa nocne co3gaHus
LleHTpom pernctpaumm Aladdin eRA c owmnbkoit (cm. pasgen 5.3.5).

O6pa60TKa 3a4BOK Ha CepTl/Id)l/IKaTbl OT AOCTYNMHbIX €EMY COrMacHO npaBunamM OoCTyna Cy6'bEKTOB PC.

3asBKa Ha BbINYCK cepTUdUKATa MMEET ceayrowme atpubyThbl:

HOMep 3asBKU — yHMKaJ’IbeIVI l/I,lJ,EHTVId)l/IKaTOp, Ha3Ha4YaeMbIi 3asaBKke npu Co3oaHUn.

CTaTyC - TeKyLMi CTaTyC 3as8BKU:

1 3anBKM, Y KOTOPbIX Mo/yyaTenemM cepTudmkaTa ABNAETCA CYBbLEKT, AOCTYMHbIA AaHHOMY Ornepatopy B COOTBETCTBMM C NpaBMIaMu 4OCTYNa,

HasHayeHHbIMK B LleHTpe ceptudmkaumm Aladdin eCA, kK koTopoMy nogkntouéH LleHTp pernctpaumu Aladdin eRA

2 B cooTBeTCTBMM C AoKyMeHTOM «RFC 2986. PKCS #10: Certification Request Syntax Specification Version 1.7».

3 B cooTBeTCTBUM C foKyMeHTOM «RFC 7292. PKCS #12: Personal Information Exchange Syntax v1.1»

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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Ownbka BbiMycka — BbINYCK CEpTUPMKATA NO AAHHOW 3asBKE 3aBEPLUMIICS OLUMOKOMN.
OTkNOHeHa — 3asBKa OTKJIOHEHA YNOJIHOMOYEHHbIM nosb3oBatenem LleHTpa pernctpaumm Aladdin eRA.

OxupaeT NOATBEPXKAEHMS — 3asBKa  CO3[4aHa, nonyyatento ceptuduKaToB (CyObekTy) HasHayeHbl
npaBuna BbIMYCKa C aBTOMAaTU3MPOBAHHOM (pyyHoW) 0OpaboTKOM 3a9BOK  YMOJHOMOYEHHbLIM
nonb3oBatenem LleHtpa peructpaumum Aladdin eRA.

BbinonHeHa - 3asBka obpabotaHa, B LleHTpe ceptudmkaumm Aladdin eCA pns nonyyvatens ceptudumkaToB
(cybbekTa) ycnewHo BbinyweH cepTudmKar.

OTMeHeHa - 3asBKa OTMEHEeHa noJsiyyaTtesieM CepTUPMKATOB (CyOBEKTOM) MM MHBIM YMOJHOMOYEHHbIM
nonb3osateneM LleHTpa perncrpaumm Aladdin eRA.

Oxupaet nmnopta Ha KH - 3asBka obpaboTaHa, B LleHTpe ceptudmkaummn Aladdin eCA pna nonyyatens
CcepTMdUKATOB (CyObekTa) YCMELWHO BbIMyLEH CEepTUPMMKAT, KOTOPbIA OXMAAET MMMOPTa Ha KIHOYEBOM
HOCUTeNb.

HoBas - craTyc npucBavBaeTcs 3asiBKe Mpu ee perncrpauum, Cpasy nocae 3Toro npoucxogut obpaboTka
3a8BKM M e€é cTaTyC uaMmeHsieTcs. [aHHbIM CTaTyC MOXeT ObiTb oTObpakeH B Beb-uHTepdeice B cnyyae
owmnbKu npu nepsnyHOM 06paboTke 3asBKMK.

e 06LwWas nHPopmauma o 3aaBKe:

CueHapui — HaMMeHOBaHWe CLeHapus, No KOTOPoMy Bblla CO34aHa 3asBKa Ha BbIMyCK cepTuduKaTa:

o Ha ocHoBaHuu 3anpoca (PKCS#10).
C 3akpbITbiM Kto4oM (PKCS#12).
o Ha knioueBoM Hocutene.

o WSTEP
LLIabnoH - wabnoH, No KOTOpoMy BYAET M yKe BbiMyLLEeH cepTUdHUKaT.

LleHTp cepTuduKaumm - LeHTp cepTuduKaLlmm, B KOTOPOM ByaeT M yKe BbinyweH cepTudmKaT no 4aHHOM
3asBKe, Ha OCHOBaHMM WUCMOMIb3YEMOrO B CLLIeHapWM CO34aHUS 3a8BKM WabnoHa.

BHewWwHi naeHTMduUKaTop — naeHTUPUKATOP M3 3anpoca Ha Bbinyck cepTnudumkata PKCS#10.

[ata cospaHus — pata 1 BpeMs CO34aHMs 3a5BKU.

[aTta 06paboTku — gaTta u BpeMsa nocsieAHen CMeHbl ctatyca (06paboTku) 3asBku (Hanpumep, Co3aaHue
WM OTMEHA 3as1BKM).

KoMMeHTapui - KOMMEHTapUIi, YKa3aHHbIM YMNOMHOMOYEHHbIM Mofnb3oBaTenem LleHTpa peructpaumm
Aladdin eRA npu o6paboTke 3asBKM.

o WNHdbopmauumsa o nonyyatene ceptudumkaTa:

MpeHtndukartop cybvekra B LleHTpe ceptnudukaumm Aladdin eCA.

HaseaHue pecypcHol cuctembl cybbekTa.

«Common Name», ykazaHHOe B 3asiBKe Ha cepTudmKar.

Mmsa nonyyatens (UPN) — cogepxut User Principal Name nonyyatens ceptudumkarta no AaHHOM 3asBKe.

¢ MHdbopMauus 06 UCTOPUM U3MEHEHUS 3aSIBKMU:

[aTta — patau BpemM4 CobbITHS, CBA3AHHOTO C M3MEHEHUEM 3aSBKMU.

MNmsa y‘-IéTHOﬁ 3annucun - 0To6pa>|<aeMoe MMA Nosb30BaTens (nonyanenﬂ CepTl/Id)VIKaTOB), caenasuwero
M3MEHEHUNE B 3asBKE.

CobbiTne — onncaHune cobbITUSs, CBA3aHHOMO C U3MEHEHUAMM 3aBKM (HanpuMep, Co3aaHue 3asBKHK).

" 3aseku ¢ TMNOM «WSTEP» cosaatotca B LieHTpe peructpaummn Aladdin eRA aBToMaTuuecku B pesynbtate 06paboTkM 3anpoCoB KIMEHTOB MO

npotokony MS-WSTEP.
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5.3.2 NpocMOoTp 3anucen o0 3aABKax

OnepaTtopy [ocCTyneH MpOCMOTP CBOMX 3asBOK M 3asBOK OT [LOCTYMHbIX €My COMAcHO MpaBunaM AocTyna
CcybbeKkTOoB.
IOna npocMoTpa wuHdOpMaLuM O 3asBKaX Ha cepTMdUKaTbl NogkoumMTech K Beb-uHTepdelicy LleHTpa

peructpaumm Aladdin eRA u nepeigute B pasgen B 3aa81u.

LlenTp peructpauum Aladdin eCA

Homep 3anBku

098147fe-9696-427a-a

4bf5398c-1b83-4702-a0

6472991c-5650-43f7-ab.

9557c7ae-387b-4485-8

a07b5eb3-251b-4c7a-b

abc5e875-451c-4ef9-a

aee13b09-d3e4-4ca0-9.

c0447be1-c3f4-4912-a

CueHapumn

C 3aKkpbiTbiM Kiio4oM (PKCS#12)

Ha knioueBom Hocutene

C 3aKpbiTbiM KitodoM (PKCS#12)

Ha kniioueBom Hocutene

Ha ocHoeaHum 3anpoca (PKCS#10)

C 3aKpbiTbiM KtowoM (PKCS#12)

Ha ocHoBaHuu 3anpoca (PKCS#10)

Ha knioyeBom Hocutene

LiaGnox

ECA-User

ECA-Auth

ECA-User-Ne1

ECA-Auth

ECA-Auth

ECA-User

ECA-Auth

ECA-User

[ara obpaborku

03.06.2025 10:19:42

03.06.2025 14:59:18

04.06.2025 11:09:11

03.06.2025 14:48:47

04.06.2025 08:21:04

02.06.2025 18:09:47

04.06.2025 07:43:13

04.06.2025 11:35:11

dubtsov@al.rd.ru ~ o

Craryc

Oxuaaer noATEepXAEHNA

Beinonxena

BoinonHexa

OrknoxeHa

Oxuaaet noATBepXACHNA

Beinonxena

Boinonxexa

Ommenena

Co3parb 3aABKy v

Onepauun

CTpoK Ha CTpatuiye 50 v  1-8u38

PucyHok 73 - MpocMoTp crnuncka 3asBok '

MHdopMaums o 3asaBKax 0TOBpaxaeTcs CNMCKOM B TabIMYHOM BUIE.
Mo ymMonyaHuio B KOIOHKaxX Tabnauupbl 0TobpaxatoTca cnepyowme aTpubyThbl 3a8BOK Ha BbINYCK CEPTUPMKATOB:

e Homepa 3agBok.

CLI,EHale/I, No KOTOPbIM 3aBe[EHbl 3ad9BKU.

e (N - cogepxuT «Common Name», yka3aHHbI B 3a89BKe Ha CEPTUHMKAT.

MmeHa nonyuatenen (UPN) - copepxut User Principal Name nonyyatens ceptudukaTa no 4aHHOM 3asBKe.
e HaumeHoBaHMA WABNOHOB, NO KOTOPbIM BYAYT U yXKe BbiMyLeHbl CepTUDUKATBI MO 3a9BKaM.

o [lata u BpeMsa nocnegHen CMeHbl cTaTyca (06paboTkm) 3as1BOK.

Tekywme CTaTyCbl 3a5BOK.

3anmMcn O 3asBKax BbIBOASTCS MOCTPAHMYHO. [is nepeMelieHuss MO CTpaHMLAM CNMCKA MCNOMb3yiTe
MHCTPYMEHTbI HaBuraumu (cMm. PucyHok 74).

CTpoK Ha cTpaHuue 50 v 1-8u3 8

PMCYHOK 74 - MHCTPYMEHTbI HaBUrauunun Cnmcka 3asaBoK

OnvcaHue MHCTPYMEHTOB HaBUraLMK:

e > — nepexopj Ha cnenyruwyr CtpaHuuy Cnucka.

< — nepexoj Ha NpeabIayLY CTPaHULY CrncKa.

k4 — BbIOOp KOMMYECTBA 3anmcein, 0TobpakaeMbix Ha OAHOM CTPAHMLE CNMCKA.

! HEKOTODbIe KONOHKU CKPbITbl ANA HArnagHOCTU CNUCKa 3a9BOK.

0c0O0 "AnadduH KI™ Pykoso0cmeo onepamopa
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[nga ynobctBa aHann3a MHGOpMaLMM O 3a9BKaX B CMIMCKE Bbl MOXETE YNpaBfsTb BUAMMOCTbIO KOJIOHOK Tabnumupl
C 3asBKaMu. Y1o6bl CKpbITb OTOOpaxKeHWe BbIOPAHHOM KOMOHKM, LLEIKHUTE B €e 3arofnoBKe 3HauoK : ) <[OevictBue
KOJIOHKU> U B OTKpbIBLIEMS Cnucke ' BbibepuTe <CKpbITb [Ha3BaHME KONOHKM] KONOHKY> (CM. PucyHok 75). YTobsbl

BEPHYTb B Tabnuue oTOOpaxeHWe CKPbITbIX KOMOHOK, LENKHUTE B 3aronoBke /OO0 KOMOHKM 3HAYOK @
<[leiicTBME KONIOHKN> 1 B OTKpbIBLIEMS CrncKe BbibepuTe [ <Moka3aTb Bce KONOHKU> (CM. PucyHok 75).

& Ckpbith LLIabnoH KOnoHky

m [loka3artb BCe KOJIOHKU

PucyHok 75 - Cnucok aencrauin ¢ konoHkown [LUa6énoH]

[ns noucka 3asBOK B CNUCKE Bbl MOXETE BbIMOHWUTL COpTUPOBKY (ynopﬂu,quBaHme) 3anucen o 3asgBKax Mo
Bbl6paHHOMy anVIGYTy, npeancrtaBieHHOMY B COOTBETCTBy}OIJJ,EI;I KonoHke. B 3aBucumoctn ot l/IHCbOpMaLI,l/IM,
I'Ipen,CTaB}'IEHHOVI B KOJIOHKE CnKUCKa, ynopanovynmBaHue 3anucen MOXET BbIMOJIHATLCS MO caieayrowmMMm npuHUMnam:

o B andasutHOM nopsake.

o B nopsake ybbiBaHUS UM BO3pACTaHUS BPEMEHHbIX METOK.

CopTupoBKa (ynopsaouMBaHue) 3anuceii 0 3asBKax BO3MOXHA N0 CeayowmnM atpubyTaM (KonoHKam):
o [lo HOMepy 3asBKM B anaBUTHOM NOpPSAKE.

¢ [lo cueHapusaM 3aBefeHUs 3a9BOK B anpaBUTHOM MOpsAKe.

o [lo cogepxxumomy noneit «CN» n «Mmsa nonyyatens (UPN)» B andaBuTHOM nopsake.

e [lo pate u BpeMEHU nocsiegHen CMeHbl CTaTtyCa (OGpaGOTKVI) 3a4BOK B nopdaake y6bIBaHl/|9I M BO3pPaCTaHuUA
BPEMEHHbIX METOK.

Mo yMonyaHuIo COpPTUPOBKA 3anuncelt 0 3asBKax B CMMCKE BbIMONHEHA MO HOMepyY 3asBKM B andaBWTHOM nopsake
(B mopsipke Bo3pacTaHums).
Ytobbl BbINONHUTL COPTUMPOBKY 3anucert O 3asBKax MO BbIOpaHHOMY aTpubyTy, LWENKHWUTE B 3arosioBke

COOOTBETCBYHOLLEN KONIOHKM 3HAYOK @ <[eiicTBME KONIOHKM> 1 B OTKPbIBLLEMS CMNUCKe 2 BbibepuTe:
e [Ins ynopsnounsaHmus no Bo3pactaHuio — EM <CopTupoBaThb [HasBaHMe KONOHKM] NO BO3paCcTaHUIO>.
e [Ins ynopsnounsaHus no y6bisaHuio — Ell <CopTupoBaTh [HazBaHMe KONOHKM] NO Y6bIBaHUIO>.
CTaTyChbl BbINOMHEHHOM COPTUPOBKM OTOBPAXAOTCA B 3ar0/I0BKax KOJOHOK CIeAyHOLMMM 3HaYKamm 3
e Y - COPTMPOBKA BbINOMHEHA B NOPALKE BO3PACTaHMS.

e K4 - COPTMPOBKA BbINOJHEHA B NOPALKE YObIBAHMS.

L] . — COPTUPOBKA HE BbIMNOJIHEHA.

"' Habop [eiCTBUI KONOHOK OTANYAETCA B 3aBMCUMOCTM OT aTpubyTa 3asBKM, NPEeACTaBNEHHOrO B JAHHOM KOOHKE.
2 Habop neincTBuii KONOHOK OTNIMYAETCS B 3aBUCMMOCTM OT aTpubyTa 3asBKM, NPeACTaBNEHHOrO B AaHHOM KOMOHKE.
3 MeHATb NOPSAOK COPTMPOBKM, a TaKke OTMEHSTb COPTMPOBKY MOXHO, MOCAEAOBAaTENbHO LIENKas Ha 3HAYyOK CTaTyca COPTUPOBKM MO

KO/NIOHKe.
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CoptupoBarth ClieHapui no Bo3pacTaHuio

CoptupoBartb CueHapuii no yobiBaHuio

Otdunsrposars no CueHapui
CHpocutb pasmep KONOHOK
CkpbiTb CLieHapuiA KONOHKY

lNoka3arb BCe KOMOHKU

PucyHok 76 — Cnncok aencrauin ¢ konoHkon [CueHapwmit]
Y1066l OTMEHWTL COPTMPOBKY 3anucelt O 3asBKax MO BblOpaHHOMY aTpubyTy, LWENKHUTE B 3arojoBKe

COOOTBETCBYHLLEN KOJIOHKM 3HAYOK °<.D.eﬁc1'3ue KONMOHKM> U B OTKpbiBleMs cnucke ! Bbibepute ES <Oumctuts
COpPTUPOBKY>.

[na noucka 3asgBOK B CMMCKE Bbl MOXETE BbIMOAHUTL BbIOOPKY 3anmncer O 3asBKax C MOMOLWbI PUALTPOB,
pacnofoXeHHbIX B 3arofioBKax KONOHOK. Kaxabli GunbTp npefHasHavyeH Ansg BbiOOPKM MHPOpMauuu no atpubyty
3asBKM, NpeaCTaBIeHHOMY B AAHHOM KOMOHKe. BO3MOXHO BbINOMIHUTL BbIOOPKY MHPOPMaLUK, MPUMEHNB OLHOBPEMEHHO
HEeCKOMbKO PUIbTPOB.

Bbibopky 3anucert 0 3asBKax BO3MOXHO BbIMOJHUTb C MOMOLLbI GUILTPOB MO CeayWwmum aTpubyTam:

e [lo cueHapuaMm 3aBeeHUa 3a9BOK.
¢ [lo paTe 1 BpeMeHu nociefHen cMeHbl cTatyca (06paboTku) 3asiBOK.
o [lo cTaTycam 3asBOK.

Mo YMOJIYaHUIO CbW'IprbI CKpbITbl. YT06bI MCNONb30BaATH CI)I/IJ'IprbI, HaXXMUTE Ha NMaHEN MHCTPYMEHTOB KHOMKY .

<OunbTp> UNKM  WeNKHUTE B 3aronoBke KonmoHok [CueHapwit], [Oara o6pa6otku] wnu [Cratyc] 3HauoK [
<[eiicTBUE KONOHKM> 1 B OTKPLIBLLEMS Cricke BbibepuTe Il <OTUNLTpoBaTL NO [Ha3BaHUe KOMOHKM]>.

UTo6bl CKPbITb DUALTPBI, HAXMUTE HA NAHENN WMHCTPYMEHTOB KHOMKY .<CDuanp>. Mpu 3TOoM BbIGOpKA
3anuceit 0 3asiBKax, BbIMOJHEHHAS C MOMOLLbIO GUNLTPOB, COXPAHSETCS.

LieHTp peructpauuu Aladdin eCA

CueHapui [ara obpabotku Cratyc

C 3aKpeiTbiM kmiouom (PKCS#12) 02.06.2025 17:09:52 Beinonuexa

C 3akpoiTbiv Kiouom (PKCS#12) 11.06 2025 09:56:52 Buinonuexa

C 3akpbimhiv kmiovom (PKCS#12) 11.06.2025 09:50:59 Omenonena

PucyHok 77 - OtobpaxeHue GunbTPOB B 3arooBKax KOMOHOK BKIOYEHO

YT06bI BLINOAHWTL BbIOOPKY MHMOPMaLMK C NoMoOLbio GuUbTPa (OTKPbITb OKHO GUALTPA), WENKHUTE Ha3BaHWe
$UNbTPa B 3aroJIOBKE KOMOHKM.

"' Habop [eiCTBUI KONMOHOK OTANYAETCA B 3aBMCUMOCTM OT aTpubyTa 3asBKM, NPEACTaBNEHHOrO B JAHHOM KOOHKE.
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@unbTpbl N0 aTpmbyTaM 3as9BOK, NpefcTaBieHHbIM B KonoHkax [Cuenapui] u [CraTyc], obecneunsatoT BbIGOPKY
UHPOpMaL MK NO BbibpaHHbIM aTpnbyTaM. Bbibop aTpMbyTOB BbINOAHSETCS YCTAHOBKOM (NIAXKKOB AN COOTBETCTBYHOLMX
3Ha4YeHun aTpmbyTOB.

@unbTp no aTpubyTy 3a8BOK, NpPeAcTaBNeHHOM B KonoHke [[arta o6paboTku], obecneunBaer BbIOGOPKY
nHdOopMaLMK 3a yKazaHHbIA BpeMeHHOM MHTepBan. Hayano u KoHew, BpeMEHHOro MHTepBana (4ata W BpeMs) 3a4akTcs C
NMOMOLLLbIO KanieHaapen 1 CrUCKOB.

3apaHHble GUIbTpaMm KpUTEPUM BbIBOPKM OTOBPAXKAKOTCA B 3aro/I0BKAX COOTBETCTBYHOLLMX KOMIOHOK.

anBHaKOM NPpUMEHEHUA CI)W'Ipra ABNAETCA 3HAYO0K B 3aronoBke COOTBETCTBleLLI,Eﬁ KOJTIOHKMW.

Cratyc Y
Beinonxexa

[ata obpaGotkn Y
04.06.202500:00  04.06.202515:30

Oxuaaet nogTeepxaeHua

CueHapun Y
Ha kniouesom Hocutene
BoinonHexa

OT1KnoxHexHa

Ha ocHoBanuu 3anpoca (PKCS#10)

Owmbka Boinycka
C 3akpbiTbiM Kiiouom (PKCS#12)

OTmeHeHa
Ha knioueBoM Hocutene

SCEP g

WSTEP Oxwupaet umnopra Ha KH

6) B)
PucyHok 78 - YkasaHue kputepues BbIGOPKM B punbTpax

YUT06bl OTMEHWTL [LEUCTBME OMpPEAENeHHOro GUNbLTPa, LWEAKHUTE B 3arofloBKE KOJOHOKWM 3HAYoK @
<[leiicTBUE KOMOHKM> 1 B OTKpbIBLIEMS cniucke BbiGepuTe Il <OUMCTUTD GUABTP> UM LENKHWTE B 3ar0NOBKe KOMOHKM

3Havok Ead (Tonbko ans konoHok [Cuenapwmii] u [CraTyc].

Yt06bl OTMEHUTbL AeicTBME BCEX QUNBTPOB, HAXKMUTE HA NMAaHENU UHCTPYMEHTOB KHOMKY _
Yto6bl BbINOMHUTL BbIOOPKY 3anmceit 0 3asBKax NO MX HOMepaM, BBeAMTE B NMOWCKOBOW CTPOKE, PACMOSIOXKEHHOM
Ha NaHeNuM MHCTPYMEHTOB, K/OYEBOE C/0BO, CoAepxalleecs B HoMepe 3asBkW. [ns oTMeHbl BbIOOPKM 3a9BOK MO WX

HOMEpaM WENKHUTE B NOWCKOBOM CTpOKe 3Ha4oK .

LlenTp pervctpauvu Aladdin eCA  dublsov@al.rdru ~ o

Co3narh 3anBKy v

Homep sanBku Onepauun
a07b5eb3-251b-4c7a-ba3i-1dd8i0238d5¢c
aee13b09-d3e4-4cal-95cc-ee3dba34d0ss

a6c5e875-451c-4ef9-a36e-edid88517a27

CTpok Ha cTpatmue 50 ~  1-3u33

PucyHok 79 — Bbibopka 3asiBOK Mo MX HOMepaM C NOMOLLbH MOUCKOBOM CTPOKM
5.3.3 NNpoCMOTpP KapTOYKM 33ABKM Ha BbINYCK CepTUPUKaATa
KapTouka 3asBKM COAEPXMT MNpeacTaB/ieHHY B yAOOHOM Ang aHanusa Buae noapobHyw uHdopMaumio o

3asBKe, a Takxe MHPopmaumio 0 ceptudumkaTte B Criydae, eCim no 3asBke yXKe BbinyweH ceptudukar.
YT06bl OTKPBLITb KAPTOUKY 3aSBKM:

o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaumun Aladdin eRA v nepeiaoute B pasgen B 3aa81u1.
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e HanguTe HyXHYI0 3a98BKy (CM. pasgen 5.3.2) v WwenkHUTe 3anncb 0 Hel B CMIMCKeE.

B pe3ynbrate OTKPOETCA KapTOYKa 3adaBKU.

33714370.03.01.001 34 01

KapTqua 3aaBKH, No KOTODOVI eue He BbinylieH CepTVIdJl/IKaT, npencrtaBneHa Ha PUCYHKE HUXe. Onucaxune

aTpubyTOB 3a9BKM NpuBeeHo B pa3gene 5.3.1.

KapTouka 3asBKM, MO KOTOPOW YyXKe BbINYyLWEH CEepTUPUKAT, MpPeacTaBNeHa HA PUCYHKE HUXKE.
aTpunbyToB 3a8BKM NpuBeAeHO B pasgene 5.3.1.

0c0O0 "Anaddun KI™

3aneka

CueHapuit
Labnox

LIeHTp cepTudMKaLuu

BHELHUA naeHTUdUKaTop

[lara co3ganua
[ara o6paboTkn

KoMmeHTapum

Monyyarens ceptudukara

naeHTudukaTop
PecypcHas cuctema
Wma nonyyarena (UPN)

Common Name

WcTopua uameHeHuA 3anABku

C 3aKpbiTbiM KN04oM (PKCS#12)
ECA-User

CA-1

11.06.2025 09:50:59

11.06.2025 09:50:59

36aacb52-4bf7-4ef0-b79f-5c67fda385d3
al
dubtsov@al.rd

Ny6uos

PucyHok 80 - KapTouka 3asBKu, N0 KOTOPOW eLle He BbinylleH cepTudukaT

CueHapui

LWabnox

LleHTp ceprudmkaumm
BHelwHWiA naeHTudukaTop
[lata coaganna

[ara o6paborku

KommeHTapun

Monyuarens cepriuduxara

B3 Uenouxa cepruchuxaros

Wanarens
Bnageney
SDN enagensua

[ewcreyer C

[eiicTByeT no

ANropuT™ Knioya

[AnuHa knioya

C 3aKkpbITbiM KniowoM (PKCS#12)
ECA-User-Ne1

CA-1

11.06.2025 09:56:49

11.06.2025 09:56:52

Root-CA2

Ly6uos
CN=[ly6uoe |
11.06.2025 09:57:08
11.06.2027 09:57:08
RSA

1024

PucyHok 81 - KapTouka 3asBKM, MO KOTOPOM BbIMYLLEH CEPTUPUKAT

OnucaHue

Pykosodcmeo onepamopa
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KapTouka 3asBKM, N0 KOTOPOM YyXe BbIMyLeH cepTUPUKAT, COAEPKUT TakKe MHGOOPMALMIO O BbIMYLLEHHOM MO
Hel cepTudukate (cTatyc cepTudmkata, 6noku «Lenouka ceptndukartos», «MHdopmMauma o ceptnudukarte» n «Coctas
cepTuduKaTay).

Cratyc ceptudukata oTobpakeH Ha NaHeNM WHCTPYMEHTOB KapTOYkuM 3asBku. [locne Bbinycka ceptudukaTty
HasHauaeTca cTatyc «AkTuBupoBaH». Onepatop ynmonHOMOYEH Mpu  HeobxoaMMOCTM OTO3BaTb  cepTudmKkaT
(cm. pazpen 5.3.7.7).

B 6noke «Llenouka ceptudumkatos» (cM. PucyHok 82) npencraBneHa nepapxuueckas Konnekums cepTndukaros,
KoTopass BedET OT cepTMdMKaTa, BbINYLEHHOr0 MO AAHHOM 3asBKe, K KOPHK [0Bepusi (KOPHEBOMY LEHTPY
ceptTudukaumm).

B3 Llenouka ceprndmkator

Llybuoe

PucyHok 82 - Bbnok «lLlenouka cepTudumkaToB»

B 6noke «MHdpopmauma o ceptudmkate» npeacTaBneHa cieayowas nHGopmaumio o ceptudukare:
e W3patenb - none «lssuer» ceptudukara.

e Bnapeneu - atpubyt «CN» u3 nons «Subject» ceptudukara.

o SDN Bnapenbua — none «Subject» ceptudumkara.

o [levictByeT c - atpmbyT «Not Before» u3 nons «Validity» ceptudukara.

o [levictByeT no — atpmnbyT «Not After» u3 nons «Validity» ceptudukara.

o Anroputm kntoua —aTpubyT «Public Key Algorithm» n3 nonga «Subject Public Key Info» ceptudukara.
o [lnuHa kntoua - aTpubyT «Public Key Algorithm» 13 nons «Subject Public Key Info» ceptudukara.
B 6noke «CocTtaB cepTudurKaTa» npeactaBieHa cnefyowas MHGopMaLmio o cepTudukare:

o CepwuiiHbii HoMep — none «Serial Number» ceptudukara.

o OTKpbITbIN K4 — none «Subject Public Key Info».

e OTneyaTtok — BblYMCIIEMOE 3HAYeHME, OTCYTCTBYET B CEPTUDUKATE.

e Bepcusa - none «Version» ceptudukara.

o [lapameTp OTKpbITOro Kto4a - Bcerga «X509».

e Anropwt™ uudpoBoi nognucu—- none «Signature Algorithms.

o QOcHoBHble orpaHunyeHmns — none «X509v3 Basic Constraints».

e lcnonb3oBaHue kntova - none «X509v3 Key Usage» ceptudumkara.

e [Jloctyn k nHdopMauum o ueHTpe cepTudumkaumm — none «Authority Information Access».

o UpeHtTndukatop kntova ueHTpa — none «X509v3 Authority Key Identifier» ceptudukara.

e AnbTepHaTuBHOE MMs cybbekTa - none «X509v3 Subject Alternative Name» ceptudumkara.

o MpeHTndukatop knoya cybbekTa - none «X509v3 Subject Key Identifier» ceptudukara.

o PacwupeHHoe ncnonb3oBaHue kntoda — none «X509v3 Extended Key Usage» ceptudumkaTa.

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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Cocrae ceprudpurara

AlA: http:/faeva:8080/aecaCdp/api/iv2/aia/get-aia/17

CRL: http:/faeva:8080/aecaCdp/apiiv2/cri/get-crl/ 16

DELTA CRL: hitp://faeva 8080/aecaCdp/apiv2/cr/get-delta-crl/16
OCSP: URL12312 hitp:/faeva 8080/aeca valocsp

B Hoctyn k uHdopMaLy O LeHTPE CepTHMhUKALMIA

PucyHok 83 — bnok «Coctas cepTudukaTan

5.3.4 Co3gaHue 3aABOK Ha BbIMYCK cepTUdUKaToB
5.3.4.1 Co3gaHune 3aABKN HA OCHOBaHUM 3anpoca PKCS#10

MpenBapuTencHbie yCNOBMS AN CO34aHMS 3as9BKM HQ OCHOBAHMM 3anpoca Ha Bbinyck cepTudukata PKCS#10:

o avin ¢ 3anpocoM Ha Bbinyck ceptnudukata PKCS#10 B popmate CSR unm REQ ang nonydyatens ceptudumkarta
(cybbekta PC) pomxeH ObiTb nNpeaBapuTenbHO MOArOTOBMEH cpeacTBaMu cTopoHHero O (Hanpumep, ¢
nomoLubio Nnpunoxenus EanHbiii knueHT JaCarta).

e (ain c 3anpocoM Ha Bbinyck ceptudukata PKCS#10 pgomkeH ObiTb CHOPMMPOBAH C YYETOM MU3BECTHbIX
[aHHbIX WwabnoHoB LleHTpa ceptudukaummn Aladdin eCA, pocTynHbix nonyyatento cepTUPUKaTOB (CyObekTy
PC) Ha OCHOBaHWM Ha3HAYEHHbIX €My YMNOSIHOMOYEHHbIM Nonb3oBatenem LieHTp peructpauum Aladdin eRA
npaBun BbiMyCKa CepTUPUKATOB (HanpuMep, AN WCNONb30BaHus wWwabnoHa «Domain Controller» png
CO3[aHUS 3asBKM HA BbIMYCK cepTuduMKaTa B 3anpoce LOMKHbI ObiTb ykazaHbl aTpubyTel «DNS Name» u «MS
GUID»).

e Ha ocHOBaHWKM NpenoCTaBAEHHOrO NpU CO34aHUM 3a8BKM darna C 3anpocom paHee B LleHTpe ceptudmkaumm
Aladdin eCA, k koTopoMy noakntodeH LleHTp pernctpaumm Aladdin eRA, He 6bi10 BbiNyLEHO CEPTUDUKATOB.

MopsaoK co3naHMs 3asBKM Ha BbIMYCK cepTMdMKaTa Ha ocHoBaHMM 3anpoca PKCS#10:

o [lopkntoumtech Kk Beb-uHTepdency LleHTpa peructpaunm Aladdin eRA v nepeiigute B pasgen E 3aaBku.

v
e Ha maHenu MHCTPYMEHTOB HAaXMMWTE KHOMKY “ BblOEpUTE B OTKPbIBLUIEMCS CMIMCKE CLEeHapuit
co34aHus 3asBkM <Ha ocHoBaHMM 3anpoca>.

Operator - o

Coanarb 3aABKY A

Ha ocHoBaHMK 3anpoca

C 33KpbiThiM KMoyom (PKCS#12)

Ha Knie4yesom HOCHTENE
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PucyHok 84 — Bbibop cueHapus co3naHms 3a9BKu

o B OTKPbIBLLEMCA OKHE «Co3,u,aH|4e 3a9BKM» Ha ware 1 Bbl6epMTe Cy6'beKT, Ang KOTOPOro BbiMyCKaeTcsa
Mpopomxute -
CGpTMd)I/IKaT N HAXXMUTE KHOMKY .

- B MONE NOWCKa BBEAMTE YaCTUYHOE UM MONHOE 3HAYEHME NIBOro anl/I6yTa Cy6'bEKTa;

- NOUCK Cy6'bEKTOB BbIMOJTHAETCA NO anM6YTaM N ABNAETCA PETMCTPOHE3aBUCUMDbIM;

- B pe3ynbTate 0yayT 0To6paXKeHbl HalAeHHblE CYyObEKTbI C YKa3aHMEM KPaTKOM MHbOpMaLmu:

o O O O

o

«CN» - 3HaueHune atpmbyta «Common Name» cybbekTa;

«ID» — npoeHTUdUKaTop cybbekTa;

«UPN» — 3HaueHue atpmbyta «MS UPN, User Principal Name» cybbekTa;
«DNS» - 3HaueHue aTpmbyTa «DNS Name» cybbekTa;

MUKTOrPaMMbl HaNUYMS NOAKITIOUYEHUS CYObEKTA K pECYPCHON CUCTEME .

- B pe3ynbrate noucka B nongx «CN», «UPN» n «DNS» oTobpaxatoTcsi BCe 3Ha4YeHMsi COOTBETCTBYHOLLErO

nonto anl/I6yTa CY6'bEKTa, pa3genntenb 3HAYeHUM B nose - 3ansaTas c I'IpO6EJ'IOM;

- B pe3ynbrate noncka nons «CN», «<UPN» n «DNS» He oTobpaxatoTcs, eciv B COOTBETCTBYIOLLEM AAHHOMY

nonto anl/I6yTe Yy Cy6'beKTa OTCYTCTBYHOT 3Ha4Y€HUA;

Buibepute cybbekT

Q. ae

CN= Cemetio
ID= 79ab161-8fae-4515-9eb9-e438971761c5
UPN= semenov@al.rd.

CN= Cnyxb6a gna RA
1D= 87842ecd-6335-4365-8495-a98db47adf1c
UPN= HHTP/aera.al.[d@AL RD

Mpopomxute -

PucyHok 85 - Bbibop cybbekTa 4s1s cO34aHMs 3a89BKM Ha cepTUduKaT

e B oTkpbiBWwEMCcS okHe «Co3aaHue 3asBku» (cM. PucyHok 86):

Boi0) i o
- Haxmute KHoMKy W YKaXuTe NyTb K Painy ¢ 3anpocom Ha cepTUdHUKaT.

- B cnucke «LLabnoH» BoiGepuTe AOCTYMHbIN WABMOH, MO KOTOPOMY ByAeT BbinylleH cepTudukar .

Co3parb 3as8
- HaxmuTte KHomKy .

"Monyuatento ceptndmkatoB (cybbekty PC) AOCTYNHbI WabAOHbI B COOTBETCTBMM C YCTAHOBNEHHbIMM Ans Hero B LleHTpe perucTpaumm

Aladdin eRA ynonHOMOYEHHbIM MOMb30BaTeNEM C pONbl «ALMUMHUCTPATOP» NpaBuNaMu Bbinycka. [paBuno BbiMycka MOXET ObiTb HAa3HAYEHO Kak

HenocpeacTBeHHO nonyyatento ceptndukatos (cybbekty PC), Tak u rpynne 6€30nacHOCTH, B KOTOPYIO BXOAMUT MoayyaTenb cepTudukaTtos (cybbekts PC).

MpaBuno BbiNycKa Takxe ornpeaenseT pexuM 06paboTku (paccMOTpeHus) 3asBKU. B COOTBETCTBMM C NMpaBWUiIOM BbiNycka 06paboTka 3asBKM U BbIMYCK

ceptudmKaTa MOXET BbINoNHATbCA B LleHTpe ceptudumkaumm Aladdin eCA kak B aBTOMAaTMUYECKOM pexume (aBTOMaTMUYecKoe MOATBEpXKAEHWE), TaK B

PYYHOM (aBTOMATM3MPOBAHHOM) PEXMME NO/b30BATENAMU C PONSIMU «AOMUHMUCTPATOP» UK «OnepaTop» (MOATBEPXKAEHUE MU OTKIIOHEHUE 3aABKM).

0c0O0 "Anaddun KI™
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JarpyawTe 3anpoc

3anpoc_1.req

Buibepure wabnox

(~ LWiatGnon
ECA-Auth

Coaparh 3anBky

PucyHok 86 — Bbibop ¢aiina c 3anpocoM u wabnoHa Ans Bbinycka cepTudumkarta
Mocne 3aBepeHmna 3a8BkM Gann € 3anpocoM Ha Bbinyck ceptudumkata PKCS#10 MOXHO Bbirpysutb n3 LleHTpa
pernctpaumm Aladdin eRA. Bbirpyska goctynHa npu ntoboMm cratyce 3asBkW. Bbirpysky ¢aina ¢ 3anpocoM BO3MOXHO
BbINOMHWTL KakK MpY NPOCMOTPE CMMCKA 3a59BOK, TaK M U3 KaPTOUKM 3aSBKU:

e HaiigunTe 3asBKy, M3 KOTOPOM HYXXHO BbIFPY3WTb 3anpoc, B ciucke (CM. pasgen 5.3.2), WenkHUTe B KONOHKE

[Onepauumn] 3HavoK °<0nepaum4 CTPOKM> U BbibepuTe B OTKPbIBLUIEMCS CMUCKe [ <Ckauarb 3anpoc
PKCS#10> (cm. PucyHok 87).

Craryc Onepauuvu
OxpaeT NnogTEEpHOEHA
BumonveHa

Bunonnena B Ckadath cepmwdukat
CrauaTs Lenouky CepTuuKaTos
Crauats 3anpoc PKCS#10
Cxauate CRL uagarensa

Cxauars LIENouKy CEpTUIMKATOR M3naTens

PucyHok 87 - Bbirpyska 3anpoca Ha Bbinyck cepTudkaTa
o OTKpoWTe KapTOuKy 3asiBKM, M3 KOTOPOM HYXHO BbIrpy3uTb 3anpoc, (cM. pasgen 5.3.3), Ha naHenu
WMHCTPYMEHTOB LWEeNKHUTE 3HaYO0K n 1 BbibepuTe B OTKPbIBLUEMCS CMIUCKE [ <Ckavarb 3anpoc PKCS#10> (cm.

PucyHok 88).
3anBka Nea07b5eb3-251b-4c7a-ba3f-1dd8f0238d5c  Oxwaaer nonmeepraenun

X OTMeHa 3aABKW

e B Ckauam 3anpoc PKCS#10

CueHapwii Ha ocxosannn 3anpoca (PKCS#10)

PucyHok 88 - Bbirpyska 3anpoca Ha BbiNyck cepTudkaTa

5.3.4.2 Co3aaHune 3aABKN C 3aKpbITbiM Ko4oM PKCS#12
MopsapokK co3aaHMA 3a9BKM C 3aKpbITbiM Ktouom PKCS#12:
o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaummn Aladdin eRA v nepergute B pasgen B 3aa81u.

v
e Ha naHenu MHCTPYMEHTOB HAaXMUTE KHOMKY “ BblbepuTe B OTKPbLIBLUEMCS CMUCKE CLeHapuit
co3naHus 3aa8ku <C 3aKpbiTbiM KnouoM (PKCS#12)>,
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e B otkpbiBweMcs okHe «Co3paHue 3asBKuM» Ha ware 1 Bblbepute CyObeKT, AN KOTOPOro BbIMyCKaeTcs
n
CEPTUDUKAT U HAKMUTE KHOMKY ponomarrs > |

- B MOJIe NMOMCKA BBEAMTE YaCTUHHOE MM MOSTHOE 3HAYeHMe Ntoboro atpubyTa cyobekTa;
- MOUCK CyOBEKTOB BbINOMHAETCS NO aTpUbyTaM u SBASETCS PErMCTPOHE3ABUCUMBIM;
- B pe3ynbTate 6yayT otobpaxkeHbl HaMAEHHbIE CYObeKTbI C yKa3zaHMEM KPaTKOM MHGOpMaUnK:

«CN» - 3HaueHune atpmubyta «Common Name» cybbekTa;
«ID» — npeHTndmkatTop cybbvekra;
«UPN» — 3HaueHue atpubyta «MS UPN, User Principal Name» cy6bekTa;

o O O O

«DNS» - 3HaueHune aTpnbyta «DNS Name» cybbekTa;

O  MMKTOrpaMMbl HaNMUYMS NOAK/OYEHNS CyDbeKTa K peCypCHOM cucteme .
- B pe3ynbrate noucka B nongx «CN», «<UPN» n «DNS» oTobpaxatoTcsi BCe 3Ha4YeHMsi COOTBETCTBYHOLLErO
nonto atpubyTa cybbekTa, pasgenuTenb 3HaYeHU B Nonie — 3ansgTas ¢ npobenow;

- B pe3ynbtate nouncka nonsg «CN», «UPN» n «DNS» He oTo6paxatoTcs, eciv B COOTBETCTBYIOWEM AAHHOMY
nonto atpubyTe y cybbekTa OTCYTCTBYIOT 3HAYEHUS;

Buibepute cybbekT

Q cem

CN= Cemetion
"\ ID= e79ab161-8fae-4515-9eb9-e438971761c5
UPN= semenov@al.rd

MpoaomxuTL >

PucyHok 89 — Bbibop cybbekTa Ans co3naHus 3asBKM Ha cepTudukar

o B otkpbiBwemcs okHe «Co3paHue 3asBku» (war 2 cueHapus) B cnucke «lLabnoH» BbibepuTe AOCTYMHbIN

1
LI.Ia6J'IOH, no KOTOpoOMy 6y,u,eT BbiNyLlleH CepTl/Id)l/IKaT , U HAOXKMUTE KHONKY .

Bribepute wabnon

~ WiaGnoH

{ ECA-User

TIpOOOIDKKTE -

PucyHok 90 - Beibop wabnoHa ans Bbinycka ceptudkarta

"Monyuatento ceptndmkatoB (cybbekty PC) AOCTYNHbI WabAOHbI B COOTBETCTBMM C YCTAHOBNEHHbIMM Ans Hero B LleHTpe perucTpaumm
Aladdin eRA ynonHOMOYEHHbIM MOMb30BaTeNEM C pONbl «ALMUMHUCTPATOP» NpaBuNaMu Bbinycka. [paBuno BbiMycka MOXET ObiTb HAa3HAYEHO Kak
HenocpeacTBeHHO nonyyatento ceptndukatos (cybbekty PC), Tak u rpynne 6€30nacHOCTH, B KOTOPYIO BXOAMUT MoayyaTenb cepTudukaTtos (cybbekts PC).
MpaBuno BbiNycKa Takxe ornpeaenseT pexuM 06paboTku (paccMOTpeHus) 3asBKU. B COOTBETCTBMM C NMpaBWUiIOM BbiNycka 06paboTka 3asBKM U BbIMYCK
ceptudmKaTa MOXET BbINoNHATbCA B LleHTpe ceptudumkaumm Aladdin eCA kak B aBTOMAaTMUYECKOM pexume (aBTOMaTMUYecKoe MOATBEpXKAEHWE), TaK B

PYYHOM (aBTOMATM3MPOBAHHOM) PEXMME NO/b30BATENAMU C PONSIMU «AOMUHMUCTPATOP» UK «OnepaTop» (MOATBEPXKAEHUE MU OTKIIOHEHUE 3aABKM).

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
Cmp. 82 /133



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition KG 33714370.03.01.001 34 01

e B oTtkpbiBwemcs okHe «Co3paHume 3aaBku» (Wwar 3 cueHapus) (cM. PucyHok 91) ykaxute atpubyTbl nonyyarens
ceptudmkatoB (cybwvekTa PC):

(/} 3HayeHus aTpuOYTOB 3aMONHAOTCA AaBTOMATMYECKM B COOTBETCTBUM C AAHHBIMM Mony4vaTens cepTudUKaToB
(cybvekta PC), nonyyeHHbiMM m3 LleHTpa ceptudmkauumn Aladdin eCA, Bbibepute B cnucke aTpubyTa HyXHOe
3Ha4YeHue nnmn fobaBbTe HOBbIM TAKOW Xe aTpnbyT C APYrMM 3HaYEHUEM.

- [lpu HeobxoaumocTu BbibepuTe B CMMCKax aTpuMbYTOB HyXHble 3HavyeHus (BbIGOp OOCTyMeH, eciu B
aTpubyTax nonyyatens ceptudukaTos (cybbekta PC) coaepXnTCS HECKObKO 3HaYeHui (cM. PucyHok 91).

YkaxwuTte agaHHble CN_User

Common name

Subject v

Country
KG -

KG

BY
Mpogonxute >

PucyHok 91 - PepaktnpoBaHue atpubyTtoB nonyyatens ceptupukatos (cybbekTa PC)

- an Heob6xoaMMOoCTM f06aBbTe HOBblE anVIGYTbI. [Ons aToro Haxmute paaoM CO CrnMCKaMu anM6yTOB

+

KHOMKY . “ BbibepuTe B CNMCKaxX HOBbIX aTPUBYTOB HYXHble 3HauYeHWs (BbIOOp A0CTyneH, ecnun B
aTpubyTtax nonyyatens ceptudukaTtoB (cybbekta PC) copepuTCs HECKONbKO 3HayeHui) (cM. PucyHok
92).

Ykaxute aaHHbie ECA-User-Ne1

Common name

NyGuos

Country
KG

BY

Mpoaomxuts >

PucyHok 92 - [lo6asneH HOBbIM aTpubyT

- [lpun HeobxopnumocTn fobaBneHHble aTpMByTbl MOXHO yAANsdTb. [Ins 3TOro HaXMMUTE pSAoM CO CMMUCKOM
aTpubyTa KHOMKY ﬂ

(/} B cnyuae otcytcTBMS Yy nonyyatens ceptudukatoB (cybbvekta PC) ob6g3atenbHbix no wabnoHy atpubyToB noj
CnuckoMm aTpubyTa oTobpaxaercs coobuweHne 06 owunbke (cM. PucyHok 93). MNpu 3TOM co3paHMe 3as8BKM Ha
BbINYCK CepTUdMKaTa No AaHHOMY WabfoHY HEBO3MOXHO.
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Yxanure aanHsie Domain Controller

- Common name —

Nyouos

PucyHok 93 - Y nonyyatens ceptudumkaTos (cybbekta PC) oTcyTCTBYIOT 06513aTeNibHble MO WwabnoHy aTpubyTol

M Ecnu y nonyyatens ceptudukato (cybvekta PC) oTCyTCTBYIOT Heobsi3aTebHble NO WabaoHy aTpubyTsl, Npouecc
. 3aBEAEHMS 3as1BKM Ha BbINYCK CEPTUPUKATA MOXHO NPOLOMKUTL (CM. PucyHok 94).

Ykaxute aaHHble ECA-User-Ne1

Common name

Ay6uos

MpogomxuTts >

PucyHok 94 - Y nonyyatens ceptudukatos (cybbekta PC) oTCyTCTBYIOT Heobs3aTenbHblie No WwabnoHy aTpubyTbl

Mocne pepakTMpoBaHWs aTpubyToB nonyyaTens cepTudukatoB (cybbekta PC) HaxmuTe KHOMKY

e B otkpbiBwemcs okHe «Co3paHue 3asBku» (war 4 cueHapus) B COOTBETCTBYKOLWMX MONAAX 33agante wu

noaTeepauTe naponb ans KoHtenHepa PKCS#12 u HaxMuTe KHOMKY .
Maponb fLONXKeH YA0BNETBOPATL CNEAYHOWUM TpeboBaHUAM:

- [nuHa - He MeHee 8 cMMBONOB.

Maponb JomKeH coaepXaTb He MEHEe OLHOO CUMBOJA U3 CNeAYIOLWMX KaTeropui:
o CTpouHble ByKBbl aHIIMICKOrO andaBmTa OT a [0 2.

o [ponucHble BykBbl aHrAMICKOro andasuta ot A fo Z.
o [HecatnyHble umdpbl ot 0 no 9.

(/} [lns npocMoTpa BBOAMMBIX CMMBO/OB Napons WeNKHUTE B none 3Hauok Ko,

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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Co3gaiTe naponb ANA 3aUiWThl KIMTI0YEBOr0 KoHTeHepa PKCS#12

- MogTeepxieHHe Napons —
‘ Password123

PucyHok 95 - YctaHoBka napons ans koHTerMHepa PKCS#12
e B oTkpbiBWweEMCcS okHe «Co3aHue 3asBKu» (Wwar 5 cueHapus):
- B cnucke «Anroputm kno4va» BbibepuTe anropuTM reHepaumu K4eBOM napbl (CMMCOK anroputMoOB
onpepensercs BblOpaHHbIM WAabNOHOM).

- B cnucke «[dnuHa knoya» BbibepuTe AIMHY KoYa (MMHUMaNnbHas 4OCTYNHas Ans Bbibopa AnMHa Kikova
onpeaenseTcs BbIopaHHbIM LWabNOHOM).

Coapars 3an8
- Haxmure KHOMKy .

YeaxuTte napaMeTps Kpuntorpadun

~ ANTOpPATM KMKMa

| RSA

~ LOmuHa kmoua

| 1024

Co3gatk 3aABKy

PucyHok 96 - Bbibop anroputMa BbipaboTKM KOUYEBOW Napbl U LAMHbI K043

5.3.4.3 Co3aaHune 33aABKU Ha KNIOYEBOM HOCUTENE

BHumaHue! Bbinyck ceptudmkatoB ¢ anroputmom knroya FOCT P 34.10-2012 v gnuHom knroya 512
BO3MOX€H TONbKO Ha Knto4yeBbIX Hocutensax JaCarta-3.

BHumaHue! OrpaHnyeHnss No BO3MOXHOCTSAIM reHepauuu Onsi KNH4YeBbIX Hocutenen PyTokeH
npuBeAeHbl Ha ohuumManLHOM canTe NPOU3BOaAUTENA.

e Ha KoMmmblTepe, C KOTOPOro BbIMOMAHAETCA NOAKMAYEHMEe K Beb-uHTepdency LleHTpa perunctpauum
Aladdin eRA, pomkHo 6biTb ycTaHoBNeHO npunoxerue JC-WebClient unu MO «PytokeH Mnarnt».

e K komnbloTepy, C KOTOpPOro BbIMOAHSAETCS NOAKMAYeHWe K Beb-uHTepdelricy LleHTpa peruncrtpauum
Aladdin eRA, nonxeH 6bITb NOAKAOYEH MOALEPKMBAEMBIN KIHOUEBON HOCUTEND (3/1EKTPOHHBIN KIHOY).

I'Ipe,u,BapMTeanble ycnoBua gna co3naHna 3adBKU Ha BbiMyCK cemechKaTa Ha K/IlH0o4eBOM HOCUTENE!
nOp‘iI,EI,OK C030aHMA 3a4BKU Ana uMnopTa CepTVIq)MKaTa Ha K/Il04eBOM HOCUTENb:

o [lopkntountech Kk Beb-uHTepdency LleHTpa peructpaunm Aladdin eRA v nepeiigute B pasgen E 3aaBku.
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:
e Ha naHenu MHCTPYMEHTOB HaXXMUTE KHOMKY n Bbl6€pMTe B OTKpbIBWLIEMCA CNMUCKE CUEHApUMn

€034aHus 3as8BKM <Ha KiloueBOM Hocutene>.

M Ecnm npunoxenue JC-WebClient unu MO «PyTokeH MNnarnH» He yCTaHOBNEHO MM K KOMMNbIOTEPY HE MOAKIHOYEH
- K/OUYEeBOW HOCUTENb, CO3AaTb 3as1BKY Ha K/IOYEBOM HOCUTE/IE HEBO3MOXHO.

MO ana paboThl € KNIOYEBLIMH HOCUTENAMM HE YCTaHOBNEHO

[inA paboTkl ¢ KMOUEBLIMIA HOCUTENAMI CHauana ycraHoeuTe Heobxopumoe (10,
Hanpumep, «JC-WebClients, u nepeaanycmuTe npolject co3naHnA 3anBKA.

PVICYHOK 97 - anJ’IO)KeHME ansa pa6OTbI K KJTK0YEBbIMU HOCUTENAMU HE YCTAHOBNEHO

HET AOCTYMNHLIX YCTPONCTR

TMoaKNiouMTE YCTPOACTBO M NEpe3anycTHTe NPoLIece
CO30aHUA 3a5BKN.

PucyHok 98 - KntoueBolt HocuTenb He NOAKYEH K KOMNbIOTEPY

ceptu ) | . h > I Bb|6epl‘| e Cy6'bEK , ﬂ.ﬂﬂ KOTOpOr I y
p q)WKaI H n 0O B
N HaXMute KHOI'IKy SRR & . bINyCKaeTcsa

- B MOJe NOMCKA BBEAMTE YaCTUYHOE MM MOTHOE 3HAYeHMe Ntoboro atpubyTa cyobekTa;
- MOUCK CyGBbEKTOB BbINOMHAETCS MO aTpUbyTaM u SBASETCS PErMCTPOHE3ABUCUMBIM;
- B pe3synbTate 6yayT otobpaxkeHbl HAaMAEHHbIE CYObEeKTbI C yKa3zaHMEM KPaTKOM MHGOpMaLnK:

«CN» - 3HaueHune atpubyTta «Common Name» cybbekTa;

«ID» — npoeHTUdUKaTop cybbeKTa;

«UPN» — 3HaueHue atpubyta «MS UPN, User Principal Name» cy6bekTa;
«DNS» - 3HaueHue aTpmbyTa «DNS Name» cybbekTa;

o O O O

O  MMKTOrpamMMbl HaNMUYMS NOAK/OYEHNS CyDbeKTa K peCypCHOM cucteme .
- B pe3ynbrate noucka B nongx «CN», «UPN» n «DNS» oTobpaxatoTcs BCe 3Ha4YeHMsi COOTBETCTBYHOLLErO
nonto atpubyTa cybbekTa, pasaenuTenb 3HaYeHU B Nonie — 3ansaTas ¢ npobenom;
- B pe3ynbtate nomncka nonsg «CN», «UPN» n «DNS» He oTo6paxatoTcs, eciv B COOTBETCTBYIOLWEM AAHHOMY
nonto atpubyTe y cybbekTa OTCYTCTBYIOT 3HAYEHUS;

Buibepute cybbekT

Q. cem

CN= Cemetios
ll\ D= e79ab161-8fae-4515-9eb9-e438971761c5

UPN= semenov@al.rd

Mpogomkuts >

PucyHok 99 - Bbibop cybbekTa Ans co3naHus 3asBKM Ha cepTudukar

e B oTkpbiBwemMcs okHe «Co3paHue 3a8BKU Ha cepTudukat» (war 2 cueHapus):

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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- B cnucke «YcTponcteo» Bbibepute NOAKIHOYEHHBIA KNHOYEBOM HOCUTENb.
- B none «PIN-koa» BBeagute PIN-kog AOCTYNa K KAOYEBOMY HOCUTENHO.

- B cnucke «LLabnoH» BoiGepuTe AOCTYMHbIN WABMOH, MO KOTOPOMY ByAeT BbinylleH cepTudukar .

Mpopomxuts ->
- Haxmure KHOMKy .

Buibepute yCTPORCTBO M 1WADMOH

s YCTpo#HcTBO -

| JaCarta#1209BFE1 131071

- PIN-xon —

Latnox
ECA-Usei|

lNpoponymTs =

PucyHok 100 - Beibop kntoueBoro HocuTens 1 wabnoHa Ang BbiNycka cepTudukarta

e B oTkpbiBweMcs okHe «Co3pnaHue 3a8BKM Ha cepTuduKaT» (Wwar 3 cueHapwus) yKaxuTe aTpubyTbl nonyvarens
ceptudukaTos (cybbekta PC):

M 3HaueHus aTpuMOYTOB 3aNONHAKOTCS ABTOMATUYECKM B COOTBETCTBMM C AAHHbIMKM MONyyYaTens cepTuduUKaToB
- (cybbekta PC), nonyyeHHbiMu m3 LeHTpa ceptudukaumm Aladdin eCA, Bbibepute B cnucke atpubyTa HyxHoe
3HayeHue unu fobaBbTe HOBbIM TaKOM Xe aTpUBYT C ApYrUM 3HaUYEHMEM.

- [lpn HeobxogumocTu BblbepuTe B CnMCKax aTpuMBYTOB HyXHble 3HayeHus (BbIOGOp AOCTyneH, ecnu B
aTpubytax nonyyatens ceptudukatos (cybbekta PC) cooepXmTcs HECKONbKO 3HAYEHMMNA.

Ykaxurte gaHHble CN_User

Common name

Subject v

Country
KG - I

KG

BY
Mpogonxute -

PucyHok 101 - PepakTtupoBaHue aTpubyToB nonyyatens ceptudukatos (cybbekra PC)

"Monyuatento ceptndmkatoB (cybbekty PC) AOCTYNHbI WabAOHbI B COOTBETCTBMM C YCTAHOBNEHHbIMM Ans Hero B LleHTpe perucTpaumm
Aladdin eRA ynonHOMOYEHHbIM MOMb30BaTeNEM C pONbl «ALMUMHUCTPATOP» NpaBuNaMu Bbinycka. [paBuno BbiMycka MOXET ObiTb HAa3HAYEHO Kak
HenocpeacTBeHHO nonyyatento ceptndukatos (cybbekty PC), Tak u rpynne 6€30nacHOCTH, B KOTOPYIO BXOAMUT MoayyaTenb cepTudukaTtos (cybbekts PC).
MpaBuno BbiNycKa Takxe ornpeaenseT pexuM 06paboTku (paccMOTpeHus) 3asBKU. B COOTBETCTBMM C NMpaBWUiIOM BbiNycka 06paboTka 3asBKM U BbIMYCK
ceptudmKaTa MOXET BbINoNHATbCA B LleHTpe ceptudumkaumm Aladdin eCA kak B aBTOMAaTMUYECKOM pexume (aBTOMaTMUYecKoe MOATBEpXKAEHWE), TaK B

PYYHOM (aBTOMATM3MPOBAHHOM) PEXMME NO/b30BATENAMU C PONSIMU «AOMUHMUCTPATOP» UK «OnepaTop» (MOATBEPXKAEHUE MU OTKIIOHEHUE 3aABKM).
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- [lpu HeobxopumocTH f06aBbTe HOBblE aTpMOYTbl. [Ang 3TOro HaXXMUTE PSAOM CO CMMCKAMKM aTpubyToB

+
KHOMKY . n BblbepuTe B CMMCKax aTpubyTOB HYXXHble 3HaueHus (BbIOOp AOCTYMeH, ecniv B aTpubyTax
nonyyatens ceptudukaTos (cybvekta PC) conepXuTcs HECKONbKO 3HaYeHui) (cMm. PucyHok 102).

Ykaxurte naHHbie ECA-User-Ne1

Common name

[ybuos
Country

KG

BY

MNpopomxuts -

PucyHok 102 - JobaBneH HOBbIM aTpubyT

- JlobaBneHHble HOBble aTpMBYTbI MOXHO yaansaTb. a5 3TOro HaKMuTe paaoM ¢ aTpubyTom KHOMKY ﬂ

B cnyyae otcytcTBMsa y nonyyatens ceptudumkatoB (cybbekta PC) ob6g3atenbHbix no wabnoHy atpubyToB nog
CnuckoM aTpubyTa oTobpaxaercs coobuweHne 06 owunbke (cM. PucyHok 93). MNpu 3TOM co3paHMe 3as8BKM Ha
M BbINYCK CepTUdMKaTa No AaHHOMY WabfoHY HEBO3MOXHO.

Ecnu y nonyyatens ceptudukatos (cybbekta PC) oTcyTCTBYIOT Heo6s3aTenbHble Mo WabnoHy aTpubyThl, npouecc
3aBefleHMs 3a9BKM Ha BbINyCK cepTudurKaTa MOXHO NPOLOMKUTb (CM. PucyHok 94).

- [locne pepakTMpoBaHus atpubyToB Nosb3oBaTens (CybbekTa) HAXKMUTE KHOMKY .
e B oTkpbiBWweEMCcS okHe «Co3aaHue 3asBKU Ha cepTUdUKaT» (war 4 cueHapus):
- B cnucke «Anroputm kntouva» BblbepuTe anropuTM reHepaumu Ka4eBOM napbl (CMMCOK anropuTtMOB
onpepensercs BbIOpaHHbIM WabNOHOM).

- B cnucke «[dnuHa knwoya» Bbl6epMTe OJINHY KNK4Ya (MMHVIMaJ’IbHaFI AOO0CTynHaa anda Bbl60pa O/TMHA KNKo4Ya

onpeaenseTcs BbIopaHHbIM LWabAOHOM).

Co3parb 3aABKy >
- Haxmute KHoMKy .

Bribepute napameTpbl KOHTEAHEpA

ANTOpHTM KIo4a
IOCT P 34.10-2012 -

~ [nuHa kmoua -

256

Coanarts 3asBKy -

PucyHok 103 - Bbibop anroputMma BbipaboTKM KNHOUEBOM Napbl U AJIUHbI K43
e B otkpbiBweMcs okHe «Co3paHue 3asBKM Ha cepTudukaT» (npouecc GopMMPOBaHMS 338BKMU U ero pesynbTat
oTobpaxarTcs NpoLecch:
- [eHepauuu KNKOYEBOM Napbl.
- TeHepauuu 3anpoca.
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- Co3paHus 3as8BKMU.

YcnewHoe 3aBepLUEHNA KaXKa0ro npouecca noMevyaeTcd 3Ha4ykKoM ®.

Co3ganne ceptudmkara Ha KITIoYeBOM HoCUTenNe

3anBKa Ha cepTudmKaT YChelHo co3naHa

Wmnopt cepTudpnraTa Ha KmouweBo#n HocuTens Byner noctynex
Npy nepexojie 3aABKA B cTatyc «Oxugaer umnopra Ha KH»

PVICVHOK 104 - 3asBKa Ha BbINyCK CepTMCbMKaTa Ha KN1K04YeBOM HOCUTENE 3aBeeHa yCnewHo

B cnyyae Bo3HWMKHOBEHUS OWIMOBOK Npu HGOPMUPOBAHMM 3aIBKM NPOLLECC MOMEYAeTCs 3HAYKoM &,

M HekoTopble Tunbl K/IOYEBbIX HOCUTENEM NOLAEPXMBAIOT OnpeaeneHHblt Habop anroputMoB BblpaboTKM
- K/HOYeBbIX Nap (Hanpumep, B NpUBEAEHHOM HUXE NMpUMepe Mpu CO3A4aHUM 3a8BKM Ha BbIMYCK cepTuduMKaTta Ha
3nekTpoHHOM kntove JaCarta-2 FTOCT 6bin BbIOpaH HenopnepxuBaeMblit anroputM RSA) (cMm. PucyHok 105).

Co3naHue cepTuduKaTa Ha KNIoYEBOM HOCUTENE

PucyHok 105 - BbibpaHHbIM anropmMTM He NoAAep>KMBAETCS B UCMOMb3YEMOM K/IHOYEBOM HOCUTENE

[ins 3aBeplueHuns npouecca Co34aHUA 3as9BKM B HE3aBUCMMOCTM OT ero pe3y/bTaTa HaXXMUTE KHOMKY -
Mmnopt ceptudmkata Ha KNO4YEeBOM HocuTenb (CM. paspen 5.3.7.8) OymeT poctyneH (CTaTyc  3asaBKu
«Oxupaet umnopta Ha KH») nocne ogHoro us cnepyowmx cobbiTUii:

o [loaTBEpXaeHMe 3a8BKM YNOIHOMOYEHHbBIM NONb30BaTENEM U BbINYCK cepTudukaTa B LleHTpe cepTtudukaumu
Aladdin eCA.

e ABTOMaTM4YeCKOoe MOATBEPXAEHME 3a8BKU U BbINYCK cepTudukaTa B LleHTpe ceptndumkaumm Aladdin eCA.

5.3.5 OTMeHa 33aABKHK

Onepatop MOXET OTMEHWUTb TONbKO CO3[4aHHble MM 3a8BKWM (HanpuMep, NO MpPUYMHE YKa3aHWUsa B 3asiBKe
HEeKOPPeKTHbIX AaHHbiX). OTMeHWTb 3a9BKY BO3MOXHO, ecnn ee cratyc «Oxwupaetr noatsepxaeHus» munm «Owmnbka
BbIMyCKa.

BbINONHUTDE OTMEHY 3a5iBKM BO3MOXHO KaK NpU NMPOCMOTPE CNMCKa 3asiBOK, TaK U U3 KAPTOUKM 3aBKM.

Mopsaaok OTMeHbI 3as9BKKM, CO34aHHOM nonyyatenem ceptudukatos (cydbektoM PC), cnocobom Nel:
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o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaummn Aladdin eRA v nepeiauTte B pasgen B 3aa81u.
o MHMumMMpyiiTe Npouecc OTMEHbl 3a5BKM O4HUM U3 CNefyWwmnx cnocobos:;
- Hanpgute 3asBKy, KOTOpPYyld HE0OXOAMMO OTMEHWUTb, B CMMUCKe (CM. paspen 5.3.2), wenkHUTe B KOJOHKe

[Onepauuu] 3HA4YokK ° <0nepau,m4 CTPOKU> U Bbl6epMTe B OTKpbIBLLEMCA CMUCKE <OTMeHa 3aaBKu>

(cM. PucyHok 106).

Cratyc Y
OxmpaaeT NogTESPRAEHAA

Onepauuun

OxupaeT nogTEEPKAEHUA

OtmeHa 3anBKu

PucyHok 106 - MHuLManu3aums npoLecca 0TMEHbI 3asBKM Ha BbIMYCK cepTUdUKATA B CNCUKE
- OTtkpoiTe KapTO4Ky 3asBKM, KOTOpYyH HeobxoaMMO OTMeHuTb (CM. pasgen 5.3.3), Ha naHenu
WMHCTPYMEHTOB KapTOUKM 3a8BKM LLENIKHWUTE 3HAYOK u u BbibepuTe B OTKpbIBLIEMCS cnucke EaS <OTMeHa
3aaBKu> (cM. PucyHok 107).

3anBka No098147fe-9696-427a-a59%e-0ce88cdB243d  Orwnact noasepxaeritn

Otmena 3anBkM

3aneka ~

CueHapuid C 3aKpLITHIM KTTiouoM (PKCS#12)

PucyHok 107 — MHMumManusaums npouecca OTMEHbl 3asBKM Ha BbIMYCK cepTUdKaTa U3 ee KAapTOUKM

e B OTKpbIBWIEMCA OKHE B none «KOMMEHTapMﬁ» YKaXUTE NPUYNHY OTMEHbI 3ad4BKU U HAXMUTE KHOMKY

Bbl YBEPEHBI, YTO XOTUTE OTMEHUTL 3aABKY?

KosmeHTapuii
B 3anBKe yKkasaHbl HENPaBANbHLIE AaHHbIE]

OTMEHHUTE

PucyHok 108 - YkasaHue NpuUYMHS nepen 0OTMEHOM 3a8BKM HA BbIMYCK cepTUdUKATA

d lMocne oOTMeHbl 3asBKM YKa3aHHbI KOMMeHTapui OyaeT OOCTyneH [OAS NPOCMOTpa B KapTOuKe 3asiBKu
(cMm. pasgen 5.3.3) B atpubyte «KommeHTapui» 6noka «3asska» (cM. PucyHok 109).

3asBka Nec0447be1-c3f4-4912-a72b-d576bc22f34b  Omuerena

3anexa

CueHapuit Ha knioueBoM Hocutene
Llabnox ECA-User
LlenTp ceptudukaumm CA-1

BHelwHuit naeHTudukarop

[ara co3panua 03.06.2025 12:51:28

[ara obpaborkn 04.06.2025 11:35:11

dubtsov@al.rd | B 3asBKe yKa3aHb!

{oMvo:TaDIv HenpaswuibHbie AaHHbIe

PucyHok 109 — KoMMeHTapwuit 3aHeceH B KapTO4Ky OTMEHHOM 3as1BKM
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5.3.6 O6paboTKa 33aABKU

CraTyc 3asiBKu1, y4acTBYyIoLEeN B CLeHapuu, AOMKeH ObiTh «OXnaaeT noaTBEepPKAEHUsA».

[ng 06paboTKM 3asiBKM BbINONHUTE CleAyoLLME WarK:

06paboTaTb 3asBKYy BO3MOXHO KakK NMpu NPOCMOTPE CNMCKa 3asBOK, TaK U U3 KapTOUKM 3aBKMU.
Mopsapok 06paboTku 3as8km cnocobom Nel:

o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaumun Aladdin eRA v nepeiaguTte B pasgen B 3aa81u.
e HanguTe 3agBKy, KOTOpylo Heobxoaumo obpaboTatb, B cnucke (cMm. pasgen 5.3.2),
e  NHnummpyiiTe npouecc oTMeHbl 3as1BKM OAHUM U3 CNeaytolmMx cnocoboB - WwenkHuTe B KooHke [Onepauun]

3Ha4oK ° <Onepauuu CTPOKU> UM OTKPOWTE KAPTOUKY 3asiBKM U LLENKHWUTE 3HAYOK a Ha NaHenu UHCTPYMEHTOB.
o BbibepuTe B OTKpbIBLLEMCS CIMCKE HEOOXOAMMbIA BapuaHT 06paboTkM 3a8BKU:

- OTKNOHUTL BbINYCK;
- Boinyctutb ceptudukar.

O OTKIOHUTL BbINYCK

»  Bbinyctutb ceptudukat

PucyHok 110 - O6paboTka 3asBku

e B nossuBluemMcsa OKHe BBegMTE KOMMEHTApUMA K OEWACTBUMIO M HAXMWTE Ha COOTBETCTBYIOLLYH KHOMKY
<Bbinyctntb> 1nn <OTKNOHUTB>.

Bbl yBepeHbl, YTO XOTUTE BbIMYCTUTL cepTudukara?

KommeHTapuii

PucyHok 111 - OKHO KOMMeEHTapus K NOATBEPXKAEHUIO BbINyCKa cepTudmKaTa

Bbl yBEpEHbI, YTO XOTUTE OTKIOHUTb BbINYCK cepTuduKara?

KommeHTapuii

PucyHok 112 — OKHO KOMMEHTapums K OTKIOHEHWMIO BbiMycKa cepTndukaTa

5.3.7 YnpaBneHue BbiNyLEeHHbIMM N0 33ABKaM CepTUDMKATaMU
5.3.7.1 Obwume cBegeHunA o paboTte c cepTuduKaTamMm

MHuumManusaums npouecca Bbinycka ceptudukata B LleHTpe ceptudumkaumm Aladdin eCA BbinonHseTcs:

e [locne noATBepXAEHUS 3asBKM YMNOJHOMOYEHHbIMM Monb3oBaTenamu LleHTa pernctpaumm Aladdin eRA ¢
ponamMu «AgMUHUCTpaTOp» unu «OnepaTop» B Py4HOM pexuMme (pexuM onpepensercs npaBuaamMu BbiMycka,
YCTaHOBNEHHbIMK A9 nony4yatens ceptudukatos (cybbekTa PC)).

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
Cmp. 91/133



LlenTp ceptudumkatos goctyna Aladdin Enterprise Certificate Authority Certified Edition KG 33714370.03.01.001 34 01

e B aBTOMaTM4eCKOM pexuMe (pexXuM onpenenseTcs NpaBuaamMu BbiMyCKa, YCTAHOBAEHHbIMU ANS MofyvaTens
ceptudmkartoB (cybwvekTa PC)).

lMocne ycnewHoro BbiNycka cepTuduKaTa 3asBKe, MO KOTOPOM OH Obin BbINyLEH, HA3Ha4aeTcs CTaTyc
«BblinonHeHa».
M 3asBKaM, 3aBeAEHHbIM MO CLUEeHapuio Ha K/IIYEBOM HOCUTENe, MOC/ie YCMEeWwHOoro BbiMycka cepTuduKaToB
- HasHavaeTcs ctatyc «Oxunpaer umnopta Ha KH». Ctatyc «BbimonHeH» HasHayaeTcs TakuM 3asBKamMu nocne

MMNopTa cepTMdumKaTa Ha KIOHEBOM HOCUTENb (CM. pasaen 5.3.7.8).
Mocne Bbinycka ceptudmkata Onepatopy LOCTYMHbI CAeAyLWMe onepauuu:

e Beoirpyska aiina c ceptudpukatom B popmarte PEM (cm. paspen 5.3.7.2).

e Buirpyska darna uenouku ceptudumkatos B dopmate PEM (cM. pasgen 5.3.7.3).

e Beoirpyska daiina co cnnuckom otosBaHHbIX ceptudukatos (CRL) B dopmarte CRL (cm. pasgen 5.3.7.5).
e Beoirpyska daiina c uenoukon ceptudukaTtos usgatens s dopmare PEM (cm. pasgen 5.3.7.6).

e Beoirpy3ka ¢aiina c koHTelHepoM 3akpbiToro kntoda PKCS#12 B dopmate P12 (cm. pazpen 5.3.7.4).

M Bbirpyska [OCTymHa TONIbKO [ANS 3asBOK, 3aBEAEHHbIX MO CUEHapul C 3akpbiTbiM  Kaodom PKCS#12
(cm. paspen 5.3.4.2).

o OT13bIB cCepTndMKaATOB, BbINYLEHHbIX N0 3asBKaM (cM. pasgen 5.3.7.7).

#J OnepaT0py A[OCTYNEH OT3bIB CepTVIq)MKaTOB, BbINYLWEHHbIX MO 3adBKaM, Yy KOTOPbIX Noay4aTenamm CepTl/Id)MKaTOB
- ABNAeTCs Cy6'bE‘KT, LI,OCTyFIHbIﬁ OaHHOMY OnepaTopy B COOTBETCTBUU C NMpaBuiaMn 0ocCtyna.

o MMnopT cepTnduKaTa Ha KNHOYEBOM HOCKTENb (CM. pasaen 5.3.7.8).

M MMnopT gocTyneH TONbKO A/ 3a51BOK, 3aBeAEHHbIX MO CLLEHApUIO Ha K/IIOYEBOM HocuTene (CM. pasgen 5.3.4.3).
Ecnn no noateepxaeHHONM 3asBKe unmn 06pabaTtbiBaeMoi B aBTOMATUHECKOM pexxuMme cepTUdMKAT He BbiMyLeH
Mo KaKOM-NM NpUYMHE, TaKOM 3asiBKe Ha3HauvaeTcs cTaTtyc «Owunbka Bbinyckay.

5.3.7.2 Boirpy3ka ceptudukarta

Bbirpysky @aina ¢ ceptMdMKatoM BO3MOXHO BbIMOAHUTL KakK MpuM NPOCMOTPE CNUCKA 3asBOK, TakK U M3
KapTOYKM 3asBKM.
Mopsapok Bbirpy3ku ceptTudukarta nonyyatens ceptudumkatos (cydbekrta PC):

o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaumun Aladdin eRA v nepeiauTte B pasgen B 3aa81u.

e Boirpysute darin ogHMM 13 ceaylowmx cnocobos:

- Hawnagwute 3asBKy B cnucke (cM. pasgen 5.3.2), wenkHuTe B KonoHke [Onepauun] 3Hauvok ° <Onepauuu
CTPOKMU> 1 BbibEpUTE B OTKPbIBLIEMCS CMIUCKE [ <Ckauarb ceptudpumkar> (cM. PucyHok 113).

Cratyc Y Onepauun Cratyc ¥ Onepaumu

BuinonHeHa .o Cratyc Y
Buinontexa

Bunonwer [  Ckauath cepTudukar Buinonxena
Ckauarb ceptudmkar

Ckauarb L|enouKy cepTudukaTos

B
Cxayarb LernoyKy cepTugmkaToB Buinonuet Bunonver [  Ckauath ceprudmkar

= B Ckavatb kouTeiHep PKCS#12
Ckauarb KoHTeliHep PKCS#12 Cxayarb LienouKy ceprudukaroB

Buinonuet

Crkauarte CRL u3narena
Ckavyats CRL usnarena B o Ckauatb CRL uznarena

B Ckauarb LenoyKy cepTudvKaToB uanarens
Ckauarb LienouKy cepTuduKkaToB usaarens & Xy CocTd) CkayaTb LenouKy cepTudukaToB usaarens

a) 3asBKa Ha ocHoBaHuM 3anpoca PKCS#10 6) 3asBKa C 3aKpbITbIM Kntovom PRCS#12 B) 3asBKa Ha K/1l04eBOM HocuTene!

PucyHok 113 — Bbirpyska ceptndukaTa, BbINyLEHHOr0 MO 3as8BKaM C pa3HbIMU CLLEHAPUSIMU CO34aHUS

' 3asBKa Ha KNIOYEBOM HOCUTENE NOCIE MMNOPTa CePTUPMKATA Ha KNKOUYEBO HOCUTEND.
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- OtkpoNTe KapTOuKy 3asiBKM (CM. pa3gen 5.3.3), Ha MaHenn MHCTPYMEHTOB LWENKHUTE 3HAYO0K n 7
BblbepuTe B OTKPbLIBLUEMCS CMIUCKE [ <Ckauats ceptudumkart> (cM. PucyHok 114).

Ckauats cepTudukar § Crauars cepmmdmrar

CkauaTb Lenouky ceptudukaros § Ckauars uenodry ceptudukaros i Ckauarb cepTudmkar

Ckauats 3anpoc PKCS#10 § Ckauarb koHTelHep PKCS#12 3 Ckauatb yenouky ceptudukaToB

Ckavate CRL uanarens i Crauars CRL uanarens i Ckauate CRL uznarens

CkauaTs Ljenouky ceptudpukaTtoB uanarens y Ckavyarb Lenoyky cepTUdMUKaToB u3narens ) CkauaTb LenoyKy CepTMMKaTOB u3nartens

a) 3asBKa Ha ocHoBaHuK 3anpoca PKCS#10 6) 3anBKa ¢ 3aKpbITbiM Knto4om PRCS#12 B) 3asBKa Ha K/1l04eBOM HocuTene!

PucyHok 114 — Bbirpy3ka cepTndukaTta, BbINyLEHHOr0 MO 3as8BKaM C pa3HbIMU CLLEHAPUSIMU CO34aHUS

5.3.7.3 BbIrpy3Ka Lenoyku ceptuduraTos

Bbirpy3sky daiina ¢ Lenoykon ceptmdurKaTtoB BO3IMOXHO BbINOAHUTL KakK NpM NPOCMOTPE CMMCKA 3asBOK, TaK U U3
KapTOUKM 3a51BKM.
Mopsaok BbIrpy3KM LLenoyku ceptudukata nonyyatens ceptudumkatoB (cybbekta PC):

o [lopkntoumtech Kk Beb-uHTepdency LleHTpa peructpaunm Aladdin eRA v nepeiigute B pasgen E 3aaBku.

e Bebirpysute ain ofHUM K3 Cneyrowmux cnocobos:

- Hawnagwute 3asBKy B cnucke (cM. pasgen 5.3.2), wenkHuTe B KonoHke [Onepauun] 3Hauok ° <Onepauuu
CTPOKM> 1 BbiOepuTe B OTKPbIBLUEMCS CMIUCKE [ <Ckauars uenoyky ceptuédukaros> (cM. PucyHok 113).

- OtkpoNTe KapTOuKy 3asiBKM (CM. pa3gen 5.3.3), Ha MaHenn MHCTPYMEHTOB LWENKHUTE 3HAYO0K B 7
BblOepuTe B OTKPbIBLIEMCS CMIUCKE [ <Ckauarb Lenouky ceptupukaroB> (cM. PucyHok 114).

5.3.7.4 Bbirpy3ka KoHTeHepa PCKS#12
Bbirpysky ¢avina c koHterHepoM PCKS#12 BO3MOXHO BbIMOMHUTL Kak MpU NPOCMOTPE CNMUCKA 3asBOK, TakK U U3

KapTOUKM 3asBKU.
Mopsnok Bbirpy3ku KoHTeliHepa PCKS#12:

o [lopkntountech Kk Beb-uHTepdency LleHTpa peructpaunm Aladdin eRA v nepeiigute B pasgen E 3aaBku.

e Bebirpysute dain ofHUM K3 Cneayrowmux cnocobos:

- Hanawute 3agBky B cnucke (cM. pasgen 5.3.2), wenkHute B KonoHke [Onepaumnn] 3Hauok ° <Onepauun
CTPOKMK> 1 BbibEpUTE B OTKPbIBLIEMCS CMIUCKE [ <Ckauats KoHTelHep PCKS#12> (cm. PucyHok 113).

- OtkpoNTe KapTOuKy 3asiBKM (CM. pa3gen 5.3.3), Ha MaHenn MHCTPYMEHTOB LWENKHUTE 3HAYO0K n 7
BblOepUTe B OTKPbIBLIEMCS CMIUCKE [ <Ckavarb KoHTeiHep PCKS#12> (cM. PucyHok 114).

5.3.7.5 BbIrpy3Kka cnmcKka oto3BaHHbIX cepTuduraTtos (CRL)
Bbirpysky ¢aina co cnmckoM o0To3BaHHbIX cepTudukaToB (CRL) BO3MOXHO BbIMOMAHWUTL Kak NpW MpoOCMOTpe

CMUCKa 3a8BOK, TaK U U3 KapTOUKM 3aBKM.
Mopsapok BbIrpy3KkM CNMCKa 0TO3BaHHbIX cepTnudukatos (CRL):

o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaumun Aladdin eRA v nepeiaoute B pasgen B 3aa81u.

e Boirpysute darin ogHMM 13 ceaylowmx cnocobos:

' 3asBKa Ha KNIOYEBOM HOCUTENE NOCIE MMNOPTa CePTUPMKATA Ha KNKOUYEBO HOCUTEND.
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- Hawnpgwute 3asBKy B cnucke (cM. pasgen 5.3.2), wenkHuTe B KonoHke [Onepauun] 3Hauok ° <Onepauuu
CTPOKMU> 1 BbibepUTE B OTKPbIBLIEMCS CMIUCKE (] <Ckauarb CRL usparens> (cM. PucyHok 113).

- OrtkpoWTte KapTouky 3asBkM (CM. pasgen 5.3.3), Ha naHenu MHCTPYMEHTOB LWEeNKHWUTE 3HAYOK n 7
BblbepuTe B OTKPbLIBLUEMCS CMIUCKE [l <Ckauars CRL usparens> (cM. PucyHok 114).

5.3.7.6 Bbirpy3ka Lenoykm ceptuduraTos nsgartena
Bblrpy3|<y cbaﬁna C LI,EI'IOHK0171 CepTVId)MKaTOB n3natend BO3MOXHO BbIMOJIHUTL KaK npu NpocMOTpe ChnucCKa

3a4BOK, TaK U U3 KapTOYKHM 3a4BKU.
nOp‘iI,EI,OK BbIrPY3KKU LLEMNOYKHU CepTl/ICbl/IKaTOB n3patens:

o [lopkntoumtech Kk Beb-uHTepdency LleHTpa peructpaunm Aladdin eRA v nepeiigute B pasgen = 3aaBku.
e Bebirpysute ain ofHUM K3 Cneayrowmux cnocobos:
- Hawnagwute 3asBKy B cnucke (cM. pasgen 5.3.2), wenkHuTe B KonoHke [Onepauun] 3Hauvok ° <Onepauuu

CTPOKM> U BblbepuTe B  OTKPbIBLIEMCS  CMMUCKE [ <Ckauars LenoyKy ceptudukaTos usparens>
(cM. PucyHok 113).

- OtkpoMTe KapTO4Ky 3asBKM CM. pa3gen 5.3.3), Ha MaHeNn MHCTPYMEHTOB LWEJIKHUTE 3HA4O0K n "
BblOepuTe B OTKPbIBLIEMCS CMIUCKE [ < ckavarb uenouKy ceptudukaToB usgarens> (cM. PucyHok 114).

5.3.7.7 OT3bIB cepTudUKaTa
Y106bl OTO3BATHL CepTVId)l/IKaT, 3adBKa Nno KOTOpOﬁ OH 6bIN BbINyLWEeH OO0JIKHa ObITb B cTatyce «Bbll‘lOﬂHeHa», a
cTaTyc cepTudumKaTa «AKTUBUPOBAHY.

M OT3bIB cepTndUKaTa aBngeTcs HeobpaTMMOM onepauuen, KOTopas MOXET MOBAMATb Ha paboTy nonydvarens
2 ceptudukatos (cybvekra PC).
Mopsapok oT3biBa cepTudmkara:

o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaumun Aladdin eRA v nepeiagute B pasgen B 3aa81u.

o OTKpoOWTe KApTOUKY 3asiBKM, MO KOTOPOM Obln BbINyLLEH cepTUdUKAT, Tpebytowmii 0T3biBa (CM. pasgen 5.3.3).

e Ha naHenuM WHCTPYMEHTOB KapTOYKM 3asiBKM HaXMUTE KHOMKY _ u BbibEpuTE B
oTKpbIBLWEMCS cnucke <CepTUdMKaT OTO3BAH>.

3anBkKa Ne647299fc-5650-43f7-ab0e-283aed67a633  Benontena

Ceptudmkar oro3eaH

3anexa

CueHapwii C 3aKpbiTbiM Knovom (PKCS#12)

Llabnox ECA-User-Ne1
PucyHok 115 - OT3bIB ceptudmkara

e B oTKpbIBLLIEMCS OKHe BbiGepuTe B cnucke «IpuymnHa» NpUUMHY 0T3bIBa CepTUhUKATA, OCTaBbTE 00S3aTE/bHbIN

KOMMEHTapVIVI B none «KOMMEHTapVIﬁ» N HAXXMUTE KHOMKY -
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Oto3BaTh cEpTUUKAT?

OT3biB — 310 HEOOpPaTMMan ONepayyua, KOTOPas MOXET NOBNMATL HA paboTy
NONL30BATENS WK CEPBEpPa.

Mzpartens: Root-CA2
CyObekT. neTpos
[eicTeyeT. ¢ 18.03.2025 15:23:55 no 18.03.2027 15:23:55

- Mipsrnia -
Be3 yKa3aHHA NPUYHHL

-~ KoumeHTapwi *
Komnpomerauus

PucyHok 116 - YkaszaHue NpuyMHbl OT3biBa CEpTUdHMKATA

B pesynbrate ceptudumkat 6yaeT oTo3BaH (cM. PucyHok 117).

3anBka Ne647299fc-5650-43f7-ab0e-283aed67a633  Bunontena

3anexa

CueHapui C 3aKpbiTbIM Kntouom (PKCS#12)

PucyHok 117 -CepTudukar oTo3BaH

5.3.7.8 IMnopT cepTudmKaTa Ha KOYEBOM HOCUTENb

[penBapuTencHbie yCNOBUS AN UMMNOPTa CepTUPUKATA HA KNHOYEBOM HOCUTEND:

e Ha KkoMmnblTepe, C KOTOPOro BbIMOMAHAETCA NOAKMAYEHMe K Beb-uHTepdency LleHTpa perunctpauum
Aladdin eRA, pomxkHo 6biTb ycTaHoBNeHO npunoxerue JC-WebClient unu MO «PytokeH Mnarnt».

e K KoMmbloTepy, € KOTOpPOro BbINOJIHAETCS MNOAKNYeHMe K Beb-uHTepdency LeHTpa peructpauum
Aladdin eRA, nomkeH BbITb MOAKOYEH NOAAEPXKMBAEMDbIN KNHOYEBON HOCUTENDb (3NEKTPOHHBIV K/HOY).

e 3agBKa, NO KOTOPOWM Obin BbIMyWeEH cepTUdUKAT ANsS MNOCNefyLWero UMNopTa Ha K/IKYEBOW HOCUTEND,
[OMKHA uMeTb cTatyc «OxunaaeT nmnopta Ha KH»,

Mopsapok nMnopTa cepTudumKaTa Ha KIOUYEBOM HOCUTENb:

o [logkntounTech K Beb-uHTepdericy LleHTpa pernctpaumun Aladdin eRA v neperaguTte B pasgen 3aaBKu.
o MHMuMUpy#iTe Npouecc OTMEHbl 3a5BKM O4HUM U3 CNefyWwmnx cnocobos:;
- Hanawute 3agBky B cnucke (cM. pasgen 5.3.2), wenkHute B KonoHke [Onepaumnn] 3Hauok ° <Onepauun

CTPOKMK> 1 BbibEpUTE B OTKPbIBLIEMCS CMIUCKE E <Umnoptuposatb Ha KH> (cM. PucyHok 118).
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Cratyc Y Onepaummn

WMmnopTupoears Ha KH

Ckavats ceptudmkaTt

Crauars uenouky ceptuduraTos
Crauatb CRL u3parens

CkauaTh LenoyKky cepTudMKaToB uanartens

PucyHok 118 - MHMumManmsaums npouecca MMnopTa cepTuduKaTa Ha KNloYeBOW HOCUTENb U3 CIMCKA

d Ecan npunoxenne JC-WebClient unu MO «PyTokeH MnarMH» He yCTaHOBMEHO MM K KOMMbIOTEPY HE MOAKIOYEH
: KNHOUYEeBOW HOCUTENb, CO3AaThb 3asIBKY Ha K/IOYEBOM HOCUTE/IE HEBO3MOXHO.

- OTKpOﬁTe KapTO4Ky 3a4BKW, Ha MaHEIN MHCTPDYMEHTOB KaPTOYKMU 3a4BKU LWENKHUTE 3HAYOK n n

BblOepuTe B OTKPbIBLIEMCS CMIUCKE <OtMeHa 3aaBKku> (cM. PucyHok 119).

3aneka Ne191effba-f3d9-41da-bdf4-9395c9b9dc30

Amnoprupoears Ha KH
Cxauats ceptudmkar

CueHapuii CkayaTh L|enouky cepTuuKaToB

= Ck =
LLlabnon Kadqare CRL nagarenn

Cxauark Lenouky cepTubukaros uanarens
LleHTp ceptudmkaunm

PucyHok 119 - MHuumanuzaums npouecca MMNopTa cepTudukaTta Ha K/Ilo4eBOW HOCUTENb U3 KapTOUKM 3asIBKU
e B oTkpbiBWEMCS OKHe «MMnopT cepTudumkaTta Ha KoyeBon Hocutenb» (CM. PucyHok 120):
- B cnucke «YcTponcteo» Bbibepute NOAKIHOYEHHBIA KNHOYEBOM HOCUTEND.

- B none «PIN-koa» BBeagute PIN-kog AOCTYNa K KIOYEBOMY HOCUTENHO.

WmMnopTtuposats
- Haxmure KHOMKy .

Bribepute ycTpoicTBo u ykaxwmte PIN-kon

- YCTpoiicTBO
JaCarta#1209BFE1DB550001 196607

WmnopTupoBars

PucyHok 120 - MIMnopT cepTudmkata Ha K/IKO4EBOM HOCUTEND

d Mpu uMmnopTe ceptuduMKaTa, OTKPbLITLIM KAOY KOTOPOr0 HE COOTBETCTBYET 3aKPbITOMY KUY Ha KIHOUYEBOM
> HOoCcuUTene» BO3HMKAET oOwubka «KMYEBOW HOCUTENb HE COQEPXKWMT 3aKPbITbld K/KOY, COOTBETCTBYHOLLMIA
OTKPbITOMY KoYy U3 cepTudurKaTa.

LeHtp pernctpaunn Aladdin eRA nocnenoBaTesibHO NPOXOAMT MO CMAMCKY KAKOYEBbIX Map Ha BbiOpaHHOM npwu
MMMNOpTe KK4YEBOM HocuTene. Bce HeycnewHble MOMbITKM CO34aHMS KOHTEWHepa 3aBepLlaroTcs OWwubKOoM,
Bo3Bpawaemon npunoxeHnem JC-WebClient unu MO «PytokeH lMnarun». Mpu 3tom LleHTp pernctpaummn Aladdin
eRA He oTobpaxaeT oWwKnbOKy AN KaxAoM KNoyeBoi napbl, reHepupyemyio npunoxernvem JC-WebClient unu M0
«PyTokeH [lnaruH», a BbIBOAMT 00wy oOWKUOKY «KnueBoW HOCUTENb He COLEPXWT 3aKPbIThIM  KIHOY,
COOTBETCTBYIOLLMIA OTKPBITOMY KNHOUY U3 cepTUdUKaTax.

S
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e B cnyyae ycnewHoro muMnoprta ceptuduMKaTa Ha K/IHYEBOM HOCUTENb B OTKPbIBIUEMCS OKHe «MMnopT
cepTMdMKATa Ha KI4eBOM HocuTenb» (CM. PucyHok 121) npoBepbTe AaHHble cepTUdUKaTa M HaXMUTE

KHOMKY

Cepmudmkat YCNEWHO UMNOPTUPORAH Ha

KITIOYeBOH HOCUTElb

W3parens: Root-CA2

Cybuexr: fly6uos
Deiicteyer: ¢ 03.06.2025 14:48:39 no
03.06.2027 14:48:39

PucyHok 121 - MMnopT cepTudmMKaTa Ha KNHOYEBOWM HOCUTENb YCMELIHO BbINOJHEH

5.4 Pazgen «HypHan cobbiTuin»

5.4.1 O rypHane cobbiTumn

)KypHan CobbITHi npenoHasHayeH Ond BbiABNEHUA Cy4aeB HapyweHUa nNOoJIUTUKKU 6e30nacHOCTH npu

akcnnyataumm LleHtpa peructpaumm Aladdin eRA. B xypHane ayanTa pernctpupyroTcs CMCTEMHbIE COBbITUS, CBSI3aHHbIE C

pa60T017| I'IO, d TaKXxe CO6bITMFI, CBA3aHHblIE C UBMEHEHNAMU HACTPOEK U [LEeNCTBMAMM MoNb3oBaTenei. 3anucu XypHana

COObITMIN XpaHATCS B 6a3e AaHHbIX.

Kaxpas 3anuch B XKypHane cobbITUIM COLEPXKUT Cneaytolwylo MHGOPMALMIO:

e [laTa 1 BpeMs perncTpaumm C TOYHOCTbIO A0 CEKYHADbI.

e /Mg yyeTHOW 3anmMcn — Nonb3oBaTeNb, MHULMMPOBABLUMIA COObITUE (019 CUCTEMHBIX COObITUIA — SYSTEM).

e  Ponb («/AnMUHUCTpaTOp» Mnu «OnepaTtop») — posb Nosib30BaTeNS, MUHULMMPOBABLIEro COBbITHE.

e |P-apgpec uctouHuka - IP-agpec y3na, ¢ KoTOporo 6b11a BbiNOSHEHA ayTEHTUDMKALMSA UHULMATOPA COObITHS.

o Kateropwus cobbituii («Owmnbka» unu «MHdopmaums»).

o Kop cobbitna B popMate: RAENV [HoMep COBHITHA].

e OnucaHue — KpaTKoe onucaHue cobbITUS.

e [lpnunHa cobbiTMs (TONbKO AN CObbITUI KaTeropuit «OwnbKay).

e [loapobHoe onucaHune cobbITuS.

CobbiTns, noctynHble OnepaTopy, NpuMBeaeHbl B Tabnuue
Tabnuua 11 — CobbiTus, goctynHole Onepatopy

HUXe.

MpuuuHa, BbI3BaBLLASA 3anUCb B Kateropusa
Kog, cobbiTua
KypHan cobbiTUA

OnucaHue B XXypHane

AyTeHTUdOMKALMSA Nonb30BaTeNs RAENV0100 INFO

KpaTkoe onucaHue: AyTeHTUdMKALMA NONb30BaTENS
ATpunbyTbI:

— |d nonb3oBatens

— OtobpaxaeMoe MMs nonb3oBaTens

— Ponb nonb3oBatens

— AyteHTudukaTop

— Tun ayTeHTUdUKaLMM

— IP appec

Owwnbka ayTeHTUdMKaLMM RAENV0101 ERROR

Kpatkoe onucaHue: Ownbka ayTeHTUDUKALMM NONb30BaTENS
ATpubyThI:

— Id nonb3oBatens (MoOXeT OTCYTCTBOBATb)

— OTobpaxaemoe MM nonb3oBaTtens (MOXeT OTCYTCTBOBATb)
— Ponb nonb3oBartens (MoOXeT OTCYTCTBOBATb)
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MpuuunHa, BbI3BaBLIAS 3aNUCL B
XypHan

Koa cobbitua

Kateropusa
cobbITnA

OnucaHue B XypHane

— AyTeHTduKaTop (MOXET OTCYTCTBOBATb)
— Tun ayTeHTUhUKaLMK

— IP appec

— Onucanue ownbkm

Bbixopg nonb3oBatens

RAENV0102

INFO

KpaTtkoe onucanue: Boixog nonb3osartens
ATpunbyTbI:

— |d nonb3oBatens

— OtobpaxaeMoe MMs nonb3oBaTens

— Ponb nonb3oBatens

— AyteHTudukaTop

— Tun ayTeHTUbUKaLMK

— IP appec

Co3naHue 3as9BKM

RAENV0300

INFO

Kpatkoe onucanue: Co3naHue 3asaBku
ATpubyThI:

— |d 3asBKkuM

— CueHapui

— CN B 3agBke

— |d wabnoHa

— WmMs wabnoHa

— |d nonyyarens ceptudumkara

— WMma nonyyatens ceptudmkarta

— Cratyc

— BHewHwui knoy (MOXeT OTCYTCTBOBATH)

Owmnbka co3aaHms 3a9BKM

RAENV0301

ERROR

Kpatkoe onucanune: Owmnbka co3naHna 3aa8ku
ATpubyThI:

— CueHapwuii (MOXET OTCYTCTBOBATb)

— CN B 3asBKe (MOXET OTCYTCTBOBATb)

— |d wabnoHa (MoOXeT OTCYTCTBOBATH)

— Mmsg wabnoHa (MOXeT OTCYTCTBOBATb)

— |d nonyuatens ceptudumkara (MOXeT OTCYTCTBOBATb)

— Mg nonyyatens ceptudukata (MOXET OTCYTCTBOBATD)
— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)

— OnucaHue owmnbku

O6paboTka 3asBKu

RAENV0302

INFO

Kpatkoe onucanune: ObpaboTka 3asa8Kku
ATpubYTHI:

— |d 3aaBku

— CueHapwii

— CN B 3a9BKe

— |d wabnoHa

— MM wabnoHa

— |d nonyyartens ceptudumkara

— WMma nonyyatens ceptudmkarta

— Cratyc

— BHewHwui koY (MOXeT OTCYTCTBOBATH)
— Pexxum 06paboTku

— |d npasun

Bbinyck ceptudmkaTa no 3asBke

RAENV0303

INFO

KpaTtkoe onucanue: Boinyck ceptnudukata no 3asske
ATpubyThI:

— |d 3aaBku

— CueHapwii

— CN B 3a9BKe

— |d wabnoHa

— Mms wabnoHa

— |d nonyuatens ceptudumkara

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)
— |d ceptndmkaTta
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MpuuunHa, BbI3BaBLIAS 3aNUCL B
XypHan

Koa cobbitua

Kateropusa
cobbITnA

OnucaHue B XypHane

Owwnbka BbiNycka cepTudukaTa no
3asBKe

RAENV0304

ERROR

Kpatkoe onucaHue: Ouwwubka Bbinycka ceptudukaTa no
3asBKe

ATpubyThI:

— |d 3aaBku

— CueHapwii

— CN B 3a9BKe

— |d wabnoHa

— Mms wabnoHa

— |d nonyyatens ceptudumkata

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)
— OnucaHue owmnbku

OTtMeHa 3asBKM

RAENV0305

INFO

Kpatkoe onucanume: OTMeHa 3asBKM
ATpubyThI:

— |d 3aaBku

— CueHapuii

— CN B 3a9BKe

— |d wabnoHa

— Mms wabnoHa

— |d nonyyartens ceptudumkata

— Wma nonyyatens ceptudmkarta
— Craryc

— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)

Owmnbka OTMEHbI 3a8BKM

RAENV0306

ERROR

Kpatkoe onucaHue: Owmnbka oTMeHbI 3asiBKM
ATpunbyThI:

— |d 3asBKkuK

— CueHapui

— CN B 3asBke

— |d wabnoHa

— MM wabnoHa

— |d nonyyatens ceptudumkata

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)
— OnucaHue owmnbku

OTKNOHEHME 3a5BKM

RAENV0307

INFO

KpaTtkoe onucanune: OTKIOHEHME 3asBKM
ATpubyThI:

— |d 3aaBku

— CueHapwii

— CN B 3a9BKe

— |d wabnoHa

— Mms wabnoHa

— |d nonyyatens ceptudumkata

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui knoy (MOXeT OTCYTCTBOBATD)

OwmnbKa OTKNOHEHMS 3a51BKU

RAENV0308

ERROR

Kpatkoe onucaHue: Owmnbka OTKIOHEHUS 3as8BKU
ATpunbyThI:

— |d 3asBKkHM

— CueHapui

— CN B 3agBke

— |d wabnoHa

— WM wabnoHa

— |d nonyyarens ceptudumkara

— WMma nonyyatens ceptudumkarta

— Cratyc

— BHewwHMit Kntou (MOXET OTCYTCTBOBATD)
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MpuunHa, BbI3BaBLIAS 3aNUCb B Kareropus
Koa cobbitua

KypHan co6biTus OnucaHue B XypHane

— OnucaHune ownbKu

MUMnopT cepTnduKaTa Ha HOCUTEND RAENV0309 INFO Kpatkoe onucanune: UMnopt cepTndmkata Ha HOCUTENb
ATpubyThI:

— |d 3aaBku

— CueHapuii

— CN B 3a9BKe

— |d wabnoHa

— Mms wabnoHa

— |d nonyuatens ceptudumkara

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)
— |d ceptndmkarta

Owwunbka nmnopta ceptudumkata Ha | RAENV0310 ERROR Kpatkoe onwucanue: Owwnbka wumnopta ceptudukata Ha
HocuTeNb HocuTenb

ATpunbyTbI:

— |d 3asBKkHK

— CueHapui

— CN B 3asBke

— |d wabnoHa

— WmMs wabnoHa

— |d nonyuatens ceptudumkara

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui knoy (MOXeT OTCYTCTBOBATD)
— |d ceptTndumkaTa (MOXET OTCYTCTBOBATD)

OT13bIB CcepTUdHKaTa RAENV0311 INFO Kpatkoe onucanue: OT3biB cepTndumKaTta
ATpubyThI:

— Id 3aa8Bku

— CueHapuii

— CN B 3asBke

— |d wabnoHa

— Mmsa wabnoHa

— |d nonyyatens ceptudumkata

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)
— |d ceptndmkaTta

— MpunyumHa oT3bIBa

— KoMMeHTapuit K 0T3bIBY

Owwnbka 0T3bIBaA 3a9BKM RAENV0312 ERROR Kpatkoe onucanme: Ownbka oT3biBa cepTudumkaTta
ATpubyThI:

— |d 3aaBku

— CueHapuii

— CN B 3a9BKe

— |d wabnoHa

— Mms wabnoHa

— |d nonyuatens ceptudumkara

— Wma nonyyatens ceptudmkarta

— Craryc

— BHewHwui kntoy (MOXeT OTCYTCTBOBATD)
— |d cepTndumkaTa (MOXET OTCYTCTBOBATD)
— OnucaHue owmnbku

MoakntoueHue knwovesoro Hocutens | RAENV0400 INFO Kpatkoe onucanue: [ogkntoyeHne KyYeBoro HocuTens
ATpunbyThI:
— CBoiicTBa HocuTena
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MpuuunHa, BbI3BaBLIAS 3aNUCL B
XypHan

Koa cobbitua

Kateropusa
cobbITnA

OnucaHue B XypHane

Owunbka noakntoyeHma knwodesoro | RAENV0401

HocuTena

ERROR

KpaTtkoe onucaHue: Ownbka
HocuTens

ATpubyThI:

— CBoincTBa HocuTens

— OnucaHue ownbKu

noaKNK4yeHna

Knw4yesoro

JkcnopT davina RAENV0500

INFO

Kpatkoe onucanue: dkcnopt davina
ATpubyThI:

— ID 3aaBku
—Tun  danna  (BO3MOXHble  3HAYEHMUS:
«Ceptudumkar», «Llenoyka cepTudmkaTos»,
«Ceptudukar  wmspatens»,  «Lenouka

nsparens», «CRL nspatens»)

«PKCS#10»,
«PKCS#12»,
ceptndukaTos

Owwnbka 3kcnopTa paina RAENVO0501

ERROR

Kpatkoe onucanue: Owunbka skcnopTta daiina
ATpubyThI:

— ID 3asBku
—Tun  ¢anna  (BO3MOXHble  3HAYEHMUS:
«Ceptudukat», «Llenouka cepTudumKaToBy,
«CepTudumkar nsparens», «Llenouka
uspatens», «CRL nsparens»)

OnucaHue ownbku

«PKCS#10»,
«PKCS#12»,
cepTndukaTos

JKCNOPpT XypHana cobbITui RAENV0502

INFO

KpaTtkoe onucaHue: SKCnopT XypHana cobbiTui
ATpunbyTbI:
— [MapameTpbl dunbTpaLmm

Owwnbka RAENV0503

CcobbITUM

3KcnopTa XypHana

ERROR

Kpatkoe onucanme: Owmnbka sKcnopTa xXypHana cobbiTui

ATpubyThI:
— MapameTpbl GunbTpaLmm
— OnucaHue owmnbku

5.4.2 MNpocMOTp HypHana cobbITunin

OnepaTopy LOCTYMNeH NPOCMOTP TONIbKO CNEAYHOLMX COBbITUIA XXypHana:

- C06bITl/IFI, ANa KOTOPbIX OH ABNAETCA UHNLUNATOPOM;

- cobbITMs No 3asBKaM, KOTOpble Obl/IM CO3AaHbl AAaHHbIM NOoNb30BaTENEM;

- cobbITMS MO 3as8BKaM, Y KOTOPbIX noJsiydaTeneM ceptudukarta gBnseTcs CyObekT, AOCTYMHbIA AAHHOMY

MoNb30BaTENO B COOTBETCTBUM C MpaBuIaMu Aoctyna LleHTpa cepTudukaumm, K KOTOPOMY MOAK/IOUEH

LleHTp peructpaumm Aladdin eRA.

[na npocMoTpa 3anucelt XypHana cobbiTUi nopknumMTech K Beb-uHTepdeicy LleHTpa peructpaumm Aladdin

eRA v nepeitoute B pasgen XypHan co6biTuii.
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LleHTp pervctpauuu Aladdin eCA Operator ~ o

Crauath ¥

Oar... ~ YyeTHan 3a... Ponb Kateropus co... Kop cobhbir... OnucaHue

202¢
giggiggzs Operator Onepatop WHdopmauma RAENV0302 ObpaboTka 3aABKU

S
Ejgﬁggﬁ Operator Onepatop Hdopmanma RAENV0300 Co3anaHune 3aABKN

}17]3?_'2325 Operator Onepatop WHdopmauma RAENV0302 ObpaboTka 3aABKK

}: £ g ?ég 25 Operator OnepaTtop WHdopmauma RAENWV0300 Co3gaHne 3aaBKn

o Buinyck
1 ._D€_2925 Operator Oneparop Wndhopmarua RAENV0303 ceprmukara no

PucyHok 122 - lMpocmoTp 3anucent xxypHana cobbiTui

3anmMcn o cobbiTMsAX oTOOpaxXatTCa CNMCKOM B TabnmMyHOM Buae. 10 yMONYaHMKO B KOMOHKax Tabnuubl
oTobpaxatloTca cneayowme aTpnbyTbl COBbITUNM:

e [laTa cobbiTuA.

e YyeTHas 3anuce.

e Ponb.

o Kareropus cobbiTus.
e Kop cobbitus.

e OnucaHue.

3anmMcn o CcobbITMAX BbIBOAATCA MOCTPAHMYHO. [N nepeMelleHUss No CTpaHMUAM CMMCKA MCMNONb3yuTe

MHCTPYMEHTbI HaBUTaL UK.
CTpOK Ha CTpaHule 50 ~  1-8u3 8

PucyHok 123 — MHCTpyMeHTbI HaBUraLuum
OnucaHne MHCTPYMEHTOB HaBUraLmu:

e > — Mepexof Ha CiefyoLwyo CTPaHULY ClMCKa.
e < — nepexop Ha NpeablayLy CTPaHULY CUCKA.
® &4 — BbIbOp KOMMYECTBA 3anmncen, 0TO6paXXaeMbIX Ha O4HOM CTPaHULLE CNUCKa.

[nsa ynobcTBa aHanusa 3anmcen B CNMCKE Bbl MOXETE YNPaBAsTb BUAMMOCTbIO KOMOHOK Tabnuupl. YTo6bl CKpbITh
oTobpaxeHne BblIOPaHHOW KOJIOHKM, LLENIKHUTE B €e 3arofIoBKe 3HauyokK [ ] <[leiicTBME KONOHKU> M B OTKPbIBLUEMS
crnncke ' Bbibepute <CKpbITb [Ha3BaHME KONOHKU] KONMOHKY>. UToObl BepHyTb B Tabnuue oTobpaxeHue CKPbITbIX

KOJIOHOK, LLENIKHUTE B 3arosoBKe 0001 KONTOHKM 3HaY0K ° <[eiicTBUE KONOHKU> U B OTKPbIBLIEMS CMIUCKE BbibepuTe [
<lMokKa3aTb BCce KOJMIOHKU>.

" Habop [eiCTBUI KONOHOK OTAMYAETCA B 3aBMCUMOCTM OT aTpubyTa COBbITMS, NPeACTaBNEHHOO B AaHHOM KOMOHKE.
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CopTtupoeaTe Kog cofuiTia no eo3pacTaHuio

Coptupoeate Kog, cobuiTig no ybsisanmio

Otdunstposats no Kog cobeitks

Ckpuite Kog cobuimusa konoHky

PucyHok 124 - Cnucok aeicTteuit ¢ konoHkor [Koa cobbiTus]
[ng noucka 3anucer 0 CobbITUSAX B CMMCKE Bbl MOXETE BbIMOJIHUTb COPTMPOBKY (YNOpSAOYMBaHME) 3anmcen no
BbIOpaHHOMY aTpubyTy, NpeAcTaBNeHHOMY B COOTBETCTBYHOLLEN KOJTOHKE.
CopTupoBKa (ynopsaounBaHue) 3anunceit 0 CoBbITUAX BO3MOXHA NO CNeayLmm atpubytam (KONoHKaM):

e [lo pate u BpeMeHM peructpaummn cobbiTus B nopsake yobiBaHUS MAM BO3PACTaHMS BDEMEHHbIX METOK.
e [0 MMEHM Y4ETHOWM 3aNnUCK MHUUMATOPA COObITMA B andaBUTHOM NOpsaKe.

e T[lo ponu uHMLMaTopa cobbiTna B andaBUTHOM NoOpsake.

e T[lo kozy cobbiTus B NopsiaKe BO3pacTaHUs Unu yobiBaHUS HOMEpPA, COAEPKALLErocs B KOAe.

Mo yMonyaHWi0 COpPTMPOBKA 3anmMCer B CNUCKE BbIMOAHEHA MO JaTe M BpPeMeHU perncTpaumm cobbitma (8
nopsiike yobiBaHNS BPEMEHHbIX METOK).
Ytobbl BbINOSIHUTL COPTMPOBKY 3anucer O COBbITMAX MO BbIGPAHHOMY aTpMOYTy, LWENKHUTE B 3arosioBke

COOOTBETCBYHOLLEN KONOHKM 3HAYOK @ <[eiicTBMe KONIOHKM> 1 B OTKpbIBLIEMSA cnncKe ' BbIGepuTe:
e [Ins ynopsnounsaHus no Bo3pactaHuio — EM <CopTupoBaThb [HasBaHMe KONOHKM] NO BO3PaCTaHUIO>.
e [Ins ynopsnounsaHus no y6bisaHuio — Ell <CopTupoBaTh [HazBaHMe KONOHKM] NO Y6bIBaHUIO>.
CTaTyChbl BbINOMHEHHOM COPTUPOBKM OTOBPAXAOTCA B 3ar0/I0BKaxX KOJIOHOK CIEAYHOLMMM 3HaYKaMK 2:
e Y - COPTMPOBKA BbINOMHEHA B NOPALKE BO3PACTaHMS.

e K4 - COPTMPOBKA BbINOJHEHA B NOPALKE YObIBAHMS.

. - COPTMPOBKA HE BbIMOHEHA.
Yt06bl OTMEHUTb COPTUPOBKY 3anucer No BbIOpaHHOMY aTpubYTy, LLENKHUTE B 3arosoBKe COOOTBETCBYHLLEN

KOJIOHKHM 3HAa4Y0K ° <JleAcTBUE KOJIOHKN> U B OTKpbiBWIEMA CNUCKE BblﬁepMTe ] <Ounctntb COpPTUPOBKY>.

Ona noucka cobbITUIM B CNMCKE Bbl MOXETE BbIMOAHWUTL Bbl60pKy 3anMcer C MOMOLbIO CbVIﬂprOB,
PaCnoONOXEHHbLIX B 3arosloBKax KOJIOHOK. Kaxabin CbVIﬂpr npeaHasHavyeH ansa BbI60pKl/I MHd)OpMaLl,l/IM no anl/I6yTy
C06bITl/IFI, npeancrtaBleHHOMY B OAHHOM KONOHKe. BO3MOXHO  BbINOMHWUTL Bbl60pKy VIHCbOpMaLI,Ml/I, NpUMEHNB
O0AHOBPEMEHHO HECKOJIbKO CI)I/IJ'IprOB.

Bbl60pKy 3anucei 0 CoBbITUAX BO3SMOXHO BbIMO/HUTL C MOMOLLbIO CI)MJ'IprOB no cheaywowum anM6yTaMI

o [lo pate cobbITUA.
o [1o UMEHU yyeTHOM 3anucw.
e [lo ponu.

¢ [lo kaTeropuu cobbITUS.

" Habop [eiCTBUI KONOHOK OTANYAETCA B 3aBMCUMOCTM OT aTpubyTa COBbITMS, NPeACTaBNEHHOrO B AaHHOM KOMOHKE.
2 MeHATb NOPSAOK COPTMPOBKM, a TaKke OTMEHSTb COPTMPOBKY MOXHO, MOCAEAOBAaTENbHO LIENKas Ha 3HAYyOK CTaTyca COPTUPOBKM MO

KO/NIOHKe.
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o [lo koay cobbiTHS.

Mo yMonyaHuio GunbTpbl CKpbIThl. YT0ObI MCNOIb30BaTh PUABTPLI, HAXKMUTE HA MAHENN UHCTPYMEHTOB KHOMKY .
<®OunbTp> uMAKM  WenkHWTe B 3aronoBke KonoHok [CueHapwit], [Oara o6pa6otku] wnm  [Cratyc] 3Hauok °

<[eiicTBUE KONOHKM> 1 B OTKPbIBLLIEMS Criucke BbibepuTe Il <OTdULTpOBaTL NO [Ha3BaHMe KONOHKM]> .

Ytobbl CKpbITb GUABTPLI, HAXMWUTE HA MAHENM WHCTPYMEHTOB KHOMKY .<¢>unb1-p>. MNpn 3TO0M BbLIGOPKA
3anucen, BbINOSIHEHHAS C MOMOLLbI0 PUABTPOB, COXPAHSETCS.

LlenTp peructpauuu Aladdin eCA adminra ~ o

Ckauats ¥

Bata cobeiTua ~ Yuernas sanuce Kareropua cobbitua

07.08.2025 10:48:33 SYSTEM AppMrHucTpaTop Nudopmarma

07.08.2025 10:30:01 SYSTEM ApMuHucTpaTop Mudopmayma

PucyHok 125 - OtobpaxeHne punbTpoB B 3aroNoBKax KOMOHOK BKIHOUYEHO

YT06bI BbINOAHWTL BbIOOPKY MHMOPMaLMK C NoMoLbio GunbTpa (OTKPbITb OKHO GUALTPA), WENKHUTE Ha3BaHWe
$UNbTPa B 3aroJIOBKE KOMOHKM.

@unbTpbl N0 aTpmMbyTaM CcobObITUIA, NpefcTaBNeHHbIA B KONOHKax [YueTHas 3anucb] (cM. PucyHok 126a), [Ponb]
(cM. PucyHok 1266), [Kateropus cobbitua] (cMm. PucyHok 1268) u [Kop cobbitua] (cm. PucyHok 126r) obecneunaior
BbIOOPKY WHOOpMauMM nNo BbIGpPaHHbIM aTpubyTam. Bbibop aTpubyTOB BLIMOMHAETCS YCTAHOBKOW (NaXKOB [Ans
COOTBETCTBYIOLLMX 3HaueHun aTpubytoB. GunbTp no aTpmbyTy cobbITMSA, NpeacTaBNeHHOM B KoNoHke [[ata cobbitus]
(cM. PucyHok 126p), obecneunBaeT BbIOOPKY MHMOpPMALMM 3a YKa3aHHbIA BpeMeHHOM uHTepBan. Hayano u koHey,
BPEMEHHOr0 MHTEPBana (A4aTa 1 BpeMms) 3a4aK0TCS C MOMOLLbLIO KaneHaapen u CNUCKOoB.

3apaHHble GUAbTPaMKU KpUTepun BbIDOPKM OTOBPAXKAKTCA B 3aroNoBKaxX COOTBETCTBYHLMX KOMOHOK. [MpM3HaKOM
npuMeHeHust GunbTpa sBnsieTcs 3Ha4yok MMl B 3aronoBke COOTBETCTBYIOLLLEN KONMOHKM (CM. PucyHok 126n).

Ytobbl OTMEHWTb AeWCTBME ONpeaeneHHoro GunbTpa, LWeNKHUTE B 3arofIoBKE KOJIOHOKM 3HAY0K 0
<[eiicTBUE KONOHKM> 1 B OTKpbIBLIEMS criucke BbibepuTe Il <OUMCTUTL GUALTP> MNU WENKHUTE B 3arofOBKe KONOHKM

3HA4YoK .

YT06bl OTMEHUTH AEICTBUE BCEX PUMBTPOB, HAXKMUTE HA MAHENU UHCTPYMEHTOB KHOMKY _
YT06bl BbINOAHUTL BbIGOPKY COGLITUI MO MX ONMUCaHUIO (B TOM YuCie U NOAPOBHOMY) M NMpUUYMHAM, BBEAWUTE B
MOWCKOBOWM CTPOKEe, PACMONOXEHHOM Ha NaHenu WHCTPYMEHTOB, KIOYEBOE C/10BO, COAEpXKalleecs B OMUCAHUMU UM

npuynHe cobbiTns. [Ing oTMeHbl BbIBOPKM LLENKHMUTE B MOMCKOBOM CTPOKE 3HAYOK .
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YueTHan zanuce

] adminca

adminra
Kateropus cob...

adminral

| admin_va

: Bce Panu O  Wudopmaums
INITIAL_ADMIN

O  Apmuuucrpatop E Oitiises

SYSTEM

Llara cobuiua Y Yuernan sanuce
Kon cofbiTua « 04.07.20250 |

RAENV0302
RAENV0302

RAENV0602

RAENV0602

A)
PucyHok 126 - YkasaHue kputepueB BbIOOpKM B PUAbTpax

5.4.3 NpoCMOTP KapTO4KM COBLITUA

Kaptouka cobbiTva comepXuT NpeacTaBleHHY B yAOOHOM Ans aHanu3a Buae noapobHyt MHbopmauumio o
CobbITUN.
Y106bl OTKPBITb KAPTOUKY COOLITUS:

o Tlookntiouutech K Beb-uHTepdeiicy Llentpa pernctpaumun Aladdin eRA u nepeiaute B pasgen XKypHan
co6bITHIA.

e Harpgute Hy)XHOe COBbITUE U LENIKHMUTE 3anucb O HEM B cnucke (cM. PucyHok 127).

[ara cobeitus 04.07.2025 15:56:40
YuetHas 3anuce SYSTEM

Ponb ApmuHucTpatop
IP-agpec uctourmka 127.0.0.1
Karteropus cobeitus Wndopmauus

Kop Cobeitua RAENV0100

Onucanue AyTeHTudMKauns nons3osatens

Id nons3osatens cbS6e617-2a62-441e-b6a3-31215ff64311
OroBpaxaemoe uMa nons3osaTens Asmusmcrparop LIC
Pon nonssosarens ADMINISTRATOR

IP anpec 127.0.01

AyTentudmratop 26accffc-4d10-4c95-alfb-7af4b07ed8d1

Tun aytentudmkaumum CERTIFICATE

3akpbiTh

PucyHok 127 - OkHo «CBorcTBa cobbITUS» (KapTOUKa cobbITUS)

0c00 "AnaddouH Kl Pykosodcmeo onepamopa
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[na konupoBaHUS MHPOPMaumMM 0 cobbiTun B Bydep o6MeHa HaKMuTe KHOMKY _ Conepxumoe
cobbiTns U3 6ydepa o6MeHa MOXHO BCTaBUTb, HAaNpUMep, B TEKCTOBbIN (ann (cM. PucyHok 128).

Obwwue cBeaeHUA:

[ata cobbiTvA: 09.01.2025 13:26:15
Ponb: ADMINISTRATOR

Karteropua cobbitua: INFO

Onucanve: AyTeHTudukauma nonb3osarens

Moppo6HocTu:

Id nonb3oBarenn: 667e7bf5-78ae-4bd2-affd-0c70dc568555
Otobpaxkaemoe nMA nonb3osatena: RA_192.168.117.8

Ponb nonb3osartena: ADMINISTRATOR

IP appec: 10.0.20.226

AyTeHTnduKaToR: 24h17edd-5353:4190-a252-aa9¢ca2all12ee
Twvn ayTeHTndukaumn: CERTIFICATE

PucyHok 128 - lMNpuMep konupoBaHusi cobbITUS B TEKCTOBLIN aiin

5.4.4 JKCNOPT 3anmncemn wypHana cobblTui

Bbl MOXeTe BbIrpy3uTb 3amMcu XXypHana cobbituit B dain dopmata .csv (koguposka UTF-8 c paspenutenem
«;»), MOMELLEHHbI B apXx1B B hopMaTe . zip. 3aNUCK XypHana 3KCnopTuMpyoTcsa B (ainn B ob6beme BbIOOPKU, CAeNaHHOM
C NOMOLLbI0 PUNLTPOB M CTPOKM NOMUCKA.
Mopsaok aKcnopTa XXypHana cobbITuiA:
o [lopkntounTech K Beb-uHTepdeicy LeHtpa pernctpaumun Aladdin eRA u nepenaute B pasgen XypHan
co6bITHi.

- c *
e 3anycTuTe NpoLecc NoAroToBKM daina ¢ cobbITUSMU, HAXKAB HA NaHeNN UHCTPYMEHTOB KHOMKY . B

pe3ynbTaTe KHOMKA MEHSeT CBOe COCTOSiHME Ha (HaqMHaeTcn noarotoeka dana,
COOEepPXaLLEro 3anmcu XxypHana cobbiTui).

o +
e [locne noarotoBku arna 4ng 3KCNOPTA XYpPHANA HAKMUTE KHOMKY .
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6 COOBLLEHWA OMNEPATOPY

CoobueHnsa onepaTtopy npeacTaBnstoT CO60M TeKCT coobLeHns B MOAANbHOM OKHE MoA NnojieM BBOAA Napons

WAK MWUH-KOAQ, KOTOpOEe MOSIBASIETCS MO LEHTPY TeKYLEero OKHa BXOAa B CMUCTEMY M coobwaeT o6 owunbke wnu

0653aTeNbHOM AENCTBMM, KOTOPOe He BbiNonHeHo. CMCOK BCeX BO3MOXHbIX COOOLIEHMS AN onepatopa npuBeaéH B

Tabnuue Huxke (Tabnuua 12).

Tabnmua 12 — OnoBeleHUs NporpamMmsl

Ne CoobueHne 06 ownbke/ o
Onucanue [eictBue onepatopa
n/n yBeaoMmeHue
CoobueHue 06 ownbke npu
BbIMycKe cepTuduMKaTa no 3anpocy.
1 | He 3apaHo obs3aTensHoe none B 3arpyxaemoM 3anpoce BepHyTbcs Ha MpeabiayWmii war 1 CMeHuTb
OTCYTCTBYET rofie, KoTOpoe sinsietcst | WabMOoH Ha noaxoaswmi
0693aTeNbHbIM B BbIGPAHHOM unu
wabnoHe Mepeco3aatb (ain-3anpoc C y4ETOM BbIABNEHHbIX
npu ceepke owmnboK 1 nepesarpysutb Gann-
CoobuieHme 06 ownbke npu 3anpoc, BepHYBLUIMCh Ha NpeablayLye Wwark no
BbIMycke cepTudUKaTa no 3anpocy. HaXaTWIO KHOMKM <Hasam>
2 Mone He cooTBeTcTBYET hOpMaTy,
yKa3aHHOMY B WwabnoHe 3arpy»aemblii 3anpoc COLEePXKUT
none, KOTOPOe OTCYTCTBYET B
BblOpaHHOM wabnoHe
CoobuieHne 06 owmnbke npu
BbIMyCke cepTUdUKaTa Ha KNHOYEBOM
[ins paboTbl C KNOYEBBIM HOCI}I/TEHE pTve
HOCMTENeM CHavana yCTaHOBUTe [ns BbINycka cepTUdUKATa Ha SNEKTPOHHOM
3 | Heobxoammoe MO. Hanpumep, . kntoue yctaHosuTb M0 JC-WebClient nnu
. puMep M0 JC-WebClient wnw «PyToke y
«JC-WebClient», u nepesanycture «PyTOKeH Mnaruu»
MnaruH» npeaBapuTeNbHO He
NpoLLecC CO34aHMS 3a9BKU.
yCTaHOB/IEHO
CoobuieHne 06 owmnbke npu
HeT [oCTynHbIX YCTPONCTB. BbINycke cepTudUKaTa Ha kntoyeBoM | [ns Bbinycka cepTuduUKaTa Ha SNeKTPOHHOM
4 MofkntounTe yCTPOMCTBO U HocuTene K/to4e NoacoesnHuUTe KntoYeBon Hocutenb K USB-
nepesanycTute MacTep CO3aHus nopTy U 3anycTuTe MacTep CO34aHUs
ceptudumkaTta JNEeKTPOHHbIA HOCUTENb He cepTUdUKaToB
NOAK/OYEH
CoobuieHne 06 owmnbke npu
BbINyCke cepTUdUKaTa Ha KNHOYEBOM
HocuTene [lna Bbinycka cepTUdUKaTa Ha 371EKTPOHHOM
ANroput™ He NopaepXKMBAETCS K/toYe BbibepUTE NOALEPXKMBAEMBIN KIHOUEBOW
5 | BbIBpaHHOM MOAENbIO KNOYEBOrO N HOCUTENb, MPUCOEANHUTE KITHOUEBOM HOCUTENb K
Bbi6bpaHHbIf ang Bbinycka
HocuTens USB-nopTy 1 3anyctute MacTep CO34aHus
cepTMdUKaTa anroput™ He
. cepTuduKaToB
NoAAepXXMBaeTCs BbIOpaHHOM
MOAENbI0 KHYEBOro HOCUTENS
YBeaoMnieHune o yCrewHoM 3anycke
6 | CMHXpOHM3aUMa 3anyLieHa .
0OHOBNEHUS PECYPCHON CUCTEMBI —
Pecypc c ykazaHHbIM Owwnbka npu 3anycke obHOBNEHUA
7 . N BbibpaTb aKTyanbHYK pecypCcHyK cuctemy
MAEHTUUKATOPOM He HalaeH pecypcHoi cucTeMbl
He ynanocb HatTn o6bexT CoobueHue 06 ownbke npu
8 | cywHOCTH No naeHTMduKaTopy: BbINycke cepTndukaTta BbibpaTb aKTyanbHbIV U aKTUBHbIA CyObEKT

${id}
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CoobuweHne 06 ownbke npu

BbINyCcKe cepTudmkKaTa.
He ponmxHbl NpUCyTCTBOBATHL

9 | oAHOBpPEMEHHO napameTpbl
Subjectld n Userld.

BbibpaTb TONbKO OAHKM NapaMeTpbl
Owwmbka npucytcTamns P P P

O HOBPEMEHHO NapaMeTpoOB
cybbekTa 1 to3epa

CoobueHue 06 ownbke npu
10 | Owwmbka nonyveHus wabnoHa BbINycKe cepTudukaTa. BbibpaTb aKTyanbHbIM U aKTUBHbIM LWABMOH
Ownbka npu Bbibope WwabnoHa

. . CoobueHue 06 ownbke npu
Bpems pevictBua akTMBHOM

11 NPUOCTAHOBKE, OT3bIBE M aKTMBALMU | MICNONb30BaTb aKTyanbHYO JIMLEH3UI0
JIMLLEH3UU UCTEKNO
ceptudukaTa.
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CEPTUONKATOB

NPUNOMEHWNE 1. ONNCAHUE MNONEN MO YMONYAHWIO MPEQYCTAHOBEHHbLIX LUAB/IOHOB

Pacw UpeHHOoe UCnosib3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa

g g LndposaHue WUcnonb3oBaHue Knoya
. . = g 'E E Kno4a OTnnuuTenbHoe UMA cybbekTa AnbTepHaTMBHOE MMS CyGbeKTa
'S UneHTudmkatop 3 ]]: S |§ © & o
3 x % a o B = 2 3 = = . 5 . 5
g g 3 2 5 .5 £ 5 5 S e H o o & ! o & g
= - s 2 € s : = 2 3 2 3 S & = 3 @ =
= € & 3 £ $z g % g x = S| 3 = S| &
= g < I M “ & &
5 ] =
[Deprecated] ECA- 8ecba810-7f48-4c4e-b803- 2y - RSA 1024 - Undposas + - AyteHTudukaums - Common name + + -
Auth 99a97146e2ba ECDSA 256 noanucb KAnMeHTa
- MoaTtBepxaeHue - 3awwuTa
roCT P34.10~- BoiktoueH | nonaunHocTH 3N1€KTPOHHOM NOYTbI
2012 - Wndposanue
KntoYen
[Deprecated] ECA- 2d58b30c-3965-4555-9af4- 2y - RSA 1024 - LUnudpposas + | - AyTeHTUdMKaumMa - Common name + + -
User fec4552af21e ECDSA 256 noanuchb KNMeHT
- MNoaTBepxaeHue - 3awwuTa
rocrp 256 NOAMHHOCTH 3NEKTPOHHOM NOYTbI
34.10-2012 - Wudposanue
Kntouen
[Deprecated] ECA- 25bbd733-4d8c-43ce-ba5a- 2y - RSA 1024 - Undposas + | - AyTeHTudwmKaums - Common name + + | DNS name + +
WEB-Server e€9826eb7bl6c ECDSA 256 noanuchb cepsepa
- lUnudposaHue
roctp 256 Kouelt
34.10-2012
[Deprecated] bf2dacOa-f05f-49dd-95b4- 2y - RSA 1024 - Undposas + | - AyTeHTuduKaums - Common name* + + | DNS name* + +
Domain Controller e50691489bba ECDSA 256 noanucb KAnMeHTa MS GUID* + +
- MoaTeepxaeHue - Llentp
rocrp BuiknioueH | o nnyunocTy pacrnpocTpaHeHus
34.10-2012 - lWndposaHune Kntoyei Kerberos
Kntoyen - SSH cepsep

“ Mg KOHTpOnNepa AOMeHa.

45 FODN -nonHoe AOMEHHOE MMS Ballero cepsepa.

46 [N06anbHbIA YHUKaNbHBIA MAEHTUOUKATOP KOHTPONAepa AOMEHa, AaHHbIEe AO/KHbI ObiTh NONYYEHbI M3 KOHTpOANepa AoMeHa. [ng nonaydeHus 3HadeHus maeHtudukatopa B cpeae PEL OC u SberLinux OS Server

BbINOMHUTE KOoMaHay: samba-tool computer show <hostname> |

host-show <hostname>

0c0O0 "Anaddun KI™

-—all

grep ipauniqueid,rge hostname - kopoTkoe MMs KOHTpOAEpa AOMEHA.

Pykosodcmeso onepamopa

grep objectGUID. Ina nonydeHus 3HauyeHus uaeHtudukatopa B cpege Astra Linux Special Edition BbinonHute komMaHay: ipa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa

=]
-y LndposaHue WUcnonb3oBaHue Kaoua
3 ® E E Knto4a OTnnuuTeNnbHOE UMA CybbekTa ANbTepHaTMBHOE MMS CyGbeKTa
g 8% |5 8|3 8
2 3 813 2|2 §
§ UneHtudpukatop .é. = 3 E s C s o
= i 2|3 2|8 3 z e g . g e |3 e | d
= 4 o 2 ola = = S T = T E o T ol o 5 ol
< 3 @ 4 913 3 a 3 ] = ] = = ] g 3 I g
g =2 2 S s 2 g 2 g 2 8 | £ S & | £
< = = : £ I T o 2 o 2
5 s 5 m M o o
© =
[Deprecated] 2a03e458-50cd-46b8-82cd- 2y - - RSA 1024 - Undposas + | - AyteHTudukaums - Common name*’ + + MS UPN“8 + +
Smartcard Logon d5612ed3b647 ECDSA 256 noI,ELInMCb Kﬂ;leHTa RFC 822 Name®® + N
- MoaTtBepxaeHue - 3awwuTa
rocrp Boikntouen NOANMHHOCTH 3NEKTPOHHOM MOYTbI
34.10-2012 - lWndposanue - Bxoa ¢ MS cmapT-
KoYen KapToin
- lWndposaHue
LLaHHbIX
[Deprecated] 059a38f5-f345-4275-b79f- 2y - - RSA 1024 - Undposas nognmcy + | - AyteHTudukaums - Common name® + + MS UPN®! + +
WEB-Client e7ebcc3chbbb8 ECDSA 256 - MNoaTBepxaeHue KMEHTa REC 822 Name52 + N
NOAMHHOCTH - 3awwuTa
rocrp BuikntoeH | _ |1ydposatine 3N1€KTPOHHOM NOYTI
34.10-2012 KII0Yeii
[Deprecated] 08c66f99-218a-46ef-bdee- 2y - - RSA 1024 - Undposas + | AyTeHTudukaums - Common name® + + | DNS name% + +
WEB-Server 6a2b3b26a4fl ECDSA 256 NOAMUCh cepsepa
- Wndposanue
[OCT P 34.10- BbikntoueH Knouedi
2012
[Deprecated] 0c234243-18cf-4c05-b699- 2y - - RSA 1024 - Lindposas noanmcs + | - AyTeHTduKaums - Common name®® + + | RFC 822 Name® | + +
S/MIME 537731b2436f ECDSA 256 - MNoaTBepxaeHue KMEHTa
NOAJIMHHOCTH - 3awwuTa
rocrp BuiknioueH | _ |1, pposanme 3NEKTPOHHOM MOYTI
34.10-2012 Knouen - Bxoa ¢ MS cmapt-
- lWndposaHue KapTon
LaHHbIX

47 Ima nonb3osarens.
8 \ma Bxopa nonbzosaTtensa B popmate e-mail agpeca.

“° MouToBbIit aapec Nonb3oBaTens, MoXeT cosnaaath ¢ MS UPN.

50 Ims BeB-kNMeHTa.
5! ms Bxoma nonb3osatens B hopmate e-mail agpeca.

52 MouToBbIN aApec Nofb3oBaTeNs, MOXET coBnaaaTh ¢ MS UPN.

% Nma Be6-cepsepa.
54 FQDN - nonHoe 4OMEHHOE MMS Balero cepeepa.
%5 ma nonb3osarens.

%6 nouTOBbLIN afpec NoNb30BaTenNs, MOXET coBnaaaTh ¢ MS UPN.

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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® PaciumpeHHoe UCnonb3oBaHue KoMnoHeHTbl UMeHU cepTudUKaTa
g %" LndposaHue WUcnonb3oBaHue Kaoua
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[Deprecated] ALD 11ec34a4-d03e-4059-92f0- 2y - RSA 1024 - LUndposas + | - Uentp - | Common name® + + | MSUPN®%® + +
PRO Domain 9c09b08bffea ECDSA 256 NOAMUCh paCI‘Ip(iCTpaHeHMH Organization®? + Kerberos KPN® + .
Controller - MoaTeepxaeHue Kntoyei Kerberos
rocrp Boikntouen NOANMHHOCTH - AyTeHTudMKaLms
34.10-2012 - WndposaHue cepsepa
Knoyen
- lWndposanue
LLaHHbIX
[Deprecated] ALD 18d9bd4e-6f15-423f-8137- 2y - RSA 1024 - Undposas + | - AyTeHTudukaums - | Common name®' + + | MS UPN® + +
PRO Smartcard ac8416ad6874 ECDSA 256 noanucb KNnueHTa Organization®3 _ + REC 822 Name®* + N
Logon - MoaTeepxaeHne - Lentp
rocrp BblkMioYeH | o nniHocTH pacnpocTpaHeHus
34.10-2012 - Wndposanue Kntoyei Kerberos
KoYen - AyteHTudukaums
- lWndposaHue cepsepa
LLaHHbIX
[Deprecated] OCSP aac2e49b-9c8e-4869-80cl- 2y - RSA 1024 Lindposas noanuco + | OCSP noanucaHt - Common name + + -
Signer eef526ba75ab ECDSA 256
FOCT P 34.10- BbikntoueH
2012
[Deprecated] Root 9129245a-eaad-4ebc-a2a4- 7d24y - RSA 1024 - Undposas + - Jlo6oe pacwmpeHHoe - Common name + + RFC 822 Name - +
CA 8845ac0336fb ECDSA 256 noanucb MCMONb30BaHME KoYa Unique Identifier (UID) _ + DNS name _ +
- Mognuck - AyteHTudukaums -
FOCT P 34.10- 256 cepTudukara KNMEHTa Given name - + MS UPN - +
2012 - Moanuck cnucka - AyteHTuduKaums Initials - + MS GUID - +
0T3bIBa cepsepa

57 ms koHTponnepa aomeHa ALD PRO.

% NaHHble B hopmate «krbtgt/nonHoe uma foMeHa@MONHOE UMS AOMEHAY.
5% Opranusaums.

80 NaHHble B popmarte «krbtgt/nonHoe uMa LoMeHa@MONHOE UM AOMEHa.
5! ima nonb3osatens ALD PRO.

52 Yms Bxoma nonb3osatens B hopmate e-mail agpeca.

8 Opranusaums.

54 MouToBbIN aapec Nonb3oBaTeNs, MOXET CoBMNaaaTh ¢ MS UPN.

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa

]
g %" LndposaHue WUcnonb3oBaHue Kaoua
- [ v 2 Knto4a OTnnuuTeNnbHOE UMA CybbekTa ANbTepHaTMBHOE MMS CyGbeKTa
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Surname - + IP address - +
Organizational unit + Directory Name - +
Locality - + Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject - +
Identification
Method
Telephone number - + Kerberos KPN - +
Pseudonym - +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
Description - +
Unstructured address - +
Unstructured name - +
Email Address (E) - +
Serial number - +
Organization - +
NHH - +
OrPH - +
OrPHMN - +
CHUNC - +
WHH tON - +

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa
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[Deprecated] Sub af3b0355-1798-4c64-98f7 - 7d24y - RSA 1024 - Undposas + - Nlio6oe - Common name + + RFC 822 Name - +
CA a9c70407dblc noanuchb pacwupeHHoe Unique Identifier (UID) + DNS name _ +
- Noanucb “cnonb3oBaHue -
ECDSA 256 cepTuduKata Kioua Given name - + MS UPN - +
rocTtp 256 - Moanucy cnucka - AyTeHTUUKaumsa Initials - + MS GUID - +
34.10-2012 OT3biBa KmenTa Surname - + IP address - +
- AyteHTudukaums
cepeepa Organizational unit - + Directory Name - +
Locality - + Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject - +
Identification
Method
Telephone number - + Kerberos KPN - +
Pseudonym - +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
Description - +
Unstructured address - +
Unstructured name - +
Email Address (E) - +
Serial number - +
Organization - +
MHH - +
OrPH - +

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa
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OrPHUN - +
CHMAC +
WHH 10N - +
[Deprecated] SCEP 3e5df3d4-683c-4252-b862- 25y - RSA 1024 - Undposas + - - Common name + - -
Management 467589c2225b ECDSA 256 noanucb
- lWndposaHune
rOCT P 34.10- 256 KoYeN
2012 - LlWudposaHue
[laHHbIX
User f215f72f-9a9a-45c8-83e8- 1y - RSA 1024 - Unudposas + | - AyTeHTuduMKaums - Common name + + -
25879d52dcf6 ECDSA 256 noanuchb KNMeHT
- MoaTteepxaeHue - 3awwura
rocrp 256 NOANMHHOCTH 3/1EKTPOHHOM NOYTBI
34.10-2012 - Wudposanue
Kntouen
Domain Controller eca2ad3d-944e-48ce-ba7b- 1y - RSA 2048 - LUndposas + - AyteHTudMKauma - Common name®® + + | DNS name®® + +
114f16ad8fd4 ECDSA 256 noanucb KNnueHTa MS GUIDS’ + +
- MoaTeepxaeHue - Llentp
rocrp 256 NOANMHHOCTH pacnpocTpaHeHus
34.10-2012 - lWndposaHune Kntoyei Kerberos
KoYen - SSH cepsep

85 Ims koHTponnepa nomeHa.

8 FQDN -nonHoe AOMEHHOE MM Ballero cepsepa.

57 [noBanbHblit YHUKaNbHbIA MAEHTUGMKATOP KOHTPOAAEepa AOMEHA, AaHHbIE AOMKHbI BbiTh MOAYYEHbl M3 KOHTPONNepa AoMeHa. s nonyyeHus 3HauyeHus uaeHtudukatopa B cpege PEL OC u SberLinux OS Server

BbINONHMTE KOMaHay: samba-tool computer show <hostname> |

host-show <hostname>

-—all

0c0O0 "Anaddun KI™

grep ipauniqueid,rge hostname - kopoTkoe MMs KOHTpOAEpa AOMEHA.

Pykosodcmeso onepamopa

grep objectGUID. Ina nonydeHus 3HauyeHus uaeHtudukatopa B cpege Astra Linux Special Edition BbinonHute komMaHay: ipa
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® PaciumpeHHoe UCnonb3oBaHue KoMnoHeHTbl UMeHU cepTudUKaTa
g %" LndposaHue WUcnonb3oBaHue Kaoua
= g E ; Knto4a OTnnuuTeNnbHOE UMA CybbekTa ANbTepHaTMBHOE MMS CyGbeKTa
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Smartcard Logon 682225f6-f189-412f-a456- 1y - - RSA 2048 - LUndposas + - AyteHTuduKauma - Common name®® + + | MSUPN®® + +
c480d42efaa8 ECDSA 256 noanucb KNnueHTa REC 822 Name™® + .
- MoaTeepxaeHue - 3awmTa
rocrp 256 NOAJMHHOCTH 3NEKTPOHHOM NOYThI
34.10-2012 - Wudposanue - Bxoa ¢ MS cmapt-
KoYen KapToin
- lWndposanue
LLaHHbIX
WEB-Client 18ecaacc-43d6-4aaa-afcc- 1y - - RSA 2048 - Undposas + - AyteHTndukaums - Common name”’ + + MS UPN72 + +
1bc8e547e6f5 ECDSA 256 noanucb KNnueHTa RFC 822 Name” + N
- MoaTtBepxaeHue - 3awwuTa
rocrp 256 NOAJMHHOCTH 3NEKTPOHHOM NOYThI
34.10-2012 - WydposaHue
Knoyen
WEB-Server 61c901fa-c823-4899-87a0- 1y - - RSA 2048 - Undposas + | AyteHTudmkaums - Common name™ + + | DNS name” + +
df4035291fa0 ECDSA 256 no&nlgb cepsepa
- LWWndposanue
roctp 256 KoYeN
34.10-2012

% ms nonb3osarens.

% ms Bxoma nonb3osatens B hopmate e-mail agpeca.

0 MouToBbIi agpec NoNb30BaTeNs, MOXET coBnaaath ¢ MS UPN.

™ Wms Beb-kNMeHTa.

2 Ams Bxopaa nonb3osatens B popmate e-mail agpeca.

3 MouToBbIi agpec NoNb30BaTeNs, MOXET coBnaaath ¢ MS UPN.

™ Nms Be6-cepsepa.

7S FQDN - nonHoe A4OMEHHOE MMS BalLero cepeepa.

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa

- LndposaHue WUcnonb3oBaHue Kaoua
T 2 § a %’ 2 Knto4a OTnnuuTeNnbHOE UMA CybbekTa ANbTepHaTMBHOE MM$ CyGbeKTa
5 IR
[ Waentudukarop 8 n & 3 b=
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S/MIME 0a7c4a9f-b260-46¢5-94c5- 1y - RSA 2048 - Undposas + | - AyTeHTuduKaums - Common name’® + + | RFC 822 Name” | + +
58de5e977678 ECDSA 256 noanucb KMEHTa
- MoaTeepxaeHue - 3awmTa
rocrp 256 NOAJIMHHOCTU 3NEKTPOHHOM MOYTbl
34.10-2012 - Wudposanue - Bxoa ¢ MS cmapt-
KntoYen KapTon
- lWndposanue
LLaHHbIX
ALD PRO Domain 83afddde-5729-4562-a7ed- 1y - RSA 1024 - LUndposas + | - Uentp - Common name’® + + | MSUPN™ + +
Controller 260f1c0f73d7 ECDSA 256 noanucb paCI‘Ip(iCTpaHeHMH Organization®® _ N Kerberos KPN®' N .
- MoaTeepxaeHue Kntoyeit Kerberos
rocrp BuiknioueH | o nnuiHocTH - AyTeHTudHKaLms
34.10-2012 - lWndposaHune cepsepa
Knoyen
- lWndposanue
LLaHHbIX
ALD PRO 85e99e47-479f-407e-98f8- 1y - RSA 2048 - Lindposas noanmcs + | - AyTeHTdMKaumMs - Common name®? + + | MSUPN® + +
Smartcard Logon ad13d51435a7 ECDSA 256 - MNoaTeepxaeHue KIMeHTa Organizations* _ + | RFC 822 Name® | + ¥
NOAMHHOCTH - Lentp
rocrp 256 - lWndposaHune pacnpocTpaHeHus
34.10-2012 Knoyen kntoueit Kerberos
- lWndposaHune - AyteHTudukaums
LLaHHbIX cepBsepa
OCSP Signer eeb625cb-861e-458c-94ae- 1y - RSA 2048 Lindposas noanucb + | OCSP noanucaHt - Common name + + -
79b2e05090e5 ECDSA 256
OCT P 34.10- 256
2012

8 Ums nonb3osatens.
7 NOYTOBbIN afpec NoNb30BaTeNs, MOXET coBnaaatb ¢ MS UPN.

8 ms koHTponnepa aomeHa ALD PRO.

8 NlaHHble B opmarte «krbtgt/nonHoe uMa foMeHa@MONHOE UMS AOMEHAY.

80 Opranusaums.
81 NaHHble B popmarte «krbtgt/nonHoe MMa LoMeHa@MONHOE UM AOMEHAY.

82 |Ams nonbsosatens ALD PRO.

8 Wms Bxoma nonb3osatens B popmate e-mail agpeca.

84 Opranusaums.

85 MouToBbIN aapec Nonb3oBaTens, MOXET coBnaaaTh ¢ MS UPN.

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa

Serial number

Organization

[ata poxaeHus

g %" LndposaHue WUcnonb3oBaHue Kaoua
= g E ; Knto4a OTnnuuTeNnbHOE UMA CybbekTa ANbTepHaTMBHOE MMS CyGbeKTa
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Root CA aleb9d3a-b9b5-4e6d-8f2d- 15y - RSA 4096 - Undposas + - Nlioboe - Common name + + RFC 822 Name - +
587cadcc6554 ECDSA 384 noanmce paclunpenHoe Unique Identifier (UID + | DNS name -
n
- Moanwuce ucnonb3oBaHue
rocTp 512 cepTudukara Knoya Given name - + MS UPN - +
54.10-2012 - Mopgnuck cnucka - AyteHTudukaums Initials - + MS GUID - +
OT3biBa KmenTa Surname - + IP address - +
- AyteHTudukaums
cepeepa Organizational unit - + Directory Name - +
Locality - + Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject - +
Identification
Method
Telephone number - + Kerberos KPN - +
Pseudonym - +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
Description - +
Unstructured address - +
Unstructured name - +
Email Address (E) - +

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa
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MecTo poxaeHus - +
MHH +
OrPH - +
OrPHMN - +
CHWAC - +
WMHH ton - +
Sub CA 4f56589e-7e80-4fbe-b49f- 7y RSA 3072 - Undposas + - Nlioboe - Common name + + RFC 822 Name - +
c9ba%a - NOANUCH paclmpeHHoe . .
662c9bada335 Unique Identifier (UID) - + DNS name - +
- Noanucb “cnonb3oBaHue
ECDSA 256 cepTudukara Knoya Given name - + MS UPN - +
rocTpP 256 - Moanwuck cnucka - AyTeHTUdUMKaLUA Initials - + MS GUID - +
34.10-2012 0T3blBa KNnueHTa
Surname - + IP address - +
- AyteHTuduKaums
cepeepa Organizational unit - + Directory Name - +
Locality - + Uniform - +
resource
identifier
State or province - + Registered - +
Identifier (OID)
Domain component - + Permanent - +
identifier
Country - + Xmpp address - +
Postal code - + Service Name - +
Business category - + Subject - +
Identification
Method
Telephone number - + Kerberos KPN - +
Pseudonym - +
Postal address - +
Street - +
Name - +
Title - +
Domain qualifier - +
Description - +

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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PacmupeHHoe Ucnosb3oBaHue

KoMnoHeHTbl UMeHU cepTudUKaTa
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Unstructured address - +
Unstructured name +
Email Address (E) - +
Serial number - +
Organization - +
[ata poxaeHus - +
MecTo poxaeHus - +
NHH - +
OrPH - +
OrPHMN - +
CHUNC - +
WHH tON - +
SCEP Management 77004b9d-e195-40a3-aee0- 25y - RSA 2048 - Undposas + - - Common name + - -
dca5ad403f49 ECDSA 256 noanucb
- lWndposanue
[OCT P 34.10- 256 KoYeN
2012 - LlWndposaHune
LaHHbIX

0c0O0 "Anaddun KI™

Pykosodcmeso onepamopa
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NPUNOMEHNE 2. NPABUNA BANNOALMN 3HAYEHUIA NOSIEN
Mo YMOJTHAHUIO NMPEAYCTAHOBJIEHHbLIX LUAB/TOHOB

CEPTUNONKATOB

Mone

Mpasuno Banuaauun

Monga SDN

Country

Honyctumble cumBonel: "A"-"Z", "a"-"z".

[NvHa 3HaYeHUs OOMKHA COCTaBAATb 2 CMMBONA.

Domain qualifier Honyctumble cumsonbl: "A"-"Z", "a"-"z", "0"-"9", """, "(", "), "+, ), -, L N, = Y
npoben.
Email Address (E) Honyctumble cumBonbl: "A™-"Z", "a"-"z", "A"-"q", "a"-"a", "0"-"9", ", "@", "_", "-".

MopMaT 3HaueHus: "text@text".

Serial number LLONYCTUMBIE CUMBOJIbI: "A™="Z", "a"="2", "0"="9", ™™ (", "), "4 " & n_n nx npr mn non wyn

npoben.
MHH Lonyctumble cumBonbl: "0"-"9".

[nvHa 3HauyeHns pomkHa coctasnatb 12 cuMBonoB.
OrpH Honyctumble cumBonsl; "0"-"9".

[lnuHa 3HavyeHunsa fomkHa coctasnatb 13 cMMBONOB.
OrPHMN Honyctumble cumeonel: "0"-"9".

[nuHa 3HauyeHns pgomkHa coctasnatb 15 cumBonos.
CHUANC Lonyctumble cumBonbl: "0"-"9".

[inuHa 3HaveHunsa pomkHa coctasnats 11 cumBonos.
NHH 101 Honyctumble cumBonbl: "0"-"9".

[nvHa 3HayYeHus gomkHa coctasnatb 10 cuMBONOB.

Postal code

Honyckaetca ntobas nocnenoBaTeNbHOCTb CUMBONOB, B KOTOPOM OTCYTCTBYIOT HEMAPHbIE

[BOMHbIE KaBblukK (").

[ata poxaeHus

MopMat 3HauyeHUs: gata B hopmate «DD.MM.YYYY».

Mona SAN

RFC 822 Name

ﬂ.OI'IyCTMMbIe CUMBOJIbI: "A"'"Z", "a"'"Z", "0"'"9", n.n, n@n’ n_n’ n_n.

Mopmar 3HaveHus: "text@text".

Mpumep 3anonHeHus: “ivanova@example.com”.
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Mone Mpasuno Banuaauun
DNS Name [LOnyCTHMbIE CUMBONBI: "A"-"Z", "a"-"2", "0"-"9" "* *." ",
Mpumep 3HayeHms: “dcl.presale.aeca”.
IP address Honyctumble cumBonel: "A"-"F", "a"-"f", "0"-"9", ".", ":".

®opmart 3HaueHus: IPv4-agpec unm IPvb-appec.

Directory Name

@PopMaT 3HauYeHUs: NOCNef0BaTENbHOCTb UAEHTU(HUKATOPOB OTHOCUTENbHbIX
oTanumuTenbHblX MMeH (RDN) u nx 3HauYeHUR, OTAENEHHbIX 3aNaTOM UK 3anSTOM C
npobenom (Hanpumep, O=organization, OU=Department, L=City, DC=Component,
C=RU...). LonyckaeTca ncnonbsoBaHue cnepyowmx naeHtudumkaropos RDN:
EMAILADDRESS, CN, UID, SERIALNUMBER, OU, O, L, ST, C, T, SURNAME, STREET,
INITIALS, GIVENNAME, DC, UNSTRUCTUREDADDRESS, UNSTRUCTUREDNAME,
POSTALCODE, BUSINESSCATEGORY, TELEPHONENUMBER, PSEUDONYM,
POSTALADDRESS, NAME, DN, DESCRIPTION.

B kauectBe npeHtudumkatopa RDN ponyckaetcs ykazaHue OID (popmat OID ponxkeH

CoOTBEeTCTBOBaTb pekoMeHaauum ITU X.660).

Registered Identifier (OID)

Honyctumble cumsonsl: "0"-"9", ".".

®opmart 3HaveHns: OID B cootBeTcTBUM C pekomeHaaumen ITU X.660.

MS UPN, User Principal

Name

Lonyctumbie cumsonebl: "A"™-"Z", "a"-"z", "A"-"q", "a"-"a", "&", "E", "0"-"9", ", "@", "_", ",
o

@opMart 3HaveHus: "text@text".Mpumep 3anonHenus: “krbtgt/ald.pro@ald.pro”.

MS GUID, Globally Unique

Identifier

non

Honyctumble cumeonel: "A"-"F", "a"-"f", "0"-"9".
[N1Ha 3HaYeHMa AoKHA COCTaBNsATb 32 CMMBOA.

Mpumep 3HaueHus: “92625ee510e248479554779d1f43f751".

Kerberos KPN, Kerberos 5

Principal Name

Jonyctumble cuMmeonbl: "A"-"Z", "a"-"z", "A"-"q", "a"-"a", "&", "E", "0"-"9", ".", "@", "_", "-",
o
MopMarT 3HaueHus: "text@text".

Mpumep 3anonHenuns: “krbtgt/ald.pro@ald.pro”.

Permanent Identifier

®opmart 3HaueHus: "value/OID", roe "value" — nobas nocnenoBaTeNbHOCTb CUMBOJIOB,
"OID" - OID B cootBeTcTBMM C pekoMeHmaumen ITU X.660. [lonyckaeTca oTcyTcTBUE

3HayeHus "text”, Hanpumep, "/1.2.2.3.4.5".

Xmpp address

Honyctumble cumons: "A"™-"Z", "a"-"z", "A"-"q", "a"-"a", "&", "E", "0"-"9", "', "@", "_", "-",
o

Mopmar 3HaveHus: "text@text".

Subject Identification

Method

®opmart 3HaueHus: "OID:text:text", rae "OID" — OID B cooTBeTCTBUM C peKOMeHAALMEN

ITU X.660, a "text" — ntobas nocnenoBaTesibHOCTb CUMBOJIOB.
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NPUNOHEHNE 3. YCTAHOBKA MO AJ14 PABOTbI C K/TIO4EBLIMIA
HOCUTESTAMA

YcTaHoBKa JC-WebClient

JC-WebClient obecneunBaeT BbINYCK CepTUOMKATOB HA 3MEKTPOHHbIX KA4eBbiX Hocutensx JaCarta. JC-
WebClient He06x0aMMO YCTAHOBUTb HA KOMMbIOTEP, C KOTOPOro ByaeT BbIMOMHAETCS noakatodeHne K KnmeHTCKom vactu
LleHTpa pernctpauunn Aladdin eRA.

BHumaHue! Mpu yctaHoBke U ucnonb3oBaHum JC-WebClient ceptucpmumpoBaHHas cpepa
hpyHKLUMOHMpPOBaHUA He obecneymBaeTcs.

Ckauvavite guctpubytme JC-WebClient c Beb-carita npov3BoanTens U yCTaHoBUTE 3aBUCUMMOCTY.

YctaHosute JC-WebClient, BbINOAHUB CneayoLWwy0 KOMaHAy € NpaBamMu Cyrnepnosib3oBaTens:

PEL OC sudo dnf install JC-WebClient-x64-x.x.xX.XXXX.rpm
Astra Linux SE sudo apt install -f JC-WebClient-x64-x.x.x.xxxx.deb
AnbT Cepeep sudo apt-get install JC-WebClient-x64-x.x.X.XXXX.rpm

MNepernpuTte B kKatanor /etc/rc.d/init.d/, BbINOAHUB KOMaHAY:
cd /etc/rc.d/init.d/
Boinonnute 3anyck JC-WebClient, BbinonHMB cneaytowyo KOMaHAay € MpaBaMu Cynepnosib3oBaTens:

sudo sh jcmon start

YcTaHoBKa PyTOKeH nnarvHa n ero paclunpeHua

MO «PytokeH MMnaruH» u ero bpay3sepHoe pacwupeHue «Apantep PytokeH [MnaruH» obecneunBaeT BbIMycK
CepTMHUKATOB HA 3N1EKTPOHHBIX KNoUueBbiX HocuTensx PytokeH. MO «PytokeH MnaruH» u ero 6paysepHoe paclinpexue
«Apantep PytokeH lnarnH» Heo6xX0AMMO YCTaHOBWUTb Ha KOMMbKOTEP, C KOTOPOro GyLeT BbIMOMHAETCS MOAK/YEHME K
Knuentckoilt yactu LleHTpa pernctpaumm Aladdin eRA.

BHumaHue! Mpu yctaHoBke u ucnonb3oBaHun IO «PytokeH [lnarMH» n ero OGpay3epHoro
pacwupeHusa «Apantep PytokeH lMnaruH» ceptudmumpoBaHHasa cpeaa (PYHKUMOHMPOBAHUA He
obecneunBaeTcH.

Ckauavite guctpubytms MO «PyTokeH lMnarMH» ¢ oduumManbHOro carta NpomM3BoaUTENS.
Ycranosute O «PytokeH [MnarvH» u ero 6paysepHoe pacwwupeHue «Apantep PyTOKeH MO MHCTPYKUMM C
0ULMANLHOIO CanTa NpomM3BoOAUTENS.
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NPUNOMEHWNE 4. DOPMAT W NMPABUJIA 3ANNCK 3HAYEHWI B

NoJs1Ii CEPTMOUNKATA HA BYMAHHOM HOCUTEJIE

®Popmar ceptudmkata Ha 6yMaKHOM HocuTene ans puUsM4eckoro nmua

Ceptudukar Kno4ya NPpoBEPKU NIEKTPOHHOK NOANUCH

1. Homep kBanuduuUMpoBaHHOroO cepTuduKaTa:

2. [levictBre KBanuULUMPOBAHHOMO cepTudmKaTa: C no

3. CBepeHuns 0 BnagenbLe KBanmduumMpoBaHHOro ceptudukarta

- damMunma, uma, oT4eCTBO:

- MWH:

4. CeepeHunst 06 nsparene KBanMOULMPOBAHHOIO cepTUdmKaTa

- HaumeHoBaHue YL;:

- MecTto HaxoxaeHusa YL

- [loBepeHHoe nnuo YL:

5. Homep kBanuduumnposaHHoro ceptudumkara YL

6. HanmeHoBaHue cpeactsa Jll:

7. PekBM3UTbI 3aKNHOYEHUS O noaTeBep>XXoeHMn COOTBETCTBUA CpeACTBa

oM:

8. HaumeHoBaHue cpeactea YLL:

9. PekBU3UTbI 3aKNHOYEHMS O noaTBep>XxXaeHMn COOTBETCTBUA CpeNCTBa

YL

10. CBepeHuns o kntove nposepku Il

- Micnonb3yeMblii anroputM:

- Micnonb3yemoe cpeactso Jl1:

- ObnacTb MCNONb30BaAHUA KItOYa:

- 3HayeHuMe KJKua:

11. 2N noa kBaNUOULMPOBAHHBIM CEPTUPUKATOM

- Micnonb3yeMblii anroputM:

- 3HaueHue JIT:

MNoanucb yNOAHOMOYEHHOro nua / /
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®opmart ceptudmkarta Ha 6yMaXHOM HocUTenNe ANa PUAUUYECKOro Nnua

Ceptudukar Kno4a NPpoBEPKU 3/IEKTPOHHOM NoANUCH

1. Homep kBanuduumpoBaHHoro ceptudmkara:

2. [lerictBre KBanMOUUMPOBAHHOIO cepTUdmKaTa: C no

3. CBepeHus o Bnagenble KBanMpuumMpoBaHHOro ceptudmkaTa

- HaumeHoBaHue HPpNONYECKOro nnua:

- IHH:

- MecTo HaxoxaeHus opmnan4eckoro nmua:

- YNONHOMOYEHHbIN npencrtaBuTeslb KpNMANYECKOro nnua:

- MNH:

4. CBepeHus 06 mnspatene KeanudUUMPOBAHHOMO cepTudmMKaTa

- HaumeHoBanume YL:

- MecTto HaxoxaeHua YLU;:

- loBepeHHoe nuuo YL:

5. Homep kBanuduumposaHHoro ceptudumkara YL

6. HaumeHoBaHue cpeacraa Jll:

7. PekBn3unTbl 3aKNOYEHUS O noaTeep>XXaeHNM COOTBETCTBUA

cpencrtsa Jll:

8. HanmeHoBaHue cpeacrta YLL:

9. PekBU3UTbI 3aKNHOYEHMS O noareep>XXAeHNMN COOTBETCTBUA CpeacCTBa

YL

10. CeeneHuns o kntoye nposepku Il

- Mcnonb3yeMmblit anroputMm:

- Ucnonb3lyemoe cpeactso Jl1:

- ObnacTb MCMNOMb30BaHUSA KItOUa:

- 3Ha4YeHume Knua:

11. 31N noa kBaNMOULMPOBAHHBIM CEPTUDUKATOM

- Mcnonb3yeMmblit anroputMm:

- 3HayeHwue Il1:

MNoanucb yNnoAHOMOYEHHOMO ML / /
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MpaBuna 3anucu 3Ha4YeHUi B nons ceptudukara Ha 6yMaXKHOM HocuTene ans

¢usmnueckoro nmua

Mone

3HayeHue

1. Homep kBanudumumpoBaHHOro ceptnudukarta

CepuitHbIi HOMep cepTUdUKaTa

2. OeiicTBMe KBanMULMPOBAHHOIO cepTUdUKaTa

C [ata n BpeMsa Havana aencteus ceptudukarta B popmate
«AOMMITIT Y4:MM:CC (UTCO)»
no [aTa n BpeMs OKOHYaHUS encTBua ceptudukaTa B

dopmate «O0MM.ITIT Y4:MM:CC (UTC)»

3. CBepeHus 0 BnagenbLe KBanMMLUMpOBaHHOIO cepTndukaTa

damMunus, umMa, 0TYECTBO

CN B cepTudukare

MnH

INN B ceptudumkate

4. CBepeHuns 06 nsparene KBaNMPUUMPOBAHHOTO cepTudHmKaTa

HaumeHoBaHue YL,

CN B ceptudumkate LC, uspaBLiero gaHHbIN cepTudmkaTt

MecTto HaxoxaeHua YL,

Crpoka Buaa «{none «C» B ceptudukate LC}, {none «ST» B
ceptudukate LLC}, {none «L» B cepTudukarte LLC}, {none
«STREET» B ceptndmkarte LIC}»

[osepeHHoe nunuo YL

Crpoka Buaa «{none «T» B ceptudmkare LC} {none
«SURNAME» B cepTudmkarte LIC} {none «GIVENNAME» B
ceptudumkare LUCh»

5. Homep kBanuduumposaHHoro ceptudumkata YL,

CepuitHblii HoMep cepTudumkara LLC

6. HanmeHoBaHue cpepctea Il

issuerSignTool.signTool (1.2.643.100.112 [0]) u3
cepTudukaTta

7. PEKBM3UTbI 3aK/IO4YEHUS O NOATBEPXKAEHNN
cooTBeTCTBUA cpeacTBa Il

issuerSignTool.signToolCert (1.2.643.100.112 [2]) u3
cepTudumkaTa

8. HaumeHoBaHwue cpepactea YL,

issuerSignTool.cATool (1.2.643.100.112 [1]) u3
ceptudukara

9. PekBM3UTbI 3aK/TOYEHUS O MOATBEPXKAEHUM
cooTBeTCTBUSA cpeacTea YL

issuerSignTool.cAToolCert (1.2.643.100.112 [3]) u3
ceptudmkara

10. CBegeHus o kntoye npoepku Jl

Ucnonb3yemblit anropmutm

Anroput™m kntoua B ceptudmkarte
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Mone 3HaueHue
MUcnonb3yemoe cpepctso Jl subjectSignTool (1.2.643.100.111) n3 ceptndmkarta
O6nacTb MCNOb30BaHMS KtOYa Cnucok keyUsage
3HaueHue KYa OTpbiTbiv Kntou (hex; pazpenutens - npobensbl)

11. 3M noa KBAaNMOULMPOBAHHBIM CEPTUDUNKATOM

Ucnonb3yemblit anropmutm Anroput™ noanucu ceptnudukara
3HaveHue Il Moanuck (hex; pasgenutens - npobenbi)
MNpumeyaHus:

1 B cnyyae, ecnu ans nonsa ceptudukata Ha ByMaKHOM HocuTene B npeobpasyemMoM cepTudUKaTe OTCYTCTBYHOT
3HayeHus (B C/lyyae COCTaBHbIX NoNel — Ans BCEX KOMMNOHEHTOB COCTAaBHOIO MoNsl OTCYTCTBYHOT 3HaYeHUs), TO AJis
[LAHHOTO NONS B Ka4eCTBE 3HA4YEHMS YKa3aH NpoYepK «-».

2 ®opMar 3HaveHus B none «Mcnonb3yemblii anroputm» B passene «CBeaeHus o knoye NpoBepku IM»:
<Ha3BaHuWe anroputMa> (<OAMHA KNoYa>)

MNpumepbi:
- RSA (20438)
- ECDSA (384)
- TOCT P 34.10-2012 (256)

3 opMaT 3HayeHus B nose «McnonbayeMblit anroputM» B pasgene «30 nog KBanudUUMpPOBaHHbIM CEpTUDUKATOMY:

- «/ANroput™ xeL-cyMMbl» KANTOPUTM KikoUa» - Ang noanucu, dopmupyemoin ¢ nomoulbio RSA nnu ECDSA kntoua.
Mpumepbl:
- SHA512RSA
- SHA512ECDSA
-TOCT P 34.11-2012/34.10-2012 (mnuHa knwoya)» - ang nognucu, Gopmupyemoii ¢ nomoubio FOCT kntoua.
MNpumepsi:
-TOCT P 34.11-2012/34.10-2012 (256)
-TOCT P 34.11-2012/34.10-2012 (512)
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MpaBuna 3anucu 3HaueHKit B nona ceptudukaTta Ha 6yMaXKHOM HocuTene N

ropuanveckKkoro amua

Mone 3HayeHue

1. Homep kBanuduMuMpoBaHHOIo cepTndukaTa CepwiiHbii HOMep cepTudMKaTa

2. [eiicTBre KBannULMPOBAHHOIO cepTUdUKaTa

o [aTa n BpeMsa Havana gencremsa ceptudukata B popmate
«AOMMITTT Y4:MM:CC (UTO)»

rno [lata 1 BpeMs OKOHYaHMs OeicTBus cepTudmkaTa B
dopmare «40.MM.ITIT Y4:MM:CC (UTC)»

3. CBepeHus 0 BnagenbLe KBanMhMLUMpoOBaHHOIO cepTndukaTa

HanmeHoBaHWe OpMAMYECKOro mua CN B ceptudmkare
MHH INNLE B ceptndukare
MeCTo HaxoX4eHMUa PULMYECKOro anua Crpoka Buaa «{none «C» B ceptudumkare}, {none «ST» B

ceptudukare}, {none «L» B ceptudukare}, {none «STREET»
B cepTudmkare}»

YNONHOMOYEHHbIN NpeacTaBUTENb PUANYECKOro IMLa Crpoka Buga «{none «T» B ceptudmkare} {none
«SURNAME» B ceptudmkate} {none «GIVENNAME» B
ceptubukaTe}»

MMH INN B ceptudumkate

4. CBepeHuUs 06 n3patene KBanUPULMPOBAHHOIO cepTUdUKaTa

HaumeHoBaHue YL, CN LC

MecTo HaxoxaeHus YL, Ctpoka Buaa «{none «C» B ceptudmkare LC}, {none «ST» B
ceptudukarte LLC}, {none «L» B ceptudumkarte LLC}, {none
«STREET» B ceptudmkare LC}»

HosepeHHoe nnuo YL, Crpoka Buaa «{none «T» B ceptudukate LLC} {none
«SURNAME» B ceptudmkate LC} {none «GIVENNAME» B
ceptudukate LUCh»

5. Homep kBanuduumposaHHoro ceptudumkata YL, CepuitHbiii HoMep cepTudumkara LLC

6. HanmeHoBaHue cpepctaa Il issuerSignTool.signTool (1.2.643.100.112 [0]) u3
cepTudumkaTa

7. PekBU3UTbI 3aK/104EHMS O NOATBEPXKAEHUM issuerSignTool.signToolCert (1.2.643.100.112 [2]) u3

cooTBeTCcTBUA cpencTea Il ceptudukara

8. HaumeHoBaHwue cpepctea YL issuerSignTool.cATool (1.2.643.100.112 [1]) u3
cepTudumkaTa

9. PekBU3UTbI 3aK/104EHUS O NOATBEPXKAEHNM issuerSignTool.cAToolCert (1.2.643.100.112 [3]) u3
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Mone 3HayeHue

cooTBeTCTBUA cpeacTea YL ceptudukaTa

10. CBepeHuns o kntoye nposepku Il

Ucnonb3yemblit anroputm Anroput™ kntoya B ceptudmkarte

MNcnonb3yemoe cpepctso 31 subjectSignTool (1.2.643.100.111) u3 ceptudukara
O6nactb MCNONb30BaHMA KHO4A Cnucok keyUsage

3HaueHue KYa OTpbiTbiv KNtou (hex; pazpenutens - npobensbl)

11. 3M noa KBAaNMOULMPOBAHHBIM CEPTUDUNKATOM

Mcnonb3yeMmblii anroputm AnropvTtm nognucu ceptudukara
3HaveHue Il Moanuck (hex; pasgenutens - npobenbi)
MNpumeyaHus:

1 B cnyyae, ecnu ans nonsa ceptudukata Ha ByMaKHOM HocuTene B npeobpasyemMoM cepTudUKaTe OTCYTCTBYHOT
3HayeHus (B C/lyyae COCTaBHbIX Noneln — Ans BCEX KOMMNOHEHTOB COCTAaBHOrO MoAs OTCYTCTBYHOT 3HaYeHUs), TO AJis
[LAHHOTO NONS B Ka4eCTBE 3HA4YEHMS YKa3aH NpoYepK «-».

2 ®opMar 3HaveHus B none «Mcnonb3yemblii anroputm» B passene «CBeaeHus o knoye NpoBepku IMx»:
<Ha3BaHuWe anroputMa> (<AAMHA KNoYa>)

MNpumepsi:
- RSA (20438)
- ECDSA (384)
- TOCT P 34.10-2012 (256)

3 opMaT 3HayeHus B nose «McnonbayeMblit anroputM» B pasgene «30 nog KBanudUUMPOBaHHbIM CEPTUDUKATOMY:

- «ANroput™ xeL-cyMMbI» KANTOPUTM KikoUa» - Ang noanucu, dopmupyemoin ¢ nomoubio RSA nnu ECDSA kntoua.
Mpumepsi:
- SHA512RSA
- SHA512ECDSA
-TOCT P 34.11-2012/34.10-2012 (mnuHa knwoya)» - ong nognucu, Gopmupyemoii ¢ nomoutbio FOCT kntoua.
MNpumepbi:
-TOCT P 34.11-2012/34.10-2012 (256)
-TOCT P 34.11-2012/34.10-2012 (512)
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Mpumep ceptudmkara Ha GymaxHOM Hocutene ana GpuUsMHecKoro amua

Ceptudukar Kno4ya NPpoBEPKU NIEKTPOHHOK NOANUCH

1. Homep KBanuouumposaHHoro ceptudmkata: 1389df28647548cd880ebfa2ad6c22ddff14f6da
Oencrene KBanmduunmpoBaHHoOro ceptnudukara: ¢ 02.09.2025 14:16:23 UTC no 03.09.2026 14:16:23 UTC
3. CsegeHuA o0 Blagenble KBaAnpuUUMpoBaHHOro ceptudmKaTa
- ®amunusa, ums, otyectso: MeaHos NeaH MBaHOBMY
- [MH: 01234567891234
4. CsegeHua 06 nsgatene KBaIMPULMPOBAHHOTO cepTudMKaTa
- HaumeHoBaHue YL: Root
- MecTo HaxoxaeHua YL: CtpaHa, O6nacTtb, Fopoga, Ya. Tect 3, A. 123
- [JosepeHHoe anuo YLU: OupekTop MNetpos MNeTp MeTposuy
Homep KkBanmoumumposaHHoro ceptudurata YL: 3afefoclf4b24b4d9afd0eObb5f9befd24c1d65e
HanmeHoBaHue cpeactsa 3M: Kpmuntollpo HSM
PeKBM3UTbI 3aKN0YEHNA O NOATBEPKAEHMN COOTBETCTBUA cpeacTsa Il 3akntoueHune Ha Kpuntollpo HSM
HanmeHosaHue cpeactea YLU: Kpuntollpo YL,
. PekBM3nTbI 3aK/II0YEHMA O NOATBEPKAEHUM COOTBETCTBMA cpeacTBa YL : 3akntoueHme Ha Kpuntollpo YL
10. CsepeHua o kKntoue nposepku Il
- Wcnonb3yembliit anropntm: RSA (2048)
- Wcnonbayemoe cpeactso 3M: Kpuntollpo CSP
- 0O6nacTb ucnonb3oBaHua Katouva: Lmudposas nognuce, NMoaTeepaeHne noaimMHHocty, LWndposaHue
Kntouen
- 3HayeHue Kntova: 30 82 01 22 30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 050003 8201 0F 00308201
0A0282010100BCC2E8BCG6E23B542 358857 1E 18 8B BE D4 99 87 8B A3 C9 12 C8 8A 89 91 D6 07
37B998904B 9097 A7 07 81 E8 CC 69 EF EC B4 03 D4 41 DA 16 FD 3E OF BA DO 5A 52 4F 4B D7 OE CB 42
7EAD 73 8B527CE7 71 AE 84 DO DD 92 1B 4A F6 1E 3C F4 55 59 FA 1B E8 60 03 40 CB 6A 68 E1 54 01 34
ED 61 5E CA 10 B4 83 5E 02 99 E5 3F C6 69 43 19 6D AF 4E B1 OF D3 40 2A B6 53 6F 70 64 26 07 15 5F 94
BD2FCF0C004B 716143 8C8D9DE34C119C94 E3B84F 8514 3F15DF EA9B 8F 3F 485722 36 E3 FE
40199B90 1FA119E512413198B297FO0C7474CDBFD9C3201A429C1B4A A7 FAD1 DA C9 31
23 55 A6 EB 308D 34 OE D4 38 3AEB 36 A2 3B56 A2 0FOC03 AC1ADD 54 C55B 09 DO FO 00 CB 2B E1 DD
6703 CB52C073C10F149B7D C8EB 2D 69 6B 82 B0 1095 D9 55B3 0203010001
11. 30 nopa KBanUPUUMpPOBaHHbLIM cepTUPUKATOM
- Wcnonbsyemblit anroputm: SHA512RSA
- 3HauveHne JMN: 76 4CC2 F3 6A 78 81 03 2B F9 CF 99 76 BB 4F 03 82 FC 89 7C 48 66 94 9A 6B EO 5A 6B E5
55C4 A4 78 FCDC 2B DB 5A 9B CB DE 95 89 AD CB 30 23 A8 F3 31 6F F4 AD85B8 71 9B FB 44 ED ABB3 78
39F375033B8B9248 C239D1FBCFE57953527777FD 2B 2A D2 E6 5E BA OC B8 FE 2F 13 32 OF A6
5D B9 77 46 8D C3 A4 65 5E 52 07 D8 42 AF 72 11 F2 F6 03 4D 82 4F 36 A5 6E C1 3E 8F 16 BO D9 C2 A7 EA
8D 91 79 EB D8 26 CA DF 96 67 99 5A 73 E2 70 ACB3 D3 ED 4F E8 B9 B5 62 A4 5F 9E FE 4A 20 F5 27 38 7A
48 ED C4 BA C3 596D 67 C9 08 3C 5F 82 81 C8 AE 4B 20 88 87 C1 79 BCEF 77 F5 FA 44 EO 25 1B B9 20 38
9B 6A B6 AB 27 D8 193304 5247 5A A9 8D 06 C4 38 3BE3 DB FD 00 3B F7 F1 BA 66 65 8D 26 C6 02 E4 8C
5CE7 CC24 7A A2 32 CD B9 FD BA 22 A5 4B 84 14 BB 97 DA 28 B9 4E F1 CF 1E 73 E7 A8 11 8E 75 B2 F6 3A
27 5C D4 67 55 03 5E F3 B6 E3 B9 26 65 34 DB 51 87 4D 9B 07 D3 83 41 D7 3F 18 21 94 DF C4 FA 23 6A 4D
AO 1F 86 3E D3 D4 A8 9F FA 1C 155C 493538 CD 02 CB 2F C5 F7 10 B2 66 A4 CE 40 F8 2B 17 OA EE 7F 37
66 C8 5F 38 86 OF 11 CD 8A 38 FF 23 B23B B1 62 E6 16 6E 69 C2 43 86 11 EE B9 64 4A 1C FD 6F 03 1B 10 E5
957382 CF37EABLFB72EAD62A 4599 F7 01 AAEAS5327C9C4D12C2CAE9C5027 ECE2B71B61
60 A8 63 7A4BB3 D9 8FC819COB69A C16C02FB 810D 793C8737FA1737B2E71558D0F80557
79 BA57 C266 56 78 40 B5S EA8F C34C315B D7 8F 53 B5C07EO0C8B 73 0F 74 17 OF D2 FC 67 3B 23 3B
9A C8 FB A0 69 8048 2B FO C6 55 C4 CO56 1D 93 DE 5E 69 2A 8B 05 B3 D5 D2 CB DCE9 95728490 AD 7B
8B BC41 4F 2A 2D
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Mpumep cepTudukata Ha 6yMaXKHOM HOCUTENe AN LPUANYECKOro anua

Ceptudumkar K1o4a NPOBEPKU /IEKTPOHHOK NOANUCH

1. Homep kBannduumposaHHoro ceptudmkata: 5b4d309e9baee870703354096d6580c9bbf11f10
JerictBne KBannoumunposaHHoro ceptudmkata: ¢ 02.09.2025 14:15:16 UTC no 03.09.2026 14:15:16 UTC
3. CsegeHua o Bnagenble KBannpuumMpoBaHHOro ceptudmKaTa
- HammeHoBaHue opuamyeckoro nmuya: OcOO Tect
- WHH: 01234567891234
- MecTo HaxoXaeHua opugmyeckoro anua: CtpaHa, Obnactb, Fopoa, MNep. Tect 32 4. 456
- YNOAHOMOYEHHbIN NpeaCcTaBUTENb IOPUANYECKOTO nnua: JupekTop AHTOHOB AHTOH AHTOHOBMY
- [MH: 01234567891234
4. CsegeHua 06 nsgatene KBaIMPULMPOBAHHOTO cepTudMKaTa
- HaumeHoBaHue YL: Root
- Mecto HaxoxaeHua YL: CtpaHa, ObnacTtb, Fopoga, MNep. Tect 32 4. 123
- [JosepeHHoe anuo YLU: Oupektop MNetpos MNeTp MeTposuy
Homep kBanmoumumposaHHoro ceptudurata YL: 3afefoclf4b24b4d9afd0eObb5f9befd24c1d65e
HanmeHoBaHue cpeactsa 3M: Kpmuntollpo HSM
PeKBM3UTbI 3aKN0YEHMA O NOATBEPKAEHMN COOTBETCTBUA cpeacTsa Il: 3akntoueHune Ha Kpuntollpo HSM
HanmeHoBaHue cpeactsa YL: Kpuntollpo YL,
. PekBM3nTbI 3aK/II0YEHMA O NOATBEPKAEHUM COOTBETCTBMA cpeacTBa YL : 3akntodeHme Ha Kpuntollpo YL
10. CeepeHua o Kntoye nposepku Il
- Wcnonb3yembliit anropntm: RSA (2048)
- Wcnonbayemoe cpeactso 3M: Kpuntollpo CSP
- O6nacTb ucnonb3oBaHua Katouva: Lmudposas nognuce, NoaTeepaeHne nogimMHHoctu, LWndposaHne
KAtouen
- 3HayeHue Kntova: 30 82 01 22 30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 050003 8201 0OF 00308201
0A 02 82 01 01 00 AF 2E 5F 8A 22 28 4B 1C 8E 71 EC 96 BD E4 F6 2E 14 73 AE FC 1D 1E 13 88 BA E4 B8 DD
54050E1448CDC4A868817F1822D6B44C7B17EA1A605012411170BC6004B861032C5F
67 17 D033 55 DF 6559 E7 EE 53 82 91 D6 BC 81 02 BB DF 2C 06 74 07 6A AC18 91 E9 5D 3C CC6C 11 Al
19 D1 6F BE A7 57 B2 14 FE E3 A2 C1 C8 8F 42 DA 1B 88 C8 B6 62 EE EE 78 7E 1F 75 99 D9 5E AE 9D CC 75
C5342AAF9D 4D D427 B59A 75 4E AE D3 95 E2 CF3C DD 6D 36 7C AC 98 6D 99 D1 DE FB AF 60 B6 92 DF
97 17 AC2C18B1473CD7C4D06AE75026DF8DF77A7245AA74B209229FCO1A772AD14A 2D
A23DD685E2BEFD253B20 FF 1D 0OA A41391E370C9625BFB570E39B1B5183CC24D A63506
8657 FCF49E80AC5982B76B2FA57B9B 7C82CCB26A597931F50203010001
11. 3N nopa KBaNMPULNPOBAHHbBIM CEPTUPMKATOM
- Wcnonbsyemblit anroputm: SHA512RSA
- 3HauveHwne OM: 86 A5 1D 7E 93 F2 43 FB 4A C4 59 38 C5 69 C9 BO 46 23 16 AF EE A2 2C 4F 9F BD D8 EE
1A 3B B5 DF 22 5D 3F 22 FCAF 4F C4 BD C2 50 B7 F5 AB 1C E9 BA A1 FF40 03 32 5AE6 09 CF FF 79 90 ED
68 38 DD C5 84 A9 43 A0 5B 73 80 C6 48 BD D4 55 86 79 09 9B 07 50 06 7F 61 DD E5 2F A9 F8 3B BC C1 B5
C12AF58574874260F2BBF4479EE79C7C2D 0D DD 3D 145CB2 82 5C A6 DB 5043 0A 06 F2 FF C8
2F 3195680164 3C789EB6 A39F 42 0F9C D0 20 0FFC 179508 59 744522 A0 09 18 80 3B 36 27 A2 29
70DC7F903848 7368 9F 2E 04 34240991 A917 FC7E5E90206C 61 C7 7B 38 8E 8B 6B 7C 55 6C 76 02
EB 96 BA 8F 59 34 22 95 E0 B4 30 3F 02 C3 CE EA 63 EA 5049 7B 83 2A OA 16 58 6F 4F EB 30 BD 1E 4A BF
95 D1 A9 4499 1COE B8 08 0A 90 97 B2 A4 9A 61 F7 A3 05 EO 61 29 9A 3C A1 F3 83 9B AE 3B 5B 1D 06 C5
47 CE FB 7D B1 BE 3D 9C OA 09 33 DE 37 BA3E A6 87 9C 2E 44 26 42 F9 11 9A 03 6F EB B3 CO 9F CC 46 23
0D D114 04 4EBE C7 BAB1 2D 94 E6 FD A9 BF AB E3 E8 5C 99 74 FC0OC 52 F3 5E F6 7A 63 83 9F 50 FD 94
E2 FOF16EOB 750A F48D 0397 OF E8 42 1D CF 80513519 C4E39119585D C2 A9 FE 15 A2 B3 07 7F 85
52 60 DA 55 F2 B9 09 9C D8 C1 B5 E2 26 7F DC DF 5E 5B A3 86 A0 01 18 94 B4 22 53 FA 95 9D 7B 5C CO BO
D6 DB 4E 5B 36 BD F8 DO AC 57 BF EF 93 6C 98 65 1A 3E FB 63 7F 6C 10 59 F2 EC CO 50 A9 07 F6 61 65 CO
F8 FD 28 98 7F EE 2D 43 9E F2 08 26 EC FC B4 6F 68 29 A0 8E 1A 61 A8 4C BE 9F 32 91 C1 08 BD EC C5 57
8B48 B8 7TEA2 22 E90FF4 69 62B7 618393 D99C76B8 78 8088 D128388A04F275F7F2CF05CCOB
77 C73017
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TEPMWHbI N ONPEOENEHNA

AaMuHUcTpaTOop 6e30MacHOCTM (aAMUHUCTPATOP) - COTPYAHMUK (CNELManucT), OTBETCTBEHHbIA 3a NPUEMKY U
BBOA, B 3KCM/yaTauMio M3[4eNus, a TakkKe pofb B LEHTpe cepTUdMKaLMM, KOTOPOW AOCTYMHbI MYHKUMU JIOKANbHOIO
aAMUHUCTpUPOBaHUS. Dusnyeckoe NMLO (YNONHOMOYEHHbBIY NOMb30BaTeNb), UMEKOLLEE POb «AOMUHUCTPATOPAY, LOJIXKHO
6bITb YKa3aHO B OpraHU3aLMOHHO-PacnopsaaUTENbHbIX LOKYMEHTaX opraHu3auuu, skcnayatupymouei MO.

AyTeHTuduKauma - [OeUCTBMS N0 MNpoOBEpKe MNOLAMHHOCTM  uaeHTUdUMKaTopa nonb3oBatens. [lop
ayTeHTUPUKaLMeln noHuMaeTca Beoa napons unun PIN-koza Ha cpeficTBe BbIYMCUTENBHON TEXHUKM B OTKPLITOM KOHTYPpE,
a TaKkXe NpoLecChl, peanusyoLimMe NPOBEPKY 3TUX AAHHbIX.

KnioueBoi HocuTenb - 3TO CYWHOCTb B LEHTpe cepTuduKaumu, COOTBETCTBYIOLWAN (HU3MYECKOMY TOKEHY,
NporpaMMHOMY UK annapaTtHoMy moaynto 6esonacHoctn Hardware Security Module (HSM). C nomolubto KpMNTO-TOKEHA
LLC ocyLiecTBnseT XxpaHeHue KNKuel U BbiNOHEHWE KpunTorpaduyeckmux onepawmi.

Onepatop - COTPYAHUK (CMELManUCT) Unn cuctema (NpuoXeHue, CEPBUC) U COOTBETCTBYHOLLASA POb B LeHTpe
cepTMdMKaLMK, OTBEYAIOLLAS 33 YNPABEHNE XU3HEHHbBIM LIUKIIOM CEPTUDUKATOB CYyObEKTOB.

Ceptudukat — BbINYLLEHHbIVW LEHTPOM cepTUdUKaLUM LUPPOBOKM LOKYMEHT B dopmMaTtax x509v3 unu ppyrom
nogaepxusaemoM @Gopmarte, MOATBEPXKAANLWMIA NPUHALJIEXHOCTb BNAfLENbLy 3aKPbITOrO K/I4a WMAM  KaKuX-nubo
aTpmbyTOB U NpeAHa3HAYEHHbIN ANg ayTeHTUUKALUM B UHPOPMALLMOHHOM CUCTEME.

CybbekT - nonb3oBatenb MHOOPMALMOHHOW CUCTEMbI WM YCTPOMCTBO (CEpBep, W3, MaplupyTU3aTop).
CybbekTy fns cTporoi ayteHTUPUKaumm B MHOOPMALMOHHOW CUCTEME B LLEHTPe CepTUdMKALMM BbIJAETCS CEPTUDUKAT.
CMHOHMM - KOHeuHas cywHocTb (end entity).

TokeH pocTyna - 3TO YHWMKaNbHas MOCNeLOBATENbHOCTb CMMBOMOB (BYKB, LMGDP M CUMBONIOB), OCHOBaHHAas Ha
dopmate JSON. TokeH pocTyna McCnonb3yeTcs Afig nepefayu LaHHbIX AN ayTEHTUPUKALUUKM B KIIMEHT-CEPBEPHbIX
npunoxeHusx. TOKeHbl CO34at0TCS CepBEpPOM, MOAMNMUCHIBAOTCS CEKPETHLIM K/IHOYOM M MepefanTcs KAUEHTY, KOTOPbIM B
[anbHenweM UCnonb3yeT AaHHbIN TOKEH A9 NOATBEPXAEHUS CBOEN NUYHOCTY.

TokeH OGHOBNEHUA — 3TO YHWMKaNbHas NoCieA0BaTeNbHOCTb CUMBOJIOB (BYKB, UM(P U CUMBOJIOB), OCHOBAHHAS
Ha dopmate JSON. TokeH 0OHOBNEHUS BLIAAETCS CEPBEPOM B pe3yfbTaTe YCMEeWwHON ayTeHTUMKALUM U UCNONb3YyeTCs
[LNS MONyYeHns HOBOrO TOKEHa J0CTyna U 06HOBNEHUS TOKeHa 0OHOBAEHMS.

LleHTp cepTuduKaummn - KOMNNEKC CPeAcTB, 33fa4a KOTOPbIX 3aKNHYaETC B 06ecnevyeHnm XXU3HEHHOrO LMKNa
CcepTMdMKaTOB Nonb3oBaTenel M YCTPOMUCTB MHMOPMALMOHHOM CUCTEMBI, @ TakKXe B CO34aHUWM WHMPACTPYKTYpbl ONS
obecneyeHns NpoLLEeCcCOB UAEHTUPUKALUKM U CTPOroi ayTeHTUdMKALMM B UHPOPMALMOHHOM cucteMe. [porpaMMHbIi
KOMMOHeHT «LleHTp cepTudukaumu» aenseTca yactblo LleHTpa ceptudukaToB poctyna Aladdin Enterprise Certificate
Authority Certified Edition.

LLlabnoH cy6bekTa - WabnoH, Ha OCHOBAHMM KOTOPOro HeobxoAMMO Co3faBaTb cybbekTbl. LLIabnoH onpepenset
cBoicTBa cybbekta (subject name, alternative name), cBoicTBa cepTudukaTta (kpuntorpaduio, CpoK [eNCTBUS,
Ha3HayeHwWe, NONUTHUKM U MPOY.), @ TaKKe MHPPACTPYKTYPHbIE XapaKTEPUCTUKK (PEKBU3UTBI 4SSt LOCTaBKM CEPTUPUKATOB,
BO3MOXHOCTM OT3blBa, XpPAaHEHMUS U MPOY.).
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OBO3HAYEHWNA N COKPALLEHNA

0oC - OnepaunoHHas cuctema

rno - MporpamMmHoe obecneyeHmne

CBT - CpencTBo BbIYUCIUTENBHOM TEXHUKM

CybL, - Cucrema ynpaeneHus 6asaMu AaHHbIX

YL, - YOocToBepsowmnin LeHTp

uc - LleHTp cepTndmkaToB

CRL - Certificate Revocation List

AlA - Authority Information Access

URL - Uniform Resource Locator
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